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Week 13: Lecture B
Hardware Testing
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How are semester projects going?

Making progress?
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Stuck?
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The Next Few Weeks
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Recap: Project Schedule

￭ Apr. 16th & 21st: final presentations
￭ 5–8 minute slide deck and discussion
￭ What you did, and why, and what results
￭ Report any bugs found (and show you did so!)

￭ What’s most important:
￭ High-level technique
￭ Challenges and workarounds
￭ Key results (bugs found, other successes, etc.)

￭ Project report due by midnight last day of class
￭ 3–5 pages describing your work and results
￭ Reports of any bugs found
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Questions?
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Hardware Security and Testing
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Hardware
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Creating Hardware

10

DesignSpecification Synthesis

Text HDL

Design Time



Stefan Nagy

Creating Hardware

11

DesignSpecification Synthesis

Text HDL

Design Time

Similar to software design



Stefan Nagy

Creating Hardware

12

DesignSpecification Synthesis Layout Fabrication Package Deployment

Text HDL Netlist GDSII Wafer/ Die Chip / PCB

Design Time Fabrication Time/Supply Chain

Similar to software design



Stefan Nagy

Creating Hardware

13

DesignSpecification Synthesis Layout Fabrication Package Deployment

Text HDL Netlist GDSII Wafer/ Die Chip / PCB

Design Time Fabrication Time/Supply Chain

Similar to software design Required to build a physical device



Stefan Nagy

Creating Hardware
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DesignSpecification Synthesis Layout Fabrication Package Deployment

Text HDL Netlist GDSII Wafer/ Die Chip / PCB
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Similar to software design Required to build a physical device
Verification Testing
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Hardware Bugs
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DesignSpecification Synthesis Layout Package Deployment
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Hardware Bugs
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Hardware Trojans

￭ Trojan Horse: 
￭ ???

18



Stefan Nagy

Hardware Trojans
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￭ Attack pre-inserted into chip
￭ Will be exploited at run time
￭ Remotely triggered by attacker
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Hardware Trojans
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Hardware Trojans

￭ Trojan Horse: 
￭ Attack pre-inserted into chip
￭ Will be exploited at run time
￭ Remotely triggered by attacker

￭ Ideal characteristics:
￭ Small
￭ Stealthy
￭ Controllable

￭ Engineering a trigger
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Division sets 
div-by-zero flag

Addition resets 
div-by-zero flag

Software state will 
affect analog state!
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Hardware Trojans
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Recycled and Counterfeit Hardware
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Recycled and Counterfeit Hardware

￭ Counterfeit and recycled chips have a shorter lifespan 
￭ Absolutely dangerous for security-critical use cases
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￭ Counterfeit and recycled chips have a shorter lifespan 
￭ Absolutely dangerous for security-critical use cases
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Secure Hardware

￭ Can we ever know for sure that a chip is secure? 
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Hardware Testing

￭ One of the highest-paid (and steep-learning-curve) careers in testing
￭ Spoiler: it’s even harder than testing software
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Testing Hardware Physically

￭ How could we even do this?

28

?

Signal Generator
Hardware Chip

Failure

Success



Stefan Nagy 29

?

Signal Generator
Hardware Chip

Failure

Success

￭ How could we even do this?
￭ Downsides? 

Testing Hardware Physically
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Testing Hardware Pre-Silicon

￭ Idea: apply testing to the HDL 
(Hardware Description Lang.)  
￭ E.g., Verilog

 
￭ Benefits over physical testing?
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Testing Hardware Pre-Silicon

￭ Idea: apply testing to the HDL 
(Hardware Description Lang.)  
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￭ Benefits over physical testing?
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￭ Idea: “translate” HDL to a more workable representation (e.g., C++)

￭ Benefits?
￭ Downsides? 

Enter the Simulation
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Questions?
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