Week 9: Lecture B
Networking 101

Thursday, October 24, 2024




Announcements

Project 3: WebSec released
= Deadline: Thursday, November 7th by 11:59PM

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

-
Project 3: Web Security

Deadline: Thursday, November 7 by 11:59PM.

Before you start, review the course syllabus for the Lateness, Collaboration, and Ethical Use policies.

You may optionally work alone, or in teams of at most two and submit one project per team. If you have
difficulties forming a team, post on Piazza’s Search for Teammates forum. Note that the final exam will cover
project material, so you and your partner should collaborate on each part.

The code and other answers your group submits must be entirely your own work, and you are bound by the
University’s Student Code. You may consult with other students about the conceptualization of the project and the
meaning of the questions, but you may not look at any part of someone else’s solution or collaborate with anyone
outside your group. You may consult published references, provided that you appropriately cite them (e.g., in your
code comments). Don't risk your grade and degree by cheating!

Complete your work in the CS 4440 VM —we will use this same environment for grading. You may not use any
external dependencies. Use only default Python 3 libraries and/or modules we provide you.

Stefan Nagy




Project 3 progress

Working on Part 1
| 0%
Working on Part 2
| 0%
Working on Part 3
' 0%

None of the above

| 0%

m Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Announcements

Project 2 grades are now available on Canvas

Statistics:
=  Average score: 91.64%

Fantastic job!

SCHOOL OF COMPUTING
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Announcements

Project 2 grades are now available on Canvas

Think we made an error? Request a regrade!
= Valid regrade requests:
=  You have verified your solution is correct
(i.e., we made an error in grading)

Project 2 Regrade Requests (see Piazza pinned link):
Submit by 11:59 PM on Monday 10/28 via Google Form

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy



Announcements

Guest Research Lecture!

Join ACM and Dr. Shuaihang Pan:

¢ Computing research opportunities « Explore interdisciplinary uses for
in the Lab of Advanced Manufacturing computing in research.
(LoAM)

Thurs, Oct 24, S5pm
MEB 3515

Please RSVP

for headcount

acm.cs.utah.edu M uofuacm@gmail.com @uofuacm

Stefan Nagy
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UNIVERSITY OF UTAH




Announcements

See Discord for
meeting info!

utahsec.cs.utah.edu
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Last time on CS 4440...

Isolation-based Web Security
HTTPS, SSL, and TLS




Client-side web security should uphold...

Confidentiality

= 777

Integrity

= 772

Privacy

= 777

SCHOOL OF COMPUTING
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Client-side web security should uphold...

Confidentiality

= My sensitive information stays private

Integrity

= My computer and data aren’t tampered

Privacy

= My online activities are known only to me

SCHOOL OF COMPUTING
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Client-side Web Defenses

Multi-process Browsing

=

SCHOOL OF COMPUTING
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Client-side Web Defenses

Multi-process Browsing

= Each tab, plugin, etc. gets
its own unique process

= Leverage power of MMU to
enforce process isolation

= Compromised process can't
read/write memory from
other page processes

Caveat:

[ ???
L
SCHOOL OF COMPUTING

UNIVERSITY OF UTAH

P Task Manager - Google Chrome

Task
- @
L
LI 2

L5 | @238

H 0 é

Browser

GPU Process

Tab: All

Subframe: https://stripe.com/
Tab: TweetDeck

Subframe: https://twitter.com/
Tab: Posteingang - helge@helgeklein.com - Helge K|
Subframe: https://accounts.google.com/

Subframe: https://accounts.google.com/

Subframe: https://accounts.google.com/

Tab: vast limits - Kalender - November 2018

Tab: Inbox - helge@uberagent.com - vast limits Mail
Tab: Activity Stream | uberAgent dev

Tab: Front

Subframe: https://meetingbird.com/

Tab: uberAgent « Windows, Citrix & VMware mon
Extension: uBlock Origin

Extension: Grammarly for Chrome

Extension: uberAgent

Main process

Tab process

Network

Frames sharing a process

Isolated frame from other site ..

Extension processes

nn

00

00

00

00

00

a

Process ID

5376

28152

25160

4100

18588

21532

23948

10040

104

544

10836

20140

18112

18916

720

JavaScript memory

64,568K (58,204K live)
6,388K (2.873K live)

76,784K (64,197K live)

175,700K (154,169K live)

26,356K (20,142K live)

97,264K (85,582K live)
227,660K (201,641K live)
37,872K (29.536K live)
62,448K (51,857K live)
35,584K (31,297K live)
20,452K (14,665K live)
34,660K (27,061K live)
24,320K (19,044K live)

17,652K (12,092K live)

Stefan Nagy
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Client-side Web Defenses

M u lti - p ro Cess B rOWSi ng @ Task Manager - Google Chrome
= Each tab, plugin, etc. gets Main process .

e @ Browser 31 0 5376
. .
Its own Unlque process o W GPUProcess 00 0 28152
¢ & Tab:Al 00 0 25160 64,568K (58.294K live)
| | Leve rage p Owe r Of M M U to . Subframe: https://stripe.com/ T b 00 0 4100 6,388K (2.873K live)
. . I W Tab: TweetDeck a process 00 0 18588 76,784K (64,197K live)
enforce process isolation
® M Tab: Posteingang - helge@helgeklein.com - Helge K ) 21532 175700K (154,169K live)

= CO m p ro m I Se d p ro CeSS Ca n ’t Subframe: https://accounts.google.com/ F ra mes S h a ri n g a p rOCeSS ) 23948 26,356K (20,142K live)
read / write memo ry from e i

Subframe: https://accounts.google.com/

other page processes o (B i s e a8 i~ : Rtk s

® M Tab: Inbox - helge@uberagent.com - vast limits Mail 104 227,660K (201,641K live)

e I iy Isolated frame from other site
e ® Tab:Front =
Caveat: . Subframe: https://meetingbird.com/ 0.0

~

80 37,872K (29,536K live)

544 62,448K (51,857K live)

0 10836 35,584K (31,297K live)
t . . :1 Tab: uberAgent + Windows, Citrix & VMware mon 00 0 20140 20,452K (14,665K live)
= More tabs, more plugins .
? ? . @ Extension: uBlock Origin E 00 0 18112 34,660K (27,061K live)
t t h d . @ Extension: Grammarly for Chrome XtenSIon prOCeSSeS 00 0 18916 24,320K (19,044K live)
e C * C re a e S m o re ove r ea . D Extension: uberAgent 00 0 720 17,652K (12,092K live)
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Client-side Web Defenses

Remote Pixel Streaming

=

SCHOOL OF COMPUTING
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Client-side Web Defenses

Remote Pixel Streaming

= Browser lives in the cloud,
not the client’s system

= Rendering done in cloud, not
on client’s system

= Client only gets “streamed”
version of rendered pages

= Thwarts client-side attacks

Caveat:

= ??7?

SCHOOL OF COMPUTING
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Client-side Web Defenses

Remote Pixel Streaming

= Browser lives in the cloud,
not the client’s system

= Rendering done in cloud, not
on client’s system

= Client only gets “streamed”
version of rendered pages

= Thwarts client-side attacks

Caveat:
= Consumes lots of bandwith
= Bulkier browsing experience

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

@
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o
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Website
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Client-side Web Defenses

DOM Tree Mirroring

= 777

SCHOOL OF COMPUTING
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Client-side Web Defenses

DOM Tree Mirroring
= Filters-out DOM elements
deemed to be unsafe
= User only gets “safe” DOM
= List of undesired elements
is defined ahead of time

Caveat:

= 772

SCHOOL OF COMPUTING
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Client-side Web Defenses

DOM Tree Mirroring
= Filters-out DOM elements
deemed to be unsafe
= User only gets “safe” DOM
= List of undesired elements
is defined ahead of time

Caveat:
= Need to constantly update
list of unsafe elements
=  Must retrofit browsers

SCHOOL OF COMPUTING
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Web
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Filter lists
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Ad elements
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1

|

I
1
1
1
1
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1
|
I concealing
|
1
1
1
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page
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__________________

Modified Chromium

[P — - ——

Anti-adblocking
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avoided

3]

Ads-free web page

Stefan Nagy
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Client-side Web Defenses

Tagged JS Sandboxing

7?

SCHOOL OF COMPUTING
UNIVE
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Client-side Web Defenses

Tagged JS Sandboxing d T —
Follow Same Origin Policy
= Block JavaScript access

based on site’s origin P 2
= Scripts from same origin P
. A, e o o T B coount pumbe er /
can read/write/interact / P
with others from origin P ’
= Scripts from different PN
Origin denied access / 234440: Instroductionto
omputer Security
Caveat:
= 772
SCHOOL OF COMPUTING Stefan Nagy 22
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Client-side Web Defenses

Tagged JS Sandboxing

Follow Same Origin Policy

= Block JavaScript access
based on site’s origin

= Scripts from same origin
can read/write/interact
with others from origin

=  Scripts from different origin
denied access 5 4440 Introduction to

Computer Security

Caveat:
= Doesn’t stop XSS attacks

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH Stefan Nagy 23



The Same-origin Policy

Restricts access to content from the same origin (protocol + host)

SCHOOL OF COMPUTING
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The Same-origin Policy

Restricts access to content from the same origin (protocol + host)
Try the following, comparing to http://cs4440.eng.utah.edu/project1

Candidate Request SOP Result Explanation

https://cs4440.eng.utah.edu/project3

http://cs4440.eng.utah.edu/project3/sqlinject@

ftp://cs4440.eng.utah.edu

http://www.cs4440.eng.utah.edu

https://eng.utah.edu/

SCHOOL OF COMPUTING
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The Same-origin Policy

Restricts access to content from the same origin (protocol + host)
Try the following, comparing to http://cs4440.eng.utah.edu/project1

Candidate Request SOP Result Explanation
https://cs4440.eng.utah.edu/project3 FAIL Different protocol (https)
http://cs4440.eng.utah.edu/project3/sqlinject® PASS Same protocol and host
ftp://cs4440.eng.utah.edu FAIL Different protocol (ftp)
http://www.cs4440.eng.utah.edu FAIL Different host (www)
https://eng.utah.edu/ FAIL Different protocol and host

SCHOOL OF COMPUTING
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Secure web communication should uphold...

Integrity

= 777

Confidentiality

= 772

Authenticity

= 777

SCHOOL OF COMPUTING
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Secure web communication should uphold...

Integrity

= Messages | send should not be tampered

Confidentiality

= Messages private to only involved parties

Authenticity

= | should know exactly who I'm talking to

SCHOOL OF COMPUTING
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The TLS Handshake

Client Hello: Here’s Ciphers | support, and a random
el %

SCHOOL OF COMPUTING
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The TLS Handshake

Client Hello: Here’
: Here’s Ciph
phers I support, and a random
Server Hello: Chosen Cipher i

tificate: Here is my Certificate with my PubKey
h my PrivKey

Cer
Here's your random back encrypted wit

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH
Stefan Nagy
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The TLS Handshake

Client Hello: ,
ello: Here’s Ciphers | support, and a random
' > &
Server Hello: Chosen Cipher

tificate: Here is my Certificate with my PubKey
h my PrivKey

Cer
Here's your random back encrypted wit

Key Exchange: Our SymKey encrypted with your PubKey
—g-

SCHOOL OF COMPUTING
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The TLS Handshake

Client Hello: ,
ello: Here’s Ciphers | support, and a random
' > &
Server Hello: Chosen Cipher

tificate: Here is my Certificate with my PubKey
h my PrivKey

Cer
Here's your random back encrypted wit

Key Exchange: Our SymKey encrypted with your PubKey

Switch to a Symmetric Cipher
—g

Switch to a Symmetric Cipher

SCHOOL OF COMPUTING
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Higher-level TLS Handshake

Client says: “Howdy! Here is what cipher suites | support.”
“Here is a random number for you to encrypt.”

SCHOOL OF COMPUTING
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Higher-level TLS Handshake

Client says: “Howdy! Here is what cipher suites | support.”
“Here is a random number for you to encrypt.”

Server says: “Howdy! Let's go with this specific cipher.”
“Here is my signed certificate containing my public key.”
“Here is your random encrypted with my private key.”

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 34



Higher-level TLS Handshake

Client says: “Howdy! Here is what cipher suites | support.”
“Here is a random number for you to encrypt.”

Server says: “Howdy! Let's go with this specific cipher.”
“Here is my signed certificate containing my public key.”
“Here is your random encrypted with my private key.”

Client verifies Server’s authenticity from its certificate; and by decrypting the
Server-encrypted random via Server’s public key and checking it to the original.

SCHOOL OF COMPUTING
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Higher-level TLS Handshake

Client says: “Howdy! Here is what cipher suites | support.”
“Here is a random number for you to encrypt.”

Server says: “Howdy! Let's go with this specific cipher.”
“Here is my signed certificate containing my public key.”
“Here is your random encrypted with my private key.”

Client verifies Server’s authenticity from its certificate; and by decrypting the
Server-encrypted random via Server’s public key and checking it to the original.

Client says: “Great! You are who you say you are. Here's our symmetric key.”

SCHOOL OF COMPUTING
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Higher-level TLS Handshake

4 N

We do not expect you to memorize
the hairy details about SSL/TLS!

. /

SCHOOL OF COMPUTING
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Why does the server send back the client's random nonce encrypted?

If client can decrypt with their own private key, the server is verified!

0%
If client can decrypt with server's private key, the server is verified!

0%
If client can decrypt with server's public key, the server is verified!

0%
None of the above

0%

m Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Our HTTPS Ecosystem

Certificate; ???

SCHOOL OF COMPUTING
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Our HTTPS Ecosystem

Certificate: the verifiable “proof” of the server’s authenticity
= The client (i.e., you) wants to know it is talking to who it believes it is
= Also contains the server’s public key, issuer information, expiration, etc.
= Your browser does lots of checks to ensure it's dealing with a valid certificate!

- R
Subject: C=US/0=Google Inc/CN=www.google.com

Issuer: C=US/0=Google Inc/CN=Google Internet Authority

Serial Number: 01:b1:04:17:be:22:48:b4:8e:1e:8b:a0:73:c9:ac:83

Expiration Period: Jul 12 2010 - Jul 19 2012

Public Key Algorithm: rsaEncryption

Public Key: 43:1d:53:2e:09:ef:dc:50:54:0a:fb:9a:f0:fa:14:58:ad:a0:81:b0:3d

7c:be:b1:82:19:b9:7¢c3:8:04:€9:1e5d:b5:80:af:d4:a0:81:b0:b0:68:5b:a4:a4
\V:ff:b5:8a:3a:a2:29:e2:60:703:8:94:e9:1e5d:b5:703:8:94:e9:39:23:46

[ Signature Algorithm: shalWithRSAEncryption

Signature: 39:10:83:2e:09:ef:ac:50:04:0a:fb:9a:f0:fa:14:58:ad:ab:81:b0:3d
7c:be:b1:82:19:b9:7¢c3:8:04:e9:1e5d:b5:80:af:d4:a0:81:b0:b0:68:5b:a4:a4
:ff:b5:8a:3a:a2:29:e2:6c:7c3:8:04:e9:1e5d:b5:7¢3:8:04:e9:1e:5d:b5

SCHOOL OF COMPUTING
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Our HTTPS Ecosystem

ARIZONA
E CARDINALS

a8 ol
\ S\
\.‘

W 4THEY ARE WHO WE " aasi.
THOUGHT THEY WERE”
— --the'client
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Our HTTPS Ecosystem

Certificate Authority: ???

SCHOOL OF COMPUTING
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Our HTTPS Ecosystem

Certificate Authority: the trusted

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

entity that vouches for certificate

Acts as a notary for server’s certificate

Stefan Nagy

Certificate Viewer: softsec.cs.utah.edu Certificate Viewer: sni.cloudflaressl.com

General | Details
Certificate Hierarchy

“ ISRG Root X1
v R3

softsec.cs.utah.edu

General !

Certificate Hierarchy

v Baltimore CyberTrust Root
+ Cloudflare Inc ECC CA-3

sni.cloudflaressl.com

43



Our HTTPS Ecosystem

i i
Certificate Authority: the trusted . I s cloudaress.

) . General | Details General
en t I ty t h at vo u Ch es fo r ce rt | ﬁ Cate Certificate Hierarchy Certificate Hierarchy

= Acts as a notary for server’s certificate e 7 fetumore Cyberinst ot

v R3 ~ Cloudflare Inc ECC CA-3

softsec.cs.utah.edu sni.cloudflaressl.com

Certificates are chained together

End-Entity Certificate

Subject's (End-Entity) Name

Subject's (End-Entity) PublicKey

§ Reference
Issuer’s CA) Name

Sign - y -
Issuer's CA) sig L vy Intermediate Certificate

Subject's (Intermediate CA) Name

Verify Signature

jiate CA) PublicKey

Reference

Issuer's (Root CA) Name

Sign
Issuer's (Root GA) Signature le—-220 Root CA's PrivateKey \ Root Certificate

1
Self-sign | Subject's (Root CA) Name
1

Verify Signature

Subjects (Root CA) PublicKey

Issuer's (Root CA) Name ‘

----- ¥ Issuer's (Root CA) Signature

SCHOOL OF COMPUTING
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Our HTTPS Ecosystem

i i
Certificate Authority: the trusted . I s cloudaress.

) ) General | Details General
en t I ty t h at vOou Ch es fo r ce rt | ﬁ Cate Certificate Hierarchy Certificate Hierarchy

= Acts as a notary for server’s certificate [Lgsttmore cybermustco |

softsec.cs.utah.edu sni.cloudflaressl.com

Certificates are chained together

= Links are intermediate certificates
= Ultimately begins in a root certificate
=  Your browser “walks” chain to o g2 Rmaie AR ) | intermedtte Certicate

locate certificate that it trusts

Verify Signature
iate CA) PublicKe;

= Anyone can sign a certificate... o

End-Entity Certificate

Subject's (End-Entity) Name

Subject's (End-Entity) PublicKey

= But if not chained to a root w:
certificate, it is not valid!

Subjects (Root CA) PublicKey

Issuer's (Root CA) Name

----- Issuer's (Root CA) Signature

SCHOOL OF COMPUTING
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Our HTTPS Ecosystem

[ Is HTTPS completely bullet-proof? }

SCHOOL OF COMPUTING
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Attacking HTTPS: via HTTP

Browsers permitted HTTP downgrading

= Negotiated during connection establishment
= Allowed interoperability with legacy sites

Attack potential: 7??

SCHOOL OF COMPUTING
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Attacking HTTPS: via HTTP

Browsers permitted HTTP downgrading

= Negotiated during connection establishment
= Allowed interoperability with legacy sites

CS 4440: Introduction to
Computer Security

Attack potential: intercept & force HTTP

= Attacker intercepts & reads client requests
= Steal passwords of yours on that site

POST /login HTTP/1.1

Host: example.com

Content-Type:
application/x-www-form-urlencoded
username=victim&password=h4ck3d

SCHOOL OF COMPUTING
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Attacking HTTPS: via HTTP

Browsers permitted HTTP downgrading /a B\

= Negotiated during connection establishment
= Allowed interoperability with legacy sites

Your connection is not private
AttaCk potential: i nte rce pt & fo rce HTTP Attackers might be trying to steal your information from example.com (for

kexample, passwords, messages, or credit cards).
= Attacker intercepts & reads client requests
= Steal passwords of yours on that site

Modern web
Nowadays thwarted via browsers browsers block
= User would need to add an exception HTTP by default

= Possible through social engineering?

SCHOOL OF COMPUTING
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Attacking HTTPS: via HTTP

Attacking mixed-content sites

= HTTPS page loads some content via HTTP
= E.g., images, media, JavaScript

Risks: 27? ‘

%
\  utah.edu

- Js

SCHOOL OF COMPUTING
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Attacking HTTPS: via HTTP

Attacking mixed-content sites ’
= HTTPS page loads some content via HTTP %
= E.g., images, media, JavaScript I' %
I
Risks: loaded content unencrypted

i
= |t can be intercepted and tampered ‘\ &
= Attacker may attempt sending scripts \.l

Does Same-origin Policy save us?

CS 4440: Introduction to
Computer Security

SCHOOL OF COMPUTING
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... @@ "_"_"_"_._...||_ ________________________________________________________________________|
|
Will SOP prevent HTTP scripts execution on HTTPS pages?

Yes! Different origin, so all scripts will be blocked.

0%
No! Same domain, so all scripts will be accepted.

0%
None of the above

0%

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Attacking HTTPS: via HTTP

Attacking mixed-content sites v
= HTTPS page loads some content via HTTP %
= E.g., images, media, JavaScript I' %
I
Risks: loaded content unencrypted

i
= |t can be intercepted and tampered ‘\ &
= Attacker may attempt sending scripts \ ’

CS 4440: Introduction to
Computer Security

/
Does Same-origin Policy save us? 1
m  HTTP-transmitted script is prevented from window.onload = function()
accessing the HTTPS page’s DOM... O lert(PuNED SOP1%):
= But DOM-agnostic scripts not blocked ;

= E.g.,, malicious event handlers!

SCHOOL OF COMPUTING
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Attacking HTTPS: via HTTP

Y ﬂ \I Elements Sources Console Memory Network Performance » @2

Attacking mixed-content sites e o .

© Mixed Content: The page at 'https://www.mixedcontentexamples.com/Tes NonSecureCSSLink:11

u HTTPS page loads Some CO ntent Via HTTP t/NonSecureCSSLink' was loaded over HTTPS, but requested an insecure stylesheet 'http://

www.mixedcontentexamples.com/Content/Test/styles.css'. This request has been blocked;

u E ima es media Javascri t the content must be served over HTTPS.
’g" g ? ? p © Mixed Content: The page at 'https://www.mixedcontentexamples.com/Tes NonSecureCSSLink:1
t/NonSecureCSSLink' was loaded over HTTPS, but requested an insecure stylesheet 'http://
www.mixedcontentexamples.com/Content/Test/styles.css'. This request has been blocked;
the content must be served over HTTPS.

>

Risks: loaded content unencrypted e s _
= |t can be intercepted and tampered
= Attacker may attempt sending scripts

Modern web
browsers block

Does Same-origin Policy save us?
mixed content

m  HTTP-transmitted script is prevented from
accessing the HTTPS page’s DOM...
= But DOM-agnostic scripts not blocked
= E.g.,, malicious event handlers!

SCHOOL OF COMPUTING Stefan Nagy Sh

UNIVERSITY OF UTAH



Attacking HTTPS:

via Key Theft

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

Stefan Nagy

@ pastebin.com
https://pastebin.com> ...
BEGIN RSA PRIVATE KEY

Oct 9,2021 — Untitled - —BEGIN RSA PRIVATE KEY— -
MIIEowIBAAKCAQEAjFSI1EIB1uZrsna7ecSqvaq2i3DYVKF8R/0+qxI9ZC6KbN4+ -...

@ pastebin.com
https://pastebin.com> ...
BEGIN RSA PRIVATE KEY

Feb 21, 2020 — Untitled - —BEGIN RSA PRIVATE KEY—
MIIEpAIBAAKCAQEA1PIFzpk4dnJgVoi452n8bcNqYeBI9LLSEOkLaDT7JgCpJ2G ...

pastebin.com
https://pastebin.com> ...

—BEGIN RSA PRIVATE KEY-——MIIJJgIBAAKCAgBoe2f ...
Jul 11,2019 — Untitled - —BEGIN RSA PRIVATE KEY— -
MIIJJgIBAAKCAgBoe2f+iDWW+xMsnKel31ZRxPwOGVj8Eku8MTWKFwWISRF7vwepx -...

pastebin.com
https://pastebin.com > LyqdmDDV

BEGIN RSA PRIVATE KEY
Apr 2,2018 — —BEGIN RSA PRIVATE KEY— -
MIIJKQIBAAKCAGEAYBLOVNP4+3xV4e1HQf/eMHYuR2ILB1utQNmDfmrUKUDUYOgY ...
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Attacking HTTPS: via Key Theft

What can happen if...

https://pastebin.com>...

= Only server’s private key stolen: B L By

Oct 9, 2021 — Untitled - —BEGIN RSA PRIVATE KEY— -
™ ??? MIIEowIBAAKCAQEAjFSI1EIB1uZrsna7ecSqvaq2i3DYVKF8R/0+qxI9ZC6KbN4+ -...

= Only client’s private key stolen: @ oo

https://pastebin.com> ... $

. ?7? BEGIN RSA PRIVATE KEY
Feb 21, 2020 — Untitled - —| BEGIN RSA PRIVATE KEY—- -

= B Oth p rivate keys a re Sto le n . MIIEpAIBAAKCAQEA1PIFzpk4dnJgVoi452n8bcNqYeBI9LLSEOkLaDT7JgCpJ2G ...
u ???

pastebin.com
https://pastebin.com> ...

—BEGIN RSA PRIVATE KEY-——MIIJJgIBAAKCAgBoe2f ...

Jul 11,2019 — Untitled - —BEGIN RSA PRIVATE KEY— -
MIIJJgIBAAKCAgBoe2f+iDWW+xMsnKel31ZRxPwOGVj8Eku8MTWKFwWISRF7vwepx -...

pastebin.com
https://pastebin.com > LyqdmDDV ¢

BEGIN RSA PRIVATE KEY
Apr 2,2018 — —BEGIN RSA PRIVATE KEY— -
MIIJKQIBAAKCAGEAYBLOVNP4+3xV4e1HQf/eMHYuR2ILB1utQNmDfmrUKUDUYOgY ...
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Attacking HTTPS: via Key Theft

What can happen if...
= Only server’s private key stolen:
= Fake comms to the client!
= Only client’s private key stolen:
= Fake comms to the server!
= Both private keys are stolen:
=  Full man-in-the-middle!

Don’t leave your private keys
lying around on public web!

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

Stefan Nagy

pastebin.com
https://pastebin.com>...

BEGIN RSA PRIVATE KEY

Oct 9,2021 — Untitled - —BEGIN RSA PRIVATE KEY— -
MIIEowIBAAKCAQEAjFSI1EIB1uZrsna7ecSqvaq2i3DYVKF8R/0+qxI9ZC6KbN4+ -...

pastebin.com

https://pastebin.com> ... $
BEGIN RSA PRIVATE KEY
Feb 21,2020 — Untitled - -—| BEGIN RSA PRIVATE KEY— -
MIIEpAIBAAKCAQEA1fPIFzpk4dnJgVoi452n8bcNqYeBI9LLSEOkLaDT7JgCpJ2G -...

@ pastebin.com
https://pastebin.com> ...
-—-BEGIN RSA PRIVATE KEY-

Jul 11,2019 — Untitled - —BEGIN RSA PRIVATE KEY— -
MIIJJgIBAAKCAgBoe2f+iDWW+xMsnKel31ZRxPwOGVj8Eku8MTWKFwWISRF7vwepx -...

MIIJJgIBAAKCAgBoe2f ...

pastebin.com
https://pastebin.com > LyqdmDDV ¢

BEGIN RSA PRIVATE KEY
Apr 2,2018 — —BEGIN RSA PRIVATE KEY— -
MIIJKQIBAAKCAGEAYBLOVNP4+3xV4e1HQf/eMHYuR2ILB1utQNmDfmrUKUDUYOgY ...
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Other ways to attack HTTPS?

Certificate Authorities are what the security of HTTPS depends on
= If an attacker manages to breach a CA, they can sign any certificate they want
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Other ways to attack HTTPS?

4 )
Result: attacker can impersonate

websites that you use—your browser
will accept their certs as legitimate!

SCHOOL OF COMPUTING
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Attacking HTTPS: via Breached CAs

Real-world example: DigiNotar _
= DigiNotar was a Dutch Certificate Authority D | g | N Ota r
= OnJune 10,201, *.google.com cert was )
issued to an attacker and subsequently used Internet Trust Services
to perform man-in-the-middle attacks in Iran
= Nobody noticed until someone found the cert
in the wild... and posted it to pastebin

SCHOOL OF COMPUTING
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Attacking HTTPS: via Breached CAs

Real-world example: DigiNotar
= DigiNotar was a Dutch Certificate Authority
= OnJune 10, 2011, *.google.com cert was
issued to an attacker and subsequently used
to perform man-in-the-middle attacks in Iran
= Nobody noticed until someone found the cert
in the wild... and posted it to pastebin

DigiNotar later admitted that dozens of

fraudulent certificates were created
= Google, Microsoft, Apple and Mozilla all
revoked the root Diginotar certificate
= Dutch Government took over Diginotar
= Diginotar went bankrupt and died

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy

DigiNotar

Internet Trust Services

fGo gle Security Blog \

The latest news and insights from Google on security and safety on the Internet

An update on attempted man-in-the-middle attacks
August 29,2011

Posted by Heather Adkins, Information Security Manager

Today we received reports of attempted SSL man-in-the-middle (MITM) attacks
against Google users, whereby someone tried to get between them and encrypted
Google services. The people affected were primarily located in Iran. The attacker
used a fraudulent SSL certificate issued by DigiNotar, a root certificate authority

that should not issue certificates for Google (and has since revoked it).

Google Chrome users were protected from this attack because Chrome was able

to detect the fraudulent certificate.
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Attacking HTTPS: via Breached CAs

The Google webmail of as many as 300,000 Iranians may have been intercepted using
fraudulently issued security certificates made after a hack against Dutch certificate

authority outfit DigiNotar, according to the preliminary findings of an official report into the
megahack.

@etween 10 July and 20 July hackers used compromised access to DigiNotar's systems\
to issue rogue 531 SSL certificate for Google and other domains, including Skype,
Mozilla add-ons, Microsoft update and others. DigiNotar only began revoking rogue
certificates on 19 July and waited more than a month after this to go public. The fake
ngogle.com certificate — which was valid for code-signing — wasn't revoked until 29 July

SCHOOL OF COMPUTING
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Attacking HTTPS: Employer Eavesdropping

Can your employer-issued laptop subvert HTTPS?

SCHOOL OF COMPUTING
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Attacking HTTPS: Employer Eavesdropping

Can your employer-issued laptop subvert HTTPS?

= No... they're just installing their own custom root certs!
= They own the root certificate = they own the trust chain

Corporate computers have own corporation's cert as
trusted CA; should I consider all traffic compromised?

Asked 8 years, 11 months ago Modified 8 years, 10 months ago  Viewed 8k times

By my admittedly limited understanding of how HTTPS/TLS works, the end user (me) initiates a
connection with a remote server which signs every one of its messages with a public key. This public
36 Kkey can be verified (magically) by checking the certificate, which is signed by a CA that vouches for
the integrity of that certificate.

v
The upshot of this is that if | trust a CA, that CA can sign any certificate and say it is valid and my
machine will be just fine with it; if a rogue CA is added to the trusted registry of my computer, then
anyone who knows that rogue CA will be able to get their cert signed and pose as - potentially - any
website and perform a man in the middle attack.
My corporation has just added their own cert as a root CA to all computers in the network. Should |
therefore assume that all traffic | send is compromised?
tls certificates certificate-authority
SCHOOL OF COMPUTING Stefan Nagy 64
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This time on CS 4440...

Introduction to Networking
The Physical, Link, Network,
Transport, and Application Layers




What is the Internet?

What is it?
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What is the Internet?

What is it?
=  How you trash-talk players in COD game lobbies
=  How Wall Street trades shares faster than you
= How the CS 4440 website is distributed to you

This course teaches the security mindset and introduces
the principles and practices of computer security as
applied to software, host systems, and networks. It
covers the foundations of building, using, and managing
secure systems. Topics include standard cryptographic
functions and protocols, threats and defenses for real-
world systems, incident response, and computer
forensics.

MUTERLAYERS g ity

This class is open to undergraduates. It is recommended
that you have a solid grasp over topics like software
engineering, computer organization, basic networking,
SQL, scripting languages, and C/C++.
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What really is the Internet?

Connections
= HTTP, HTTPS, FTP, VOIP

The Web

= Content viewed in a web browser

How many internets?

= U.S.A.vs. China
= TORvs. non-TOR

What separates them?

SCHOOL OF COMPUTING
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Analogy: Air Travel

Each layer implements a service

Departure Airport . Destination Airport
4 N\ A ( N\
Ticket (purchase) : i Ticket (complain)
/ l /
s N | s N
Baggage (check) I : Baggage (claim)
\ / I \ /
s | s N
Gate (load) : | Gate (unload)
. J I . J
e A l e A
Runway (takeoff) I I Runway (land)
\ v ‘ /I \ v
\ =

p—
- o = ™

[ Routing (flying) ]
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The 5-layer Internet

Applicationfp = = = = m = = = == = = = = = = = = &= = = = J» Application
TranSport = = = = = = = = = = = = = = = = = = = = = = = P Transport

Network }r = = = =P Network = = = =P Network - = = = Network

Link - = = =P Link }r———-h' Link

()

Physical Layer
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The 5-layer Internet

Applications Application s == = = = = = = = = = = = = = = = = = = = = = P Application
initiating * *
connections Transport = = = = = = = = == = = = = = = = — = — — — 3= Transport

Network ’r = = = =P Network = = = =P Network - = = = Network

Link - = = =P Link }r———-h' Link

It

Physical Layer

SCHOOL OF COMPUTING
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The 5-layer Internet

Application e = = = = m= = = == == = = = = = = = = = = = = = P Application

v 4

Transport frp = = = = /= = = = = = = = = = = = = = = = = = $» Transport

Network ’r = = = =P Network = = = =P Network - = = = Network

Link - = = =P Link }r———-h' Link

It

Physical Layer

Establishes
connections
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UNIVERSITY OF UTAH Stefan Nagy

73



The 5-layer Internet

Application e = = = = m= = = == == = = = = = = = = = = = = = P Application
Transport frp = = = = /= = = = = = = = = = = = = = = = = = $» Transport

Forms/sends
packets
between IP
addresses

Network ’r = = = =P Network = = = =P Network - = = = Network

Link - = = =P Link }r———-h' Link

It

Physical Layer

SCHOOL OF COMPUTING
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The 5-layer Internet

Application e = = = = m= = = == == = = = = = = = = = = = = = P Application
Transport frp = = = = /= = = = = = = = = = = = = = = = = = $» Transport

Network ’r = = = =P Network = = = =P Network - = = = Network

Link - = = =P Link }r———-h' Link

It

Physical Layer

Creates and
sends frames
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The 5-layer Internet

Application e = = = = m= = = == == = = = = = = = = = = = = = P Application
Transport frp = = = = /= = = = = = = = = = = = = = = = = = $» Transport

Network ’r = = = =P Network = = = =P Network - = = = Network

Link - = = =P Link }r———-h' Link

It

Physical Layer

Sends the
physical bits
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The 5-layer Internet

Application = = = = = = = = = = = = = = = = = = = = = — = P Application

v 4

Transport pr = = = = = = = = = = - = = —= = = = = = = = = P Transport

The Internet Network &= = = = =p» Network = = = = =p» Network = = = = =P» Network

Physical Layer
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Networking Devices

= Switch
= Aka modulator/demodulator

Network layer: modem 1 < o @
= Router R‘Jf
= Connects different networks \
Data Link layer: Router u
= Connects multiple devices on
the same network Switches
= Modem s
= Interface between 0/1 bits /\
and cable/telephone wire Hosts _ _ _ _
= o —_—e =gy
Stefan Nagy 78
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Internet Packet Encapsulation

How packets are generated and sent

Application ApDb Laver
Message pp Lay
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Internet Packet Encapsulation

How packets are generated and sent

Application App Laver
Message pp Lay

Segment | Segment
Header Data

Transport Layer
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Internet Packet Encapsulation

How packets are generated and sent

Application
Message App Layer
Segment | Segment
Header Data Transport Layer
Packet
neader | PAcCket Data Network Layer
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Internet Packet Encapsulation

How packets are generated and sent

Application
Message App Layer
Segment | Segment
e - Transport Layer
Packet | pocket Data Network Layer

Header

rame | Frame Data | [ome | LinkLayer
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Internet Packet Encapsulation

How packets are generated and sent

Application
Message
What you
care about Segment | Segment
Header Data
Packet
neader | PACket Data

ieader | Frame Data | i

SCHOOL OF COMPUTING
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App Layer

Transport Layer

Network Layer

Link Layer
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Internet Packet Encapsulation

How packets are generated and sent

Application
Message App Layer
What really Segment | Segment Transport Layer
gets sent Header Data
Packet
neader | PAcCket Data Network Layer

rame | Frame Data | [ome | LinkLayer
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Internet Packet Encapsulation

How packets are generated and sent

App Layer
Creates a e
direct-connection N ; Transport Layer
abstraction \ J
~ -
S Network Layer
4

" Link Layer

Sy
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Layering of Protocols

[ DNS ][ SSH ][ FTP ][ SMTP ][ NTP ][ HTTP ]Application Layer

Transport layer

Network layer

Link layer

OOOOOOOOOOOOOOOOO
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Layering of Protocols

[ Why do we rely on layering? }
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Layering of Protocols

4 )
Why do we rely on layering?
> «
Transparency, modularization
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The Physical Layer
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Layer 5: The Physical Layer

Last layer in the 5-layer network model
= The physical means of sending/receiving data

Examples of physical layers?

= ??7?
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Layer 5: The Physical Layer

Last layer in the 5-layer network model
= The physical means of sending/receiving data

Examples of physical layers?
= Radio waves
= Telephone lines
= Fiber optic cables
= Undersea submarine cables
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Evolution of the Physical Layer

ARPANET: precursor to today’s Internet
=  University of Utah was one of its four nodes!

Each member physically linked by cables

T TUE RRFA NETwoRK T

DEC (969

k Y NobdeEs j

Stefan Nagy 93
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Evolution of the Physical Layer

ARPANET: precursor to today’s Internet
=  University of Utah was one of its four nodes!

Each member physically linked by cables -

By the 1990s: connected by Telephone lines

20 W of innovative student learning
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Evolution of the Physical Layer

ARPANET: precursor to today’s Internet
=  University of Utah was one of its four nodes!

Each member physically linked by cables
By the 1990s: connected by Telephone lines

Today: continents linked via undersea cables

SCHOOL OF COMPUTING
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The Link Layer
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Layer 4: Link / Data-Link

Hosts and switches: nodes
= Switches interface with hosts

Channels connecting adjacent

nodes along a path: links

= Wired links
= Wireless links
= LANs

Layer-2 packet: frame
= Encapsulates datagram of the
previous three TCP/IP layers
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MAC Addresses

Most network interfaces come with a predefined MAC address

=  48-bit number usually represented in hex
= Eg., 00-1A-92-D4-BF-86

The First three octets of any MAC address are IEEE-assigned

Organizationally Unique Identifiers
= Cisco: 00-1A-A1
= D-Link:  ©00-1B-11
= ASUSTek: 00-1A-92
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MAC Addresses

Most network interfaces come with a predefined MAC address

48-bit number usually represented in hex
E.g., 00-1A-92-D4-BF-86

The First three octets of any MAC address are |IEEE-assigned

Organizationally Unique Identifiers
Cisco: 00-TA-A1
D-Link: 00-1B-11
ASUSTek: ©00-1A-92

MACs can be reconfigured by network interface driver software
= This makes MAC address filtering insecure—they can easily be spoofed!
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The “dominant” wired LAN technology:
=  First widely used LAN technology

Simpler, cheaper than token LANs and ATM

= Kept up with speed race: 10 Mbps - 100 Gbps
Ethernet Frame
= How the data is packaged up, sent/received
= Destination and source MACs, payload, and checksum
80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(64 to 1518 bytes)
SCHOOL OF COMPUTING
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Where is the link layer implemented?

In each and every host!
= “Adaptor” (aka network interface card)
= Ethernet card
= 80211 card
= Ethernet chipset

Implements link and physical layer

= Attaches into host’s system buses
= Combination of hardware and firmware

SCHOOL OF COMPUTING
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The Network Layer
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Layer 3: Network

Deliver segment from sending to receiving hosts

= Sender encapsulates segments into IP datagrams
= Receiver delivers segments to transport layer
= Delivery based on logical addressing (i.e., IP addresses)

Network layer protocols in every host, router
= Router checks headers of IP datagrams passing through

N
w — LB — D

Packets Creation Transport Packets Assembly

SCHOOL OF COMPUTING
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Network Layer Functions

Routing: determine route taken

by packets from source to dest
= Works based on IP addresses
= Ideally aims to find shortest path for
the packet to its destination

AAAAA
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Network Layer Functions

Routing: determine route taken

by packets from source to dest
= Works based on IP addresses
= Ideally aims to find shortest path for
the packet to its destination

Forwarding: move packets from

router’s input to router output
= (Can’t store full IP addrs—too huge!
= |nstead, a table based on IP prefixes
=  Get prefix from input packet
= Choose its corresponding link
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Network Layer Functions

Routing: determine route taken
by packets from source to dest
= Works based on IP addresses logal fapwarding fable
= Ideally aims to find shortest path for header value |output link
the packet to its destination o101

0111
1001

Forwarding: move packets from
router’s input to router output value in arriving

packet’ s heade
= (Can’t store full IP addrs—too huge! i 1
= |nstead, a table based on IP prefixes

=  Get prefix from input packet

= Choose its corresponding link
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Internet Protocol

IP addresses: routes datagrams in Internet
= IPv4: 32 bit address
= IPv6: 128 bit address

Two parts: network and host
= Network: used to route packets (ZIP code)
= Host: identifies an individual host (house number)
= Split between network/host based on address class
= Usually in dotted decimal notation: 141.211.144.212
= Each number represents 8 bits: 0-255

SCHOOL OF COMPUTING
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IP Packets

\/

4 bytes (32 bits)

A

Packet Length

Header:
dd Version Length Service type
= Source IP address
. . Identification DF MF Fragment Offset
= Destination IP address
Time To Live Transport Header Checksum

= Lots of other information
Source IP Address

= Version, length, checksum
= Selected transport protocol

Destination IP Address

Options Padding

Header
<«— 24 bytes ——>

Data:
= The message! Data
= E.g, string of letters
= E.g., web page characters

108
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The Transport Layer
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Layer 2: Transport

. [ ] [ [ ]
Provides logical communication Y

between application processes
running on different hosts -

Transport protocols in end systems
= Send side: breaks app messages into
segments, passes to network layer
= Receive side: reassembles segments
into messages, passes to app layer

Nowadays, multiple transport

protocols available
= |nternet: TCP and UDP
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Transport Services

TCP: Transmission Control Protocol

= Flow control: sender won't overwhelm receiver with packets
= Congestion control: throttle sender when network overloaded
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Transport Services

TCP: Transmission Control Protocol
= Flow control: sender won't overwhelm receiver with packets
= Congestion control: throttle sender when network overloaded
= Doesn't provide: timing, minimum throughput guarantee, security
= Connection-oriented: setup required between client and server
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Transport Services

TCP: Transmission Control Protocol
= Flow control: sender won't overwhelm receiver with packets
= Congestion control: throttle sender when network overloaded
= Doesn't provide: timing, minimum throughput guarantee, security
= Connection-oriented: setup required between client and server

UDP: User Datagram Protocol
= Simpler protocol for transmission without any error-checking
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Transport Services

TCP: Transmission Control Protocol
= Flow control: sender won’t overwhelm receiver with packets
= Congestion control: throttle sender when network overloaded
= Doesn't provide: timing, minimum throughput guarantee, security
= Connection-oriented: setup required between client and server

UDP: User Datagram Protocol
= Simpler protocol for transmission without any error-checking
= Does not provide: reliability, flow or congestion control, timing,
throughput guarantee, security, or connection setup
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Transport Services

TCP: Transmission Control Protocol
= Flow control: sender won’t overwhelm receiver with packets

= Congestion control: throttle sender when network overloaded Dependable
= Doesn't provide: timing, minimum throughput guarantee, security but costly
= Connection-oriented: setup required between client and server

UDP: User Datagram Protocol
= Simpler protocol for transmission without any error-checking Speedy but
= Does not provide: reliability, flow or congestion control, timing, unreliable

throughput guarantee, security, or connection setup
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The Application Layer
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Layer 1: Application

Defines the following:

= Types of messages exchanged
= E.g., requests, responses
= Message syntax:
= Message fields, how they are delineated
= Message semantics:
= The meaning of information in each field
= Rules for when/how processes send/respond to messages

Application Layer

Website

&
<

Request content

Return content in required format —>

APPLICATION LAYER 7
SCHOOL OF COMPUTING
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Example: HTTP Requests

Request line

Carriage return character
Line-feed character

(E.g., GET, POST, \>GET /index.html HTTP/1.1\r\n /

HEADconnnands)

Carriage return,
line feed at start
of line indicates

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

Header
lines

‘Host: www.cs.utah.edu\r\n

User-Agent: Firefox/3.6.10\r\n

Accept: text/html,application/xhtml+xml\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7\r\n
Keep-Alive: 115\r\n

Connection: keep-alive\r\n
Ar\n

—_—
end of header lines
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Example: HTTP Requests

What actually gets transmitted:

method [sp | URL |sp| version |cr|If FﬁqueST
1_line

header field name value |cr|If

header
lines

22
22

header field name value |cr|If
cr | If

. entity body o body
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Protocols Galore

Many open-source protocols we use daily _
= Examples: http//

= HTTP: Hypertext Transfer Protocol

=  SMTP: Simple Mail Transfer Protocol
= FTP: File Transfer Protocol M
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Protocols Galore

Many open-source protocols we use daily _
= Examples: http//

= HTTP: Hypertext Transfer Protocol

=  SMTP: Simple Mail Transfer Protocol

= FTP: File Transfer Protocol S M T P
= Allows for:

= |nteroperability
= Third-party security vetting
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Protocols Galore

Many open-source protocols we use daily _
= Examples: http//

= HTTP: Hypertext Transfer Protocol

=  SMTP: Simple Mail Transfer Protocol
= FTP: File Transfer Protocol M
= Allows for:
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Closed-source proprietary protocols:
= Examples: Skype, Zoom
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Closed-source proprietary protocols:
= Examples: Skype, Zoom
=  Makes security vetting really difficult!
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Food for Thought

Are any of the five network layers susceptible to attacks? If so, which ones?
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Next time on CS 4440...

Application-layer Network Attacks




