Week 8: Lecture A

Introduction to The Web

Tuesday, October 15, 2024




Announcements

Project 2: AppSec released
= Deadline: October 17th by 11:59PM (this Thursday)

~

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

/Project 2: Application Security

Deadline: Thursday, October 17 by 11:59PM.

Before you start, review the course syllabus for the Lateness, Collaboration, and Ethical Use policies.

‘You may optionally work alone, or in teams of at most two and submit one project per team. If you have
difficulties forming a team, post on Piazza’s Search for Teammates forum. Note that the final exam will cover
project material, so you and your partner should collaborate on each part.

The code and other answers your group submits must be entirely your own work, and you are bound by the
University’s Student Code. You may consult with other students about the conceptualization of the project and the
meaning of the questions, but you may not look at any part of someone else’s solution or collaborate with anyone
outside your group. You may consult published references, provided that you appropriately cite them (e.g., in your
code comments). Don't risk your grade and degree by cheating!

Complete your work in the CS 4440 VM —we will use this same environment for grading. You may not use any
external dependencies. Use only default Python 3 libraries and/or modules we provide you.

Helpful Resources

* The CS 4440 Course Wiki

¢ VM Setup and Troubleshooting
 Terminal Cheat Sheet

* GDB Cheat Sheet

 x86 Cheat Sheet

kc Cheat Sheet

Table of Contents:

Helpful Resources
Introduction
Objectives
Start by reading this!
o Setup Instructions
o Important Guidelines
Part 1: Beginner Exploits
o Target 0: Variable Overwrite
o Target 1: Execution Redirect
o What to Submit
Part 2: Intermediate Exploits
> Target 2: Shellcode Redirect
o Target 3: Indirect Overwrite
o Target 4: Beyond Strings
o What to Submit
Part 3: Advanced Exploits
o Target 5: Bypassing DEP
o Target 6: Bypassing ASLR
What to Submit
Part 4: Super L33T Pwnage
o Extra Credit: Target 7
o Extra Credit: Target 8
o What to Submit
Submission Instructions /

Stefan Nagy



Project 2 Progress Update

Working on Targets 0-2

P 0%
Working on Targets 3-4

fi 0%
Working on Targets 5-6

f 0%
Finished!

i 0%

Haven't started :(
0 0%

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Announcements

Project 3: WebSec released
= Deadline: Thursday, November 7th by 11:59PM

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

-
Project 3: Web Security

Deadline: Thursday, November 7 by 11:59PM.

Before you start, review the course syllabus for the Lateness, Collaboration, and Ethical Use policies.

You may optionally work alone, or in teams of at most two and submit one project per team. If you have
difficulties forming a team, post on Piazza’s Search for Teammates forum. Note that the final exam will cover
project material, so you and your partner should collaborate on each part.

The code and other answers your group submits must be entirely your own work, and you are bound by the
University’s Student Code. You may consult with other students about the conceptualization of the project and the
meaning of the questions, but you may not look at any part of someone else’s solution or collaborate with anyone
outside your group. You may consult published references, provided that you appropriately cite them (e.g., in your
code comments). Don't risk your grade and degree by cheating!

Complete your work in the CS 4440 VM —we will use this same environment for grading. You may not use any
external dependencies. Use only default Python 3 libraries and/or modules we provide you.

Stefan Nagy




Announcements

See Discord for
meeting info!

utahsec.cs.utah.edu




Announcements

Resume Workshop!

Join ACM and U Career Sucess:

* Develop skills needed to build a ¢ Connect with others looking for
resume as a student in computing industry opportunities and advice
from career professionals

U Thurs, Oct 17, S5Spm

MEB 3147
CAREER

SUCCESS

Please RSVP
for headcount

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy
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Last time on CS 4440...

Malware
Today’s Malware “Zoo”
Malware Detection and Prevention




Malware: Malicious Software

Definition: ???

SCHOOL OF COMPUTING
UNIVE
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Malware: Malicious Software

Definition: software (more generally, a set of instructions) that runs on a
computer it doesn’t have access to and/or does something nefarious

Goals of Malware: ?7??

SCHOOL OF COMPUTING
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Malware: Malicious Software

Definition: software (more generally, a set of instructions) that runs on a
computer it doesn’t have access to and/or does something nefarious

Goals of Malware:

= Steal private data

= Display ads, send spam

= Damage local machine

= Congest a network

= Attack other systems on the network
= Commit online fraud

= Gain, then grant, unauthorized access
= Up to the attacker(s) really...

SCHOOL OF COMPUTING
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Malware Infection

How does malicious software get on victim computers in the first place?

SCHOOL OF COMPUTING
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Malware Infection

How does malicious software get on victim computers in the first place?

e

= Start addr of buffer

1 Padding to RetAddr

setuid(0) +
execve(“/bin/sh”)

o

e

$ wget malware.zip
$ unzip malware.zip
$ ./malware.bin

SCHOOL OF COMPUTING
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-

-

O0H! A TALKING MOOSE WANTS
MY CREDIT CARD NUMBER.

Formato Ver Ayuda

1Con-Memoria. exe
Labe'l-Aphcacmnes Portables
UseAutoPla)

action=, Abrv‘ usB

action= @Memuma exe
shel1\open=Ab
she]'I\npen\cnmmand-Mamnr'la e
shel1\open\Default=:
shell\explore=Explor
fhe11\exp1ore\cnmmand —memori

Cyber Criminal

o

oftware
Code Infected
A

Stefan Nagy
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Summary: Major Malware Types

Virus

= 777

SCHOOL OF COMPUTING
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Summary: Major Malware Types

Virus
= Self-replicating software that infects other programs, mutates itself to avoid detection

4 . N\
Entry point Original program . .
. _ e e 1 | Different types of computer viruses
Original Program Instructions /
« Application the
e 3 Polymorphic virus .. Browser hijacker
y J
* Run-time library / '-.
Entry point ir;?Lrl:g;so:;jSidem — Mul \l/ Web
- . ultipartite virus 7 eb scripting virus
Original Program Instructions 5 {g} p ‘ pting
« Disk blocks used
to boot OS
RIS 56 Boot sector virus § Network virus
USB device ) - .
File infector m Macro virus
|. Entry point
Original Program Instructions Othar Valiants are Overwrite virus
possible; whatever »
manages to get the
virus code executed
\ —/
SCHOOL OF COMPUTING
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Summary: Major Malware Types

Worm

= 777
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Summary: Major Malware Types

Worm
= Self-replicating software that spreads over networks to infect programs on other systems

4 Worm:Win32 Conficker N

Computers within a network that have
(r=1) weak passwords and without latest
security update/antl virus softwares are
S A infected with the worm. /7
b )
Z

— . ”
L
Dix
—_— / ————————————————————
/Omuters that have unsecured/open

shared folders without latest security
update/anti-virus softwares are infected
N\ with the worm. >
=) I Y e oV W | [

=/
- ~

(Q} Computer w:thout a strong password, ~ ——

S\ secured shared folder, latest security ~

i B update or anti-virus software is infected ~ ~ O

with the worm. N .‘ "
— ~
~) Y Ko

Computer with strong password,
secured shared folder, Tatest security

update and anti-virus software is
protected from the worm. p o |
. )
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Summary: Major Malware Types

Trojans

= 777
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Summary: Major Malware Types

Trojans
= Appears to perform desirable function, but does something malicious behind the scenes

tie kot il i s { ‘ — 2 = . “ @l Anshirus - Threaths detected x

¢ & v S X g @ 8 o X

fely Repiy Al pecad | ok o |© Rely ReplyAl Foward  Print  Delete
From: e From: inans. etem '
Date:  \ednesday, Jy 09, 2008 11:37 AM Date:  WViednesday, July 09, 2008 11:36 AM =
To: o ————— % To: R
Subject:  War with Iran s the reslity now | Subject Ocapation of iran -

| 5 viruses detected!!
o " 7 : US Amy invaded Iran http//doliss o . com/ 2 <

Negotaticastewesn USAaid Tan sided i Wae. || W - 2 S Qur latest scan has detected 5 viruses and tracking
http://dotd i com/ | cookies that may steal your personal info, You need to

remove the threats now to avoid:

=" 8 Occupation of Iran

: gr|| Fie EGt Vew Toos Message He ” G 3¢ System crashing
o » ») pe = # Files deleted
v o 5 x |rEaE ot
Reply ReplyAl Forward  Print  Delete ersonal info stealing
= : From: USROS SR———— # Loss of Wi-Fi
From: . & A W -
Date:  Viechesday, Juy 09, 2008 11:32 AM '7’“‘ ",'"*,'”"",5 4 2 03, 2001055 # Infecting your other devices
To: — . e — ¥ .

Subject:  Washington prefers to shoot first Subject: Ocamation of Iran

| [— e e
PP -| [ — B

hitp://moreneve e com/ -
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Summary: Major Malware Types

Adware

= 777

SCHOOL OF COMPUTING
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Summary: Major Malware Types

Adware
= Software that incessantly displays advertisements; often bundled with other malware

_j | 3 http://ads1.revenue.net - ExclusiveRewards - Microsoft Internet Explorer
T ISR

. | GONGRATULATIONS! |

sdvess | ] hpiljwnw cosno
s ]
‘SideFind

sideFind ponered by IST

U A
You’ve been chosen to receive a
FREE' Gateway Desktop Computer!
Intel Pentium 4 Processor 2.66 GHzZ
256MB DDR-SDRAM, 80GB HD, 48x CD-RW
18-inch Color CRT Monitor (18-inch viewable)
Click Here to Claim Your FREE' Desktop Computer!

2

SALE

CLICK HERE

[

Casine On Net - Up to 200§
Welcoms Bonuz
Since 1396, over 8,000,000

people have experienced Casina

On
wuw.casinaonnet.com

50 Best Online Casinos-
anked by Quality

Tap 50 online casinos ranked by
and payout

v

= Online Dating.

@ Intemet

‘A WELCOME TO CASIN... | 2 Online Poker Room T..

SCHOOL OF COMPUTING
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Summary: Major Malware Types

Spyware

= 777

SCHOOL OF COMPUTING
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Summary: Major Malware Types

Spyware

= Software that tracks, collects, and exfiltrates sensitive user information

000000000 \

000000000

[a]s]s]a]s]s]a]s}
(@) eo— ()
’
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Summary: Major Malware Types

Rootkit

= 777

SCHOOL OF COMPUTING
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Summary: Major Malware Types

Rootkit

= Malware that uses stealth to achieve persistent, privileged control over a victim machine

SCHOOL OF COMPUTING
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Ring 1
Ring O

Kernel

Device drivers
Device drivers

Applications

Least privileged

Most p?vileged

B GMER 1.0.14.14536
Processes] Modules] Servicesl Files ] Registyy Footkit/Malware ]Autostafl] CHMD ] Settingsl Log I

Type | Mame ] Walue

Device SDriver\BTHUSE SDevicet 00000097 bthport.sps [Bluetooth Bus Driver/Micr...
Device SDriver\BTHUSE SDevicel00000099 bthport.sys (Blustooth Bus Driver/Micr...
AttachedD... “FileSystem'Fastfat \Fat fltrn 5 [Microsoft Filesystem Filter ..
Library c:windows! n32z [*** hidden == ! ices.ex I (=6 0o

Library o hwwindow [*** hidden *

Feg HKLM\SYSTEM\E‘unentEc\ntrolSet\Sewlces\BTHF'DHT\F‘aramelers\Keys\DDSGEchddDS

Reg HELMYSYSTEMACurrentContralS ethServices\B THPOR T \Parameters\Keys\040cce2309(5

Reg HELMAYSYSTEM CurrentControlS ethServices\BTHPORT WParametersiKeysh14109fd4863e

Feg HELMYSYSTEMAContralSetD03\S ervicesh\B THPORT \Parameters\Keys\005056fcdd03

Feg HELM4YSYSTEMA\CantralS et0034S ervices\B THPORT \ParametersiK eysh040cce2 305365

Reg HELMAYSYSTEMAContralS et0034S ervices\BTHPORT \ParametersiK eys'14103fd4865e

i Y I T o s T Ty A i P

Stefan Nagy
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Summary: Major Malware Types

Botnet

= 777
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Summary: Major Malware Types

Botnet

= A network of compromised “zombie” or “bot” computers that do a botmaster’s bidding

How a Botnet works
Infected Machine

1 (Bot/Zombie) 2

-7
Infection g Connection

Cybercriminal

,,,,,, Malware (Botmaster) Command &
Distribution Control Server
A - - (c2)
3 () =
—
Spam I Infected | medi
pam emails “r/\ei;i‘es auc;)v:l\se ia ‘ * ’

Botnet

i a2 a- -
Multiplication Control

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH
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Summary: Major Malware Types

Advanced Persistent Threat

= ?7?

SCHOOL OF COMPUTING
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Summary: Major Malware Types

Advanced Persistent Threat
= Combined threats, usually targeting a specific entity; extremely sophisticated and stealthy

o : - <
Spear phishing Website Infected USB stick Infected PC in LAN
Possible ways of initial infection Sources of infection

Flame attack @ -
% Euphoria module
& fector
et &
o

PC with shared printer
i J

SCHOOL OF COMPUTING
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Detection

Anti-virus software
= Software for detecting, eliminate malware
= E.g., Malwarebytes, Avast, McAfee, Symantec J McAfee Bitdefender v horton

Signature-based anti-virus:

=

§1 AVG = = Malwarebytes

Heuristic-based anti-virus:

=

SCHOOL OF COMPUTING
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Detection

Anti-virus software
= Software for detecting, eliminate malware
= E.g., Malwarebytes, Avast, McAfee, Symantec J McAfee Bitdefender v horton

Signature-based anti-virus:

= Track identifying strings (like a fingerprint) # AVG == Malwarebytes

= Difficult against mutating viruses

Heuristic-based anti-virus:
= Analyze program behavior, identify unusual patterns
= E.g. network access, file deletion, modify boot sector

SCHOOL OF COMPUTING
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Other Defenses

Tripwired Hashes
= Keep hash of known system files
= Periodically re-hash and check
= [If hash changes, file tampered

Be a security-conscious citizen
= Strong passwords, 2-factor authentication
= Do not access suspicious files or websites
= Use your intuition: if it seems too
good to be true, it probably is!
= Keep software updated and use anti-virus
= Teach others!

SCHOOL OF COMPUTING
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This time on CS 4440...

The Web
HTML & HTTP
HTTP Cookies

JavaScript
SQL




The Web
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What is the Web?

What is it?

SCHOOL OF COMPUTING
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What is the Web?

What is it?
= Avenue for me to ridicule Broncos fans
= Aplace to view (and share) pictures of seals
= The location where | host the CS 4440 website

Broncos fans: We're only a QB
away from a Super Bowl

u KAHLERT SCHOOL OF COMPUTING

HE UNIVERSITY OF UTAH

CS 4440: Introduction to
Computer Security

This course teaches the security mindset and introduces
the principles and practices of computer security as
applied to software, host systems, and networks. It
covers the foundations of building, using, and managing
secure systems. Topics include standard cryptographic
functions and protocols, threats and defenses for real-
world systems, incident response, and computer
forensics.

This class is open to undergraduates. It is recommended
that you have a solid grasp over topics like software
engineering, computer organization, basic networking,
SQL, scripting languages, and C/C++.

SCHOOL OF COMPUTING
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What is the Web?

What really is it?

SCHOOL OF COMPUTING
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What is the Web?

What really is it?
= A platform for deploying applications, portably and securely

SCHOOL OF COMPUTING
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A Historical Perspective

The web is an example of bolt-on security e
= Originally invented to allow physicists to share their eRise Sy
research papers
=  Only textual web pages, with links to other pages;
no security model

Utah

Santa Barbara 2
orsity Arizona

Los Angeles

University

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH Stefan Nagy
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A Historical Perspective

The web is an example of bolt-on security i)
= Originally invented to allow physicists to share their Sk Gy
research papers
=  Only textual web pages, with links to other pages;
no security model

Utah

Santa Barbara

Then we added embedded media (e.g., images) e

= Crucial decision: a page can embed images loaded
from another web server

= Then, Javascript, dynamic HTML, AJAX, CSS, frames,
audio, video, and others!

Arizona

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH Stefan Nagy
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A Historical Perspective

The web is an example of bolt-on security i)
= Originally invented to allow physicists to share their Sk Gy
research papers
=  Only textual web pages, with links to other pages;
no security model

Utah

Santa Barbara

Then we added embedded media (e.g., images) e
= Crucial decision: a page can embed images loaded
from another web server

Arizona

= Then, Javascript, dynamic HTML, AJAX, CSS, frames, @
audio, video, and others! / sarver
Today, a website is a distributed application 0 -D-
—\

PC Smartphone Laptop

SCHOOL OF COMPUTING
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Web Security: Two Tales

Web Browser (the client side)
= Attacks targeting browser security weaknesses cause:
= Malware installation (e.g., keyloggers, rootkits)
= Theft of sensitive data (e.g., files, passwords)

@

SCHOOL OF COMPUTING
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Web Security: Two Tales

Web Browser (the client side)
=  Attacks targeting browser security weaknesses cause:
= Malware installation (e.g., keyloggers, rootkits)

= Theft of sensitive data (e.g., files, passwords)

Web Application (the server side)
= Runs on the site (e.g., e-commerce, blogs)
=  Written in PHP, ASP, JSP, Ruby, etc.
= Many attacks:
= Cross-site Scripting
= Cross-site Request Forgery
= SQL Injection

SCHOOL OF COMPUTING
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HTML and HTTP
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HTML and HTTP

What are HTML and HTTP?

= HTML = how we represent content
= HTTP = how we transfer content

Key components of the Web
= Both developed in early 1990s
= HTTP is mostly unchanged
= HTML still evolving (albeit slowly)

SCHOOL OF COMPUTING
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.

/

Web Browser

SCHOOL OF COMPUTING
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HTML and HTTP

FsTEEsE=== Ne o
I Protocol (HTTP) l
l
l
I Request (URL) :
R —
l Response (HTML) :
| |
__________ J

Stefan Nagy

Web Server
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HyperText Markup Language (HTML)

~

Describes content and formatting of web pages | "
= Rendered within browser window I ="first_
Last Name:<br>

<input type="text" name="last_name">

~

html">

HTML features O mail s
= Static document description language p T TR el BRSSESES
= Links to external pages, images by reference <input type="submit" name="Submit">
= User input sent to server via forms [ </form> )
i éirst Name: )
p |

- | Last Name:

| |

Email:

| |
(Submit Query ] /

SCHOOL OF COMPUTING
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HyperText Markup Language (HTML)

Describes content and formatting of web pages
= Rendered within browser window

HTML features

= Static document description language
= Links to external pages, images by reference
= User input sent to server via forms

HTML extensions
= Additional media (e.g., PDF, videos) via plugins
= Embedding programs in other languages (e.g., Java)
provides dynamic content that can:
= Interacts with the user
= Modify the browser user interface
= Access the client computer environment

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy

(

<form action="home.h
First Name:<br>
<input type="text" name="first_name">

</br>

Last Name:<br>

~

L">

<input type="text" name="last_name">
</br>

Email:<br>

<input type="text" name="email">
</br>

<input type="submit" name="Submit">

\f/form> Y,

| @rst Name:

\ |

- | Last Name:

Email:

{\Submit Query ]

50



HyperText Transfer Protocol (HTTP)

Protocol for transmitting hypermedia documents (e.g., web pages)
= Widely used
= Simple
=  Unencrypted
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HyperText Transfer Protocol (HTTP)

Protocol for transmitting hypermedia documents (e.g., web pages)
= Widely used
= Simple
= Unencrypted

Hypertext Transfer Protocol
» GET /libs/qimessaging/1.0/qimessaging.js?v=1.2.0 HTTP/1.1\r\n
Host: 10.0.0.6\r\n
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101
Accept: */*\r\n
Accept-Language: en-US,en;g=0.5\r\n
Accept-Encoding: gzip, deflate\r\n
Referer: http://10.0.0.6/\r\n
Connection: keepn-alive\r\n
~|Authorization: Basic bmFvOmNhcmVzc2VzLTIWMDE=\r\n
\

Credentials: nao: |l

n J
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UNIVERSITY OF UTAH Stefan Nagy 52



HyperText Transfer Protocol (HTTP)

Protocol for transmitting hypermedia documents (e.g., web pages)
= Widely used
= Simple
=  Unencrypted
= Stateless

SCHOOL OF COMPUTING
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HyperText Transfer Protocol (HTTP)

Protocol for transmitting hypermedia documents (e.g., web pages)
= Widely used
= Simple
=  Unencrypted
= Stateless

= Hey Remember Me? | |
—

<: Umm.......No! | [=—_]
A B

\ (Client) (Server) /
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Uniform Resource Locator (URL)

Reference to a web resource (e.g., a website)
= Specifies its location on a computer network
= Specifies the mechanism for retrieving it

Example: http://www.cs.utah.edu/class?name=cs4440#homework
= Protocol: How to retrieve the web resource

= Path: Identifies the specific resource to access (case insensitive)
= Query: Assigns values to specified parameters (case sensitive)

= Fragment: Location of a resource subordinate to another

SCHOOL OF COMPUTING
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Uniform Resource Locator (URL)

Reference to a web resource (e.g., a website)
= Specifies its location on a computer network
= Specifies the mechanism for retrieving it

Example: http://www.cs.utah.edu/class?name=cs4440#homework
= Protocol: How to retrieve the web resource
= HTTP
= Path: Identifies the specific resource to access (case insensitive)
= www.cs.utah.edu/class
= Query: Assigns values to specified parameters (case sensitive)
" name=cs4440
= Fragment: Location of a resource subordinate to another
= #homework
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HTTP Requests

Browser (client):
1. Open connection
2. Client sends request
3. Server obtains resource
4, Server responds (stateless!)
5. Display and close connection

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

(1) User issues URL from a browser
http://host:port/path/file

L

(5) Browser formats the response
and displays

\ Client (Browser)

(2) Browser sends a request message

GET URL HTTP/1.1
Host: host:port

(4) Server returns a response message

HTTP/1.1 200 OK /’

HTTP (Over TCP/IP)

~

(3) Server maps the URLto a
file or program under the
document directory.

Server (@ host:gor‘t)/

Stefan Nagy
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HTTP Requests

Browser (client):
1. Open connection
2. Client sends request
3. Server obtains resource
4, Server responds (stateless!)
5. Display and close connection

Server Responses:
= “200 OK”
= “304 Document moved”
= “404 Not found”
= “400 Bad request”

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

(2) Browser sends a request message

(1) User issues URL from a browser
http://host:port/path/file

GET URL HTTP/1.1
Host: host:port

A

(4) Server returns a response message
-

HTTP/1.1 200 OK 4
(5) Browsef formats the response < ... ........
and displays [l s e
\ Client (Browser) HTTP (Over TCP/IP)

~

(3) Server maps the URLto a
file or program under the
document directory.

Server (@ host:gor‘t)/

(Go gle

404. That's an error.

The requested URL/a_cool_website was not found on this
server. That'’s all we know.

.

Stefan Nagy
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HTTP Requests

Two types of HTTP requests: GET and POST
= GET requests: set within the request’s URL

What does this example request do?

http://cs4440.eng.utah.edu/project3/search?qg=Test
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HTTP Requests

Two types of HTTP requests: GET and POST
= GET requests: set within the request’s URL

Searching for Test

Your search for Test returned these results:

What does this example request do?
= Sets parameter q to value Test for interface search

No results found.

Search Again

/

[
http://cs4440.eng.utah.edu/project3/search?qg=Test
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HTTP Requests

Two types of HTTP requests: GET and POST

= POST requests: parameters within request body

What does this example request do?

<form action="http://cs4440.eng.utah.edu/project3/login?" method="POST">
<input name="username" value="attacker" type="hidden"/>
<input name="password" value="133th4x" type="hidden"/>

</form>

SCHOOL OF COMPUTING
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HTTP Requests

Two types of HTTP requests: GET and POST

= POST requests: parameters within request body

What does this example request do?

= Sets username to value attacker (and type hidden) for interface login \
= Sets password to value 133th4x (and type hidden) for interface login \
N
!
<form action="http://cs4446.eng.utah.edu/project3/login?" method="POST">
<input name="username" value="attacker" type="hidden"/> o
<input name="password" value="133th4x" type="hidden"/>
</form>
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Cookies
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Supporting Stateful Connections

Stateless connection is impractical—why?

-

\ Login
You've Been

d
Logged out uNID: (e.g. u8675309)

I | Forgot your uNID?

Please log back in. Pasword:

I Forgot your password?

LOGIN

\ oK / 9 )
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Supporting Stateful Connections

Stateless connection is impractical—why?

= Performance: cost of re-transmitting redundant info
= Convenience: user must perform same redundant tasks

-

\ Login

You've Been p .
Logged out uNID: (e.g. u8675309)
I | Forgot your uNID?
Please log back in. T —

I Forgot your password?

LOGIN
\ 0K / . )
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HTTP Cookies

Small chunks of info stored on a computer associated with a specific server
= When you access a website, it might store information as a cookie
= Every time you visit that server, the cookie is re-sent to the server
= Effectively used to hold state information over multiple sessions

4 B\

Hey remember me?

[Cookie: session_id= 'DI
> bSed96980foulp3e0e3icc0810] :>
= [ |

e

: () _] <: Yeah, your name is A |
Yo @
| - 3@} Browser Facebook
— (Client) (Server)
N y,
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HTTP Cookies

Coo kies expi re! ( Cookies Manager+ v1.5.1.1 [showing 13 of 13, selected 1] = l E]

File Edit View Tools Help

= Date is chosen by server (e.g., January 1st, 2036) Searie 18
= Thus, any cookies will stick around for a while! B2 " \fare :
mozilla.org _utma -
™ mozilla.org _utmb
[T mozilla.org _utmz
[~ mozilla.org WT_FPC
™ mozilla.org wtspl
| ocsp.entrust.net avr_3185115268 0_0_4294901760_263379174...
|7 statse.webtrendslive.com ACOOKIE E
[ www.merzilla.org _utmli
' WWW. B Bk, com member_id
session_id s

Name: pass_hash
Content: 3973c5ef7cdblc980e437249072733b8
Domain: .www iss s sl s, com
Path: /
Send For: Any type of connection
Expires: Wednesday, December 19, 2012 1:21:21 PM  Will expire in 6 days, 23 hours, 5

) Lo [
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HTTP Cookies

Coo kies expi re! ( Cookies Manager+ v1.5.1.1 [showing 13 of 13, selected 1] = ‘ E]
. File Edit View Tools Help
= Date is chosen by server (e.g., January 1st, 2036) Searie 18
= Thus, any cookies will stick around for a while! B s " \fare :
mozilia.org __utma -
™ mozilla.org _utmb
™ mozilla.org _utmz
° ™ mozilla.or WT_FPC
Every large website that you use today [ merlarg e
. . - ocsp.entrust.net ' avr_3185115268 0_0_4294901760_263379174... |
makes use of cookies in some form 2 e e
o [ www.srag pegrsizesei.com member_i
| “Necessal’y" COOkIeS — : ass_as i
. . . . oy ey [T www.srag sagrsionsri.com session_id pes
= Core functionality like security, accessibility o
] “Ana[ytics" cookies Conten: 3973cSecdbl SR 1407273308
Domain: .www iss s sl s, com
= Used to collect data about your browsing, or s
. . Send For: Any type of connection
to dlsplay you targeted advertisements Expires: Wednesday, December19, 20121:21:21 PM Wil expire in 6 days, 23 hours, 5
e ) ) e
\-
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HTTP Cookies

Cookies can hold any type of information—including sensitive information
= Passwords, credit card information, social security numbers, etc.

= Session cookies, non-persistent cookies, persistent cookies
CWE-315: Cleartext Storage of Sensitive Information in a Cookie
Weakness ID: 315
Abstraction: Variant
Structure: Simple
View customized information: ( Conceptual ) ( Operational ) ( Mapping-Friendly )
( Complete )
v Description
The product stores sensitive information in cleartext in a cookie.
v Extended Description
Attackers can use widely-available tools to view the cookie and read the sensitive information.
Even if the information is encoded in a way that is not human-readable, certain techniques could
determine which encoding is being used, then decode the information.
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HTTP Cookies

Cookies are stored on your computer and can be controlled or manipulated

= Many sites require that you enable cookies to access the site’s full capabilities
= Their storage on your computer naturally lends itself to cookie exploitation

4 )

Authentication Token cookies stolen
from user PC

1. g;] P b(\(‘%

Attacker uses browser tools or
modified web requests to add stolen
cookie into a new session

2. [ <
l Attacker is authenticated as user and
has access until token expires
£33 g N A
3. ] 2TCh K|
\. W
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HTTP Cookies

/ ear browsin ata \
You can (and probably should) AN
° Basic Advanced
clear your cookies regularly
Time range || All time v

= Most browsers nowadays have -
ast hour
mechanisms to disable cookies Brows|| Last 24 hours

O Clears padh ¢.eys |pddress bar.
= You can also choose to accept or seteweds |
. . . Cookise—=r e
exclude cookies from certain sites ol o et o

. . . .ch images and files

Silip 219 MB. Some sites may load more slowly on your next visit

/
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JavaScript
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From Web 1.0 to Web 2.0

Recall that HTML is a static language -

= Pages are rendered only once
= |deal for non-interactive content

ONLINE CAMPAIGN

= Eg., “About Us”, “Contact Us”, etc. —

96 Web Site Enter Here
Th

e Dole Kemp 96 Web Site is Presented for Educational Purposes by 4Presidentorg
‘The Clinton Gore 96 Web Site is Archived Here
%
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From Web 1.0 to Web 2.0

Recall that HTML is a static language

= Pages are rendered only once
= |deal for non-interactive content
= E.g, “About Us”, “Contact Us", etc.

Since Web 1.0, we've evolved to now

express web pages as programs
= Enablesricher, more interactive content
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From Web 1.0 to Web 2.0

Recall that HTML is a static language

= Pages are rendered only once
= |deal for non-interactive content

<html>
<head>

1
2
; <script>
= E.g, “About Us”, “Contact Us”, etc. 3 [unntion irllodoelde). |

6 alert("Hello wWorld");
7 }

Since Web 1.0, we’ve evolved to now = 8

express Web pages as programs : |<body onload="HelloWorld()">

= Enables richer, more interactive content ;o

</html>

= E.g,the avaScript language
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A powerful, popular web programming language
= Scripts embedded in web pages returned by web server

= Scripts executed by browser (client-side scripting). Can:
= Alter contents of a web page

= Track events (mouse clicks, motion, keystrokes)
= Read/set cookies

= |ssue web requests and read replies

Note: despite the name, has nothing to do with Java!
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Familiarity with HTML and JavaScript?

Only some HTML
f 0%

Only some JavaScript
fi 0%

Some of both HTML and JavaScript
f 0%

Lots of both HTML and JavaScript
{ 0%

None of the above (which is totally fine!)
0 0%

m Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



i i
JavaScript

The Definttive Guide

OREILLY*

JavaScript: The Definitive Guide, 6th Edition

By David Flanagan

Publisher: O'Reilly Media
: : May 2011

Pages: 1096

'-
(

’

\e bible for JavaScript progral
\ client-side JavaScript API

Since 1996, JavaScript: The Definitive Gv,
comprehensive reference to the core

The 6th edition covers HTML5 ar~
best web development practi/
experienced programmers w

Zrars have been compley
Jment jQuery ang
uage of the Wel

/

want to master it. \_‘
"A must-have reference for expert JavaScript programmers...well-organized and de

—Brendan Eich, creator of JavaScript, CTO of Mozilla

"I made a career of what | learned from JavaScript: The Definitive Guide."
—Andrew Hedges, Tapulous
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JavaScript:
The Good Parts

ORELLY" | ‘YAHOO! raess

RaleaseDate: December 2008
Pages: 172

.

JavaScript: The Good Parts \

By Douglas Crockford

Publisher: Yahoo Press

Most programming lang . kand bad parts, |
developed and released G
subset of JavaScript that'y
truly extensible and efficit

Considered the JavaScript e \ the dey

abundance of good ideas that make JavaScript an outstandi

loose typing, dynamic objects, and an expressive object lit
downright awful ideas, like a programming model based
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4 )

For Project 3, you'll use
just a tiny subset of this!

- /
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CS 4440 Wik

/CS 4440 Wiki: JavaScript Cheat Sheet Table of Contents:\

¢ Execution

: JavaScript Cheat Sheet

Below is an abridged cheat sheet of JavaScript fundamentals relevant to Project 3. i
o Scripts

This page is by no means comprehensive—we encourage you to bookmark and familiarize
yourself with one of the many in-depth JavaScript tutorials on the web. Some great examples are:

o Functions

o Events
* The Official JavaScript Docs « Debugging
* HTMLCheetSheet's JS Cheat Sheet o Alerts
e W3 Schools' JavaScript Introduction o Console
¢ Variables
. . o Initialization
Executing JavaScript Code = Data Typing
In Project 3, you'll work with three fundamental ways to execute JavaScript code: on-page scripts * Strings
wrapped in HTML code, functions, and event-driven execution. o Length
o Appending

On-page scripts:
o Substrings

EHE o Splitting
/* Code to be executed as the parent HTML code is processed. */ . Arrays
</script> g
o Indexing
* Requests
Functions: o GET requests

o POST requests
function foo(){

/* Code to be executed when this function is called. */ * Access Elements
b > DOM tree
\ o Cookies j
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Embedding JavaScript within HTML

Code enclosed within <script> tags
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Embedding JavaScript within HTML

Code enclosed within <script> tags

function hello() { alert("Hello world!"); }

Defining functions <script type="text/javascript">
</script>
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Embedding JavaScript within HTML

Code enclosed within <script> tags

Defining functions <script type="text/javascript"> b
function hello() { alert("Hello world!"); }
</script> y
. ™
Event handlers embedded in HTML [ _ing sre="picture.gif"
onMouseOver="javascript:hello()">
J

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH Stefan Nagy 86



Embedding JavaScript within HTML

Code enclosed within <script> tags

Defining functions <script type="text/javascript"> b
function hello() { alert("Hello world!"); }
</script> y
. ™
Event handlers embedded in HTML [ _ing sre="picture.gif"
onMouseOver="javascript:hello()">
J

Built-in functions can change content of a window: click-jacking attack

<a onMouseUp="window.open(‘http://www.evilsite.com’)"
href="http://www.trustedsite.com/">Trust me!?</a>
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Document Object Model (DOM Tree)

Platform- and language-neutral interface
= Allows programs and scripts to dynamically T
access/update document content, structure, style html>

Element:

<head>

Element:
<title>
Text:
"My title"

Element:

<hl>
Text:

"A heading"
Element: Attribute:
<a> href
Text:
"Link text"
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Backbone of modern web browser plugins

Element:

<body>

Document Object Model




Document Object Model (DOM Tree)

Platform- and language-neutral interface

= Allows programs and scripts to dynamically
access/update document content, structure, style

f. (5] DevTools - localhost:8080, /tools/chr N
3 ﬂ Elements  Console  Sources  Network  Performance  Memory  » 06 :
</ol>
<h3 id="hide">Hide a node</h3>
v<ol>
<li>
. » <p>.</p>
veul>
aCkbone or modern we rowser ptlugins
o <1i class="__web-inspector-hide-shortcut__">The Stars My Destination
</li> == $0 l
</ul>

~n1
.. div #gc-wrapper article article div ol li ul li.__web-inspector-hide-shortcut__

You can access and update the DOM Tree

yourself via browser’s web developer tools s, )
=  You will get familiar with this in Project 3!
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SQL
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Server-side vs. Client-side Scripting
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Server-side vs. Client-side Scripting

TR
wso

G M

OOOOOOOOOOOOOOOOO
Wk Stefan Nagy 93



Server-side vs. Client-side Scripting

@ 2
My\x ﬁ

- 4-} /2PACHE

OOOOOOOOOOOOOOOOO
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Server-side vs. Client-side Scripting

L s =
¥ @
3 . (P
7 HTTP SERVER PROJECT \\\g’ p
| -
SSH -
[ Servers are a gateway for attackers! }
U oo or comeuring Stefan Nagy 9




Server-side vs. Client-side Scripting

Can’t we just restrict all scripting to
be exclusively on the client-side?
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Server-side vs. Client-side Scripting

Can't we just restrict all scripting to
be exclusively on the client-side?

The client would need to have

5 all server data stored locally... )
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Server-side vs. Client-side Scripting

Can't we just restrict all scripting to
be exclusively on the client-side?

The client would need to have

5 all server data stored locally... )

{ Would be inefficient and insecure!
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Databases: how we store

data on the server-side
= Data stored by server

Web Databases
= Data queried by client

= Query executed by server 7
A massive component of N

modern web applications &
= Examples: record keeping,
user account management

. mongoDB.

‘ redls

PostgreSQL My

Popular DB Software:
= MySQL, PostgreSQL
= Redis, MongoDB
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Familiarity with SQL?

Some

| 0%
Lots

' 0%

None of the above (which is totally fine!)

' 0%

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Structured Query Language (SQL)

A language to ask (“query”) databases questions
= Information stored in tables; columns = attributes, rows = records

Fundamental operations:
= “SELECT” : express queries

= “INSERT"” : create new records
= “UPDATE” : modify existing data
= “DELETE” : delete existing records
=  “UNION” : combine results of multiple queries
= “WHEREJAND/JOR" : conditional operations
Syntactical Tips:
m A& :all
= " " :nothing
m -7 : comment-out the rest of the line (note the space at the end)
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Structured Query Language (SQL)

A language to ask (“query”) databases questions

E.g, How many users have the location Salt Lake City?
= “SELECT COUNT(*) FROM "users’ WHERE location=‘Salt Lake City'”
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Structured Query Language (SQL)

A language to ask (“query”) databases questions

E.g, How many users have the location Salt Lake City?
= “SELECT COUNT(*) FROM "users’ WHERE location=‘Salt Lake City'”

E.g., Is there a user with username “bob” and password “abc123”?
= “SELECT * FROM “users’ WHERE username='bob’ AND password=‘abc123'”
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Structured Query Language (SQL)

A language to ask (“query”) databases questions

E.g, How many users have the location Salt Lake City?
= “SELECT COUNT(*) FROM "users’ WHERE location=‘Salt Lake City'”

E.g., Is there a user with username “bob” and password “abc123”?
= “SELECT * FROM “users’ WHERE username='bob’ AND password=‘abc123'”

E.g., Completely delete this table!
= “DROP TABLE ‘users’”
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Example DB and SQL Queries

Table name: users

ID username password passHash location
1 Prof Nagy c4ntgu3s$Sm3! 0x12345678 Salt Lake, UT
2 Average User passwordi123 Ox87654321 Boulder, CO
3 Below Average password Ox81726354 Denver, CO
= SELECT * FROM users;
. ?77?
= SELECT * FROM users WHERE id = 2;
. ?77?
= SELECT password FROM users WHERE username = “Prof Nagy”;
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Example DB and SQL Queries

Table name: users

ID username password passHash location
1 Prof Nagy c4ntgu3s$Sm3! 0x12345678 Salt Lake, UT
2 Average User passwordi123 Ox87654321 Boulder, CO
3 Below Average password Ox81726354 Denver, CO
= SELECT * FROM users;
= Will return all users
= SELECT * FROM users WHERE id = 2;
= Will return just Average User
= SELECT password FROM users WHERE username = “Prof Nagy”;
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Food for Thought

SQL databases and other web applications operate on users’ inputs

= E.g., SQL queries, HTTP GET and POST requests
= That's how we interact with their server-side applications!

Question: can we assume that all user input will only ever be data?
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Next time on CS 4440...

Web Exploitation, SQL Injection, CSRF, XSS




