Week 4: Lecture B

Security in Practice: Cryptocurrency

Thursday, September 12, 2024




Announcements

Project 1: Crypto released (see Assignments page on course website)
= Deadline: Thursday, September 19th by 11:59 PM

(Project 1: Cryptography Table of Contents:

« Helpful Resources

. ¢ Introduction
Deadline: Thursday, September 19 by 11:59PM.
« Objectives
« Start by reading this!
Before you start, review the course syllabus for the Lateness, Collaboration, and Ethical Use policies. o Working in the VM
‘You may optionally work alone, or in teams of at most two and submit one project per team. If you have o Testing your Solutions

difficulties forming a team, post on Piazza’s Search for Teammates forum. Note that the final exam will cover

. -  Part 1: Hash Collisions
project material, so you and your partner should collaborate on each part.

o Prelude: Collisions
The code and other answers your group submits must be entirely your own work, and you are bound by the o Prelude: FastColl
University’s Student Code. You may consult with other students about the conceptualization of the project and the
meaning of the questions, but you may not look at any part of someone else’s solution or collaborate with anyone
outside your group. You may consult published references, provided that you appropriately cite them (e.g., in your o What to Submit
code comments). Don't risk your grade and degree by cheating!

o Collision Attack

« Part 2: Length Extension
Complete your work in the CS 4440 VM —we will use this same environment for grading. You may not use any o Prelude: Merkle-Damgar
external dependencies. Use only default Python 3 libraries and/or modules we provide you. o Length Extension Attack:

o What to Submit

Part 3: Cryptanalysis

o Prelude: Ciphers
Helpful Resources °
o Cryptanalysis Attack
« The CS 4440 Course Wiki o Extra Credit
* VM Setup and Troubleshooting o What to Submit

» Terminal Cheat Sheet

Part 4: Signature Forgery
* Python 3 Cheat Sheet o Prelude: RSA Signatures

* PyMD5 Module Documentation o Prelude: Bleichenbacher

CyRoots Module Documentation o Forgery Attacks j

o What to Submit
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http://cs.utah.edu/~snagy/courses/cs4440/assignments/

Progress on Project 1

Finished everything!
B 0%

Finished Parts 1 -3
0 0%

Finished Parts 1 -2
f 0%

Finished Part 1
i 0%

Haven't started :(
{ 0%

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Announcements

See Discord for
meeting info!

utahsec.cs.utah.edu




Announcements

ACM Club Kickoff!

In The Association for Computing Machinery:

* Find like-minded people in the field of ° Gain career and industry connections
computing, and work on projects as a through lectures by professors and
Special Interest Group. companies.

There will be Pizza!
Thurs, Sept 5, 5-6pm
MEB 3147

Scan to RSVP for headcount
and diet restrictions

G‘ e sinery acm.cs.utah.edu @uofuacm M uofuacm@gmail.com
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Last time on CS 4440...

Key Exchange
Digital Signatures
YA
Bleichenbacher’'s Attack
Key Management Rules




Asymmetric vs. Symmetric Crypto

[ Symmetric Crypto }

[Asymmetric Crypto }

ooooooooooooooooo
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Asymmetric Encryption (aka “Public Key”)

Key idea: want a asymmetric approach to find a symmetric key
= Don’t want to have to pre-share keys in advance

Suppose users can have two keys: encryption and decryption

= Keys generated in pairs using well-understood mathematical relationship
= One key kept (aka private key)

= One key shared publicly (aka public key) ( b . 3
BO b priv
- 4 )
Al.|Ce w To ﬂy priv
J pub \ J
S (e Cciia |
priv.  pub § S||.V|O ) priv

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy



SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

Diffie-Hellman Key Exchange

Private = 5

...

(6~3) MoD 13
(7776) MOD 13
Public = 2

\ ‘I""

Agree upon two numbers:

P Prime Number 13
G Generatorof P 6

[ Randomly generate a Private Key ]

Calculate Public Key:
(GAPrivate) MOD P

[ Exchange Public Keys ]

(97°) MoD 13
(59049) MOD 13
Shared Secret =

N

Calculate the Shared Secret

(Shared Public~Privatey yop p

2

Stefan Nagy

Private = 4

..

(6~%) MoD 13
(1296) MOD 13
Public = 9

A W

(2A4) MOD 13
(16) MOD 13
Shared Secret =

N

;
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A visual analogy of Diffie-Hellman

Diffie-Hellman’s exponentiation
= Think of it like mixing different paint colors

Hard to invert to original colors? Yes!

Two different ways of arriving to the

same final result (i.e., the shared key)
= Done as a “public conversation”

SCHOOL OF COMPUTING
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Alice

Common paint
Secret colours
Public transport
(assume that

mixture separation
is expensive)

\
A

i R

) -@-00
A

f
A

4

\
A

".+|‘

Secret colours

Common secret
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Authenticity via Digital Signatures

Key generation: Alice generates key pair: K oub (public) and (private)
Alice signs message M with resulting in signature S = Sign ( M, )

Anyone possessing Alice’s kpub can check signature via Verf ( S, kpub )

= If received message and signature verified, then message is authentic—from Alice!

M,S M, S
[Alice } {I\/\allory} >[ Bob }
Sign (\, ) Verf (S, kpub)

SCHOOL OF COMPUTING
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Authenticity via Digital Signatures

4 )
Unforgeability: computationally infeasible

for Mallory to guess S or Alice’s
. /
4 N
.. even if Mallory knows Alice’s kpub or
other signatures from other messages!
- /

SCHOOL OF COMPUTING
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RSA Digital Signatures

Public key = (e, N) where e is relatively prime to (p-1) (q-1)
= (d,N) where (e*d) mod ((p-1)(q-1)) = 1
Alice signs: S=Sign( M, ¢, N ) = (M)" mod N

Bob verifies: Verif( S’, e, N )

(S')* mod N == M’

_ M,S Yy M, S
Alice } l Malloryj Bob
Sign (M, c, N) Verif (S', e, N) == W’

UNIVERSITY OF UTAH Stefan Nagy
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RSA Digital Signatures

RSA Messages are really this giant-long integer
construction; SHA-1 digest = SHA-1(plaintext)

0001 FFFFFF --- FF 00 3021300906 052BOE 0302 1A 050004 14 XX XX XX XX --- XX
k/8 —gg bytes ASN.1 “magic” bytes densang type of hash algorithm : SHA-1 dig;srt (20 bytes)

_ M,S Yy M, S
Alice l Malloryj Bob

Stefan Nagy 15
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RSA Digital Signatures

Bob checks that (S')® mod N == M’ }

Mallory can forge Alice’s messages,
but can’t forge her signatures—why?

[:_ M,S Y W, S
Alice LMalloryJ Bob

Stefan Nagy 16
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RSA Digital Signatures

[ Bob checks that (S')® mod N == M’ }

Mallory can forge Alice’s messages,
but can’t forge her signatures—why?

[ Because Alice signs via her private key! }

SCHOOL OF COMPUTING
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RSA vs. Diffie-Hellman

Diffie-Hellman: a protocol for secure key exchange
= |dea of a “public conversation to derive a shared secret key”
= Hardness assumption based on discrete log problem

= Given g*mod p, find the exponent x
= Really hard if p is a large prime number!

SCHOOL OF COMPUTING
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RSA vs. Diffie-Hellman

Diffie-Hellman: a protocol for secure key exchange
= |dea of a “public conversation to derive a shared secret key”
= Hardness assumption based on discrete log problem

= Given g*mod p, find the exponent x
= Really hard if p is a large prime number!

RSA: a cryptosystem; can use for encryption, signing
= Based on principles of Diffie-Hellman (“public” key derivation)
= Hardness assumption based on integer factorization problem

= Given N, find two integers such that x*y =N
= Really hard if x and y are large prime numbers!

SCHOOL OF COMPUTING
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RSA vs. Diffie-Hellman

Security of both hinges on
difficulty of large prime numbers!

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

Check if message == (signature) modulo (N)
= Inthis problem, we know message and want to find signature

Recall N computed by multiplying two huge prime numbers
= Mallory has zero hope of figuring these factors out (integer factorization problem)

Check if message == (signature) modulo (HugeUnfactorableNumber)

If is small, what happens?

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

Check if message == (signature) modulo (N)
= Inthis problem, we know message and want to find signature

Recall N computed by multiplying two huge prime numbers
= Mallory has zero hope of figuring these factors out (integer factorization problem)

Check if message == (signature) rrodetef 3

If is small, what happens? Right-hand modulo expression is null
= With message in-hand, Mallory can retrieve the signature!

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

0001 FFFFFF --- FF 00 3021300906052BOE03021A050004 14 XXXXXXXX --- XX
k/8 —3% bytes ASN.1 “magic” bytes dengtring type of hash algorithm SHA-1 dig;srt (20 bytes)

S—

e

[ SHA1(“Go Chiefs!”) }

Assume key is 2048 bits long

Prefix FF's must be ((2048/8)—38) bytes
= =218 total FF's

Where does 38 come from?

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

0001 FFFFFF --- FF 00 3021300906052BOE03021A050004 14 XXXXXXXX --- XX
k/8 — 38 bytes ASN.1 “magic” bytes denoting type of hash algorithm  SHA-1 digest (20 bytes)

S— e

-

[ SHA1(“Go Chiefs!”) }

Assume key is 2048 bits long

Prefix FF's must be ((2048/8)—38) bytes
= =218 total FF's

Where does 38 come from? " 1 -
= 20-byte SHA-1 digest numpber o S don

= 15-byte ASN.1 hash specifier match 218, reject message!
= 3 more bytes (00, 01, 00)

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

0001 FF 00 3021300906052BOE03021A050004 14 XXXXXX --- XX YYYYYYYY --- YY

J

ASN.1 “magic” bytes denoting type of hash algorithm SHA-1 digest (20 bytes) k/8 — 39 arbitrary bytes

Y Y

[ SHA1(“Go Chiefs!”) }

Assume key is 2048 bits long

’

What if server doesn’t count FF's?
= We could use just one [ 2272272072072 }
= And ??? at the end

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

0001 FF 00 3021300906052BOE03021A050004 14 XXXXXX --- XX YYYYYYYY --- YY

J

ASN.1 “magic” bytes denoting type of hash algorithm SHA-1 digest (20 bytes) k/8 — 39 arbitrary bytes

Y Y

[ SHA1(“Go Chiefs!”) }

Assume key is 2048 bits long

’

What if server doesn’t count FF’'s?

= We could use just one [ 217 arbitrary bytes }
= And 217 arbitrary bytes at the end
= These end up not being checked!

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

How about Nth-rooting the insecure message construction?

0001 FF 00 302130 09 06 05 2B 0E 0302 1A 050004 14 XXXXXX --- XX YYYYYYYY --- YY
ASN.1 “magic” bytes den?)gng type of hash algorithm SHA-1 diggg{ (20 bytes) k/8—39 a;t)ranry bytes

= Itis highly unlikely that you get a perfect root!

= Your signature has to be an integer—no decimal remainder!
= Thus, message will not equal (signature)
= Attack fails!

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

~
Suppose Mallory’'s M_ . = 3600
and the server’s = 3

-

/ )
Mallory computes S_ ., = M_ ., = 6.694
\ J
4 N
Server checks signature: 6.000 != 300
o J

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

How about Nth-rooting the insecure message construction?

AT T A,
i N
0001 FF 00 30213009 06 05 2B 0E 0302 1A 050004 14 XXXXXX --- XX YYYYYYYY --- YY
ASN.1 “magic” bytes den?)gng type of hash algorithm SHA-1 dig;; (20 bytes’ k/8 —39 a?t;ritrary bytes /’
\

—————--—

It is highly unlikely that you get a perfect root!

Your signature has to be an integer—no decimal remainder!
Thus, ( )
Attack fails!

= But... we know that the last 217 bytes of the message aren’t checked by the server!

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

Visualization of unchecked bytes: compare 300 and 343 side-by-side:
109010110 0 (bytes3-9don’t match!)

Pretend that everythmg after the first two bytes is ignored by the server
1806101100 (only care about bytes 1-2)

r
__________________

Success! Check passes

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

How about Nth-rooting the insecure message construction?

L i
i N
0001 FF 00 3021 30 09 06 05 2B OE 0302 1A 0500 04 14 XXXXXX --- XX YYYYYYYY --- YY

ASN.1 “magic” bytes denoting type of hash algorithm SHA-1 digest (20 bytes) & /8 — 39 arbitrary bytes /’
\

— o ———,,

It is highly unlikely that you get a perfect root!

Your signature has to be an integer—no decimal remainder!
Thus, ( )
Attack fails!

= But... we know that the last 217 bytes of the message aren’t checked by the server!
= Thus, we can “tweak” our signature such that message == (signature)
= When server computes (signature) , Will get slightly different message—that’s ok!

SCHOOL OF COMPUTING
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Bleichenbacher Attack: Forging RSA Digital Signatures

4 A

Small exponent + insecure padding
enables Mallory to forge signatures...

without knowing Alice’s private key!

D

Stefan Nagy
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RSA for Confidentiality and Integrity

Subtle fact: RSA can also be used for integrity and confidentiality

RSA for integrity:
= Goal: Prove that message wasn’'t tampered
= Encrypt (“sign”) with 22?
= Decrypt (“verify”) with 22?

SCHOOL OF COMPUTING
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RSA for Confidentiality and Integrity

Subtle fact: RSA can also be used for integrity and confidentiality

RSA for integrity:
= Goal: Prove that message wasn’t tampered
= Encrypt (“sign”) with sender’s private key
= Decrypt (“verify”) with sender’s public key

RSA for confidentiality:

= Goal: Allow only intended recipient to read
= Encrypt with ???
= Decrypt with ???

SCHOOL OF COMPUTING
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RSA for Confidentiality and Integrity

Subtle fact: RSA can also be used for integrity and confidentiality

RSA for integrity:
= Goal: Prove that message wasn’t tampered
= Encrypt (“sign”) with sender’s private key
= Decrypt (“verify”) with sender’s public key

RSA for confidentiality:

= Goal: Allow only intended recipient to read
= Encrypt with recipient’s public key
= Decrypt with recipient’s private key

SCHOOL OF COMPUTING
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True or False: RSA vs. AES

RSA is no more complex than AES

RSA requires the same size keys as AES

RSA requires less computation than AES

RSA requires pre-sharing of keys

SCHOOL OF COMPUTING
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True or False: RSA vs. AES

RSA is no more complex than AES
= False: it's far more complex

RSA requires the same size keys as AES
= False: needs much larger keys (e.g., 10x larger)

RSA requires less computation than AES
= False: it's 1000x slower than AES

RSA requires pre-sharing of keys
= False: it's asymmetric—that's why we love it!
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True or False: Key Management

Keys should have only one purpose

It's okay to reuse the same key over and over again

Digital storage is as safe as hardware storage

Alice - Bob can use the same key as Bob - Alice

SCHOOL OF COMPUTING
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True or False: Key Management

Keys should have only one purpose
= True: one key for integrity, one for confidentiality, etc.

It's okay to reuse the same key over and over again
= False: keys become more vulnerable with time, reuse!

Digital storage is as safe as hardware storage
= False: hardware-stored keys are a better line of defense!

Alice - Bob can use the same key as Bob - Alice
= False: never reuse keys; each direction gets its own key!

SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 39



SCHOOL OF COMPUTING

UNIVERSITY OF UTAH Stefan Nagy 40



This time on CS 4440...

Cryptocurrency




Why does money have value?
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Because others think it does!

Demand: belief in money’s value; i.e., it can be exchanged for real things

Supply: amount of money that actually exists

Price
/ \ Supply
void government
g ( ) { Price
. high
while(true)
Equilibrium
print money; Brice
} low
k / Shortage Demand
0 Quantity
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Inflation since Covid-19

How does this affect
your personal savings?

SCHOOL OF COMPUTING
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Sudden surge

In the weeks from 26 February to 10 June, the Federal Reserve's balance sheet
size jumped to $7.17 trillion. This was on the back of money worth $3 trillion
being printed and pumped into the economy in a bid to kickstart recovery.

8 717
7 : e
6 Total assets of the Federal Reserve (in $ trillion)
5
4
3
1 0.72
O
0
|18 Dec 2002 10 Jun 2020 |

Source: Fred Economic Data

Stefan Nagy
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What if...

Challenge: Create our own money that is not controlled by any single
government and doesn't require huge start-up investment

Why?
= No need to waste resources printing or securing paper money
= Save the trees!
Sort of...
= Not controlled by a single entity (e.g., government)—hopefully
= Manageable privacy
= End-user can “print” their own money!

SCHOOL OF COMPUTING
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We are Satoshi Nakamoto!

Introducing... Cryptocurrency

= |nvented in 2008 (Bitcoin) by Satoshi Nakamoto
= His/their real identify remains a mystery

Key Principles
= Integrity
= Distributed Consensus
= Cryptographic Hash Function
= Public-key Crypto

DOGECOIN DOGE
=  Proof-of-Work

SCHOOL OF COMPUTING
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Cryptocurrency Challenges

Keeping records without centralizing trust
Maintaining anonymity for all users
Preventing fake transactions

Preventing duplicate transactions
“Printing” new “money”

ol e




Traditional Banking

Uses a centralized ledger
= Cannot go to Bank A and
withdraw all your money...
= ..then goto Bank B and
withdraw it all over again!
= Fun fact: originally on-paper

Tracks customer accounts

= Only have as much $$$ as
bank (and FDIC) say you do

SCHOOL OF COMPUTING
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A Decentralized Ledger

Why?

How to build it?

SCHOOL OF COMPUTING
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A’s ledger

SSA

SCHOOL OF COMPUTING
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A has some $

C’s ledger

Stefan Nagy

B's ledger
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A exchanges $ for pizza from B

A’s ledger
-
$>A>B » -
A->B
N\
S_ W

SCHOOL OF COMPUTING
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A-B

C’s ledger

Stefan Nagy

B's ledger
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A exchanges $ for pizza from B

A’s ledger == — - B's ledger
-~ A-B =~
$->A-B o - T =~ A $9A3B
$S->A-B

* C’s ledger *

A-B S>A-B ASB

SCHOOL OF COMPUTING
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A exchanges $ for pizza from B

A’s ledger B's ledger

Sl » T A $AsB

* C’s ledger *

S>A-B

SCHOOL OF COMPUTING
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B exchanges $ for beer from C

A’s ledger e B's ledger
- - = ~ —y
$>A-B » - $->A->B-C T~ A $AB
S>A->B->C

* C’s ledger *

\ |
S>A-B /

N 7 S=5A-B-C
-
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B exchanges $ for beer from C

A’s ledger == — - B's ledger
- ~ o~
$>AB » - T = A $on-B
$3A-B>C $>A->B->C

* C’s ledger *

S>A-B

S Sy S>A->B->C -~
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B exchanges $ for beer from C

s \

»a4 Distributed Public Ledger (aka “Blockchain”)

Everyone has access to every transaction

Everyone knows how much money everyone else has
Transactions are chained using previous transactions
For A to determine how much money they have, have to
search the list of transactions to determine the balance

e Trustthat <50% of the network is corrupt /
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Cryptocurrency Challenges

Maintaining anonymity for all users
Preventing fake transactions
Preventing duplicate transactions
“Printing” new “money”

R




Anonymity

Why?

How to enforce it?
= Use what we've learned so far?
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Transactions

Key idea: use public-key crypto
= ..instead of real identities
= Derive shared secret key through “public” conversation

Alice SHA-256 Blockchain Bob
&
Send 1 BTC -

S2 €9 Send1BTC €2 send1BTC

~ 6.~ -~
p Bob's address i 7 @ >

Alice signs the p Bob Siaddess Bob decrypts the p Bob's address
Message message with her message with his
private key - private key
p; Encrypted message Verification of Alice’s p;
transaction
SCHOOL OF COMPUTING Stefan Nagy 59
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Transactions

What really is a transaction?

= Send money to everyone in a locked box
= Only the intended has the key to open it
= Everyone has access to that locked box forever

If you figure out someone’s private key
= You can access money inside any box it opens

If you forget/lose your private key
= You lose access to any box that it would open

SCHOOL OF COMPUTING
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Unspent, Spent Transaction Model

. Alice’s UTXOs . Bob's UTXOs

Previous Transactions

Alice’s Transaction to Bob

Output: 0.5 BTC

Input: 0.5 BTC Output: 1 BTC

Input: 0.7 BTC Output: 0.199 BTC

Output: 0.7 BTC

SCHOOL OF COMPUTING
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Transactions

A's ledge/»/ \

>A-> Transactions
>A->B-
e FEveryone has access to all transactions

e Transactions have two states: spent, unspent
e A new transaction is a series of references

to previous, unspent transactions
e Once the new transaction is committed,
the referenced transactions become spent /
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New node? Download all transactions

A’s ledger

S>A-B

S>A-B-C

SCHOOL OF COMPUTING
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C’s ledger

S>A-B

S>A->B->C

Stefan Nagy

B's ledger
$S>A-B
$>A->B-C ) &
\
D’s ledger
loading...
v
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New node? Download all transactions

A’s ledger

S>A-B

S>A-B-C

SCHOOL OF COMPUTING
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C’s ledger

S>A-B

S>A->B->C

Stefan Nagy

B's ledger

S>A-B

S>A->B->C

«

N\

v

D’s ledger

S>A-B

S>A->B->C
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New node? Download all transactions

A's ledgey/ Anonymous Transactions \

SA-

e Nodes/clients can come and go at will

e There is no network authentication

e Aslong as you have the private key for the
bitcoin sent to you, you can create a new
transaction using that bitcoin

e Nothing prevents using a different priv/pub >A-
key pair for each incoming transaction

\\o Thus, no need to use a unique identifier /
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Cryptocurrency Challenges

I—keeptgrecordswthotutcentralizingtrust
o for o

3. Preventing fake transactions
4. Preventing duplicate transactions

5. “Printing” new “money”




Preventing Fake Transactions

Problem: malicious user uses their
ledger to create fake transactions
where they are the recipient
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UNIVERSITY OF UTAH Stefan Nagy 67



Preventing Fake Transactions

Problem: malicious user uses their
ledger to create fake transactions
where they are the recipient

Solution: the real sender signs the

transaction with their private key

= Unless key captured, can’t fool
= Relying on mathematical hardness

SCHOOL OF COMPUTING
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Preventing Duplicate Transactions

Problem: malicious user creates a
fake ledger, tries to convince rest of
network that it is really legitimate

SCHOOL OF COMPUTING
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Preventing Duplicate Transactions

Problem: malicious user creates a
fake ledger, tries to convince rest of
network that it is really legitimate

Solutions:

= Make it expensive and competitive to
commit your version of the ledger to
the entire network (dist. consensus)

= In cases of mismatched ledgers, the
longer one wins

= Make future ledger commits depend on
past ledger commits
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The Blockchain

A's ledge,/ \

SA-

Blockchain Security Measures

>A->B-

How transaction are “committed”

Resource intensive and competitive
Requires massive computing power to fool
Need to out-compute the entire network
Can't work ahead due to block chaining

2

)
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Cryptocurrency Challenges

I—keeptgrecordswthotutcentralizingtrust
o for o

. A .

5. “Printing” new “money”




Creating new Money

Super high-level idea: reward

whoever “validates” a transaction

= Validators are called “miners”
= Given a small commision

Bitcoin Mining
['bit-koin mi-nin]

The process of verifying
transactions on the
Bitcoin blockchain by
solving mathematical
puzzles, for which
miners are rewarded
with new bitcoin.

Meant to be a fair process that

does not cost money
= Anyone can start mining!

2 Investopedia
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Creating new Money

What is Bitcoin Mining?

2 2 . She uses her private key
How Bitcoin Transactions work N and signs a messagewith
the amount of bitcoins and
1 Bob's address requesting a
transaction.

’ ‘f

FEEEEREANR B
The transaction requested
by Akeis t}undled into a
Alice wantto buy a "block” with other
product from Bob using transaction.

Bitcoin. &

The block is broadcast
& to allthe mining nodesin
the Bitcoin network.

. o
@ — 6T — T — €

i
The network of nodes i Thefirst miner to validate a Thetransactionis Bob receives his
validates Alicce’s transactiion new block for the | complete and the new bitcoins from Alice.
using algorithms in a process blockchainreceivesa __\“9 blockisadded tothe
called mining. B portion of the Bitcoin asa & blockchain.
reward
b o e —— -
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Is cryptocurrency really fair?

Always!

| 0%
Maybe?

l 0%
Never!

' 0%

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Is it really fair?

AMD Radeon RX 6000 & nVidia GeForce RTX 30 — Retail Price Trend 2021-2022 (v2)

based on the average of the respective lowest prices at major German retailers, set in relation to U.S. MSRP (=100%, incl. exchange to Euro and 19% VAT)

Ethereum (ETH price in USD, weekly average of the past week) 318%
Availability level (average of all cards)
—— AMD Radeon RX 6000 series: Average of best price for all cards
~—m— nVidia GeForce 30 series: Average of best price for all cards

142%

148% 148% 148%
134%
If : Jan17 Jan22 Feb2 Feb14 Feb24 Mar18 Apr19  May2 May16 May30 Jun20 Jul4 Jul18 Aug8 Aug29 Sept19 Oct10 Oct31 Nov21 Dec12 Jan 2 Jan 23
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Is it really fair?

{"} Andela
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Is it really fair?

-
¥

™} Andela

>
|

SCHOOL OF COMPUTING
UNIVERSITY OF UTAH

Stefan Nagy



Is it really fair?

Bitcoin Mining Energy Consumption
(% of Total Energy Consumption)

China 1.29%

United

States Aa3%

India  0.01%
Russia 0.91%
Brazil 0.00%
Canada 0.19%
South Korea 0.01%
Germany 0.13%
France 0.05%

Saudi Arabia 0.00%

00% 01% 02% 03% 04% 05% 06% 07% 08% 09% 1.0% 11% 12% 13% 14%
Bitcoin Mining Energy Consumption (% of Total Energy Consumption)

COi nde Sk Source: CBECI, EIA
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Is it really fair?

Bitcoin remains the most polluting cryptocurrency in 2022
while Ethereum massively reduced emissions: report

« Bitcoin accounted for 86.3 million tons of CO2 emissions in 2022, according to Forex Suggest report

« Cryptocurrency Litecoin replaced Ethereum as the second-most polluting token on Forex Suggest's
ranking

The cryptocurrency industry is facing increasing regulatory and
investor scrutiny as it matures, and strong reporting and
assurance practices are defining resilient companies. One area
that is top of mind for stakeholders is the crypto industry’s
impact on the environment, particularly as focus on
environmental, social, and governance (ESG) strategies and
reporting increases. Crypto mining is an energy-intensive
activity, and its environmental impact is prompting investor

questions about energy sourcing.
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In practice, not really fair...
= Hardware and GPU cost
= Electricity cost
= Environmental cost
= More money gives an advantage!
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In practice, not really fair...

= Hardware and GPU cost

= Electricity cost

= Environmental cost

= More money gives an advantage!

Don’t buy into the hype!

= Stock market has more certainty

= Not an official endorsement! Cryp o peaked a year ago —
investors have lost more
than S2 trillion since

[
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Other Blockchain Applications

Examples?
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Other Blockchain Applications

Fund Higher Education

e@ Student Financial Aid

E-commerce

‘ Global Payments

Remittance

(1) P2P Lending

Intellectual Property

@ Microfinance

Equity @
Private Markets @
®

Healthcare

@ Title Records

Debt €
Ownership
Crowdfunding @ 9 Voting

Derivatives e Higher Education Student Records

Stefan Nagy
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Not everything needs to be Blockchained!

https://www.voutube.com/watch?v=mDwUJa4 |JE

What if Alice and Bob solve the' What if Mallory gets lucky and
math puzzle at the same time? s5jyes a bunch of consecutive

(The fork problem) puzzles in a row, but delays the

, ~Z_ revelation of her solutions?

hat if Mallory ha: he selfish mining problem)
computers than Alice, so that /

Mallory can solve puzzles faster?
(The majority mining problem)

put Alice’s transactions in mined

R LG ) What if Mallory always refuses to
«

P Pl «) 547/14:33 - Whatif Alice and Bob solve the math puzzle at the sar

Blockchains Are a Bad Idea (James Mickens)
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https://www.youtube.com/watch?v=mDwUJa4_IJE

Next time on CS 4440...

Intro to Application Security




