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Abstact— The ability to configure transport protocolsfrom collections
of smaller software modules allows the characteristics of the protocol to
be customizedfor a specificapplication or network technology This pa-
per describesan approach to building such customized protocols using
Cactus, a systemin which micro-protocols implementing individual at-
trib utes of transport can be combined into a compositeprotocol that re-
alizesthe desired overall functionality. In contrast with similar systems,
Cactussupportsnon-hierarchical module compositionand event-driven ex-
ecution, both of which increaseflexibility and allow finer-grain modules
implementing orthogonal properties. To illustrate this approach, the de-
sign and implementation of a configurable transport protocol called CTP
is presented.CTP allows customization of a number of propertiesinclud-
ing reliable transmission, congestiondetection and control, jitter control,
and messagerdering. This suite of micro-protocolshasbeenimplemented
using Cactus/C2.0on Red Hat Linux 6.2, with initial experimental results
indicating that the ability to target the guaranteesmore preciselyto the
needsof applications canin fact resultin better performance.

Keywords— Transport protocols,configuration, customization, protocol
design,extensibility, composibility, reuse.

|. INTRODUCTION

XISTING network transporfprotocolssuchasTCP[1] and

UDP[2] havelimitationswhenthey areutilizedin new ap-
plication domainsand for new network technologies.For ex-
ample, multimedia applicationssharinga network needcon-
gestioncontrol but not necessarilyorderedreliable delivery, a
combinationimplementedby neitherTCP nor UDP. Similarly,
the congestiorcontrol mechanismén TCP work well in wired
networks but often overreactin wirelessnetworks wherepack-
etscanbe lost dueto factorsotherthan congestion. The lack
of appropriateguarantee®r specific featureshas led to the
widespreaddevelopmentof specializedorotocolsusedin con-
junctionwith or insteadof standardransportprotocols. These
includelPSec[3] andSSL [4] for security RSVP[5] for band-
width resenation, RTP [6] for real-timeaudioandvideo, and
SCTP[7] for enhancedeliability and delivery over indepen-
dentparallelstreams.Developingsucha protocolfrom scratch
is, needless$o say oftenasignificantundertaking.

In thispaperwe arguethatbuilding customizedransporpro-
tocolsfrom collectionsof fine-grainmodulesis a viable andef-
fectivealternatveto relyingonexistingor specializegrotocols.
With this approachmodulesare chosenbasedon the needsof
thehigherlevelsthatusetheserviceor onthe specificcharacter
istics of the underlyingnetwork or computingplatform. Thus,
for example,a congestion-contrahodulecanbe configuredo-
gethewith adatagranserviceor asecuritymodulecanbecon-
figuredtogetherwith othermodulesimplementinga virtual cir-
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cuit. Thenetresultis, in effect, afamily of transportprotocols,
eachusefulin agivenscenario.

We substantiat®ur argumentsby describingthe designand
prototypeimplementatiorof CTPR, a configurableransportpro-
tocol that representsa concreterealizationof this approach.
CTPis built usingCactus,a designandimplementatiorframe-
work for constructinchighly-configurablenetwork serviceq8].
In Cactus, each service attribute or variant is implemented
as an independentsoftware module called a micro-protocol
Micro-protocolsare structuredusingan event-driven execution
paradigmandcansharedata. A customizedversionof the ser
vice is constructedby choosingmicro-protocolsbasedon the
desiredpropertiesandlinking themtogethewith aruntimesys-
temto give a compositeprotocol, which is thencomposechi-
erarchicallywith othercompositeprotocolsandstandardroto-
colsto form the network subsystemWhencomparedvith sim-
ilar systemdor building configurableprotocols[9], [10], [11],
[12], Cactusprovidesfiner granularity a two-level composition
modelwith bothhierarchicalaindnon-hierarchicatomposition,
andaflexible anddynamiceventmechanisnthatmaximizeghe
configurabilityof micro-protocols.

Several prototypeimplementation®f Cactushave beencon-
structed,includingonewritten in C thatrunson Linux andthe
MK Mach OS from OpenGroupg13], anotherwritten in C++
thatrunson SolarisandLinux, anda third written in Java that
runson multiple platforms.CTPis beingimplementedisingthe
C versionof Cactuson a clusterof Pentiumsrunning RedHat
Linux version6.2. Otherprototypeserviceghathave beensuc-
cessfullyimplementedusing Cactusor the predecessoCoyote
system[14] include group RPC[15], membershid16], anda
real-timechannelbstractiori8].

This paperhassereral goals. Thefirst is to arguethat fine-
grain configurability and extensibility are valuablecharacteris-
tics for transportprotocols. The seconds to describea realiza-
tion of this philosophyin theform of CTR Thelastis to present
initial performanceesultswhichillustratethatthe costof such
flexibility is relatively small andthatthe advantagef config-
urability canmorethancompensatéor this overheadn certain
cases.

Il. CTP DESIGN

Eachserviceattribute and functional componentof CTP is
designedo berealizedasa separatenodulein sucha way that
the modulescan be combinedto provide a transportprotocol
with exactly the requiredattributes. This sectiondescribeshe
designof CTR startingwith anoverview of Cactus.
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A. Cactus

Cactusis a systemanda framework for constructingconfig-
urable protocolsand services,whereeachservicepropertyor
functionalcomponents implementedasa separatenodule[8].
A servicein Cactusis implementedas a compositeprotocol,
with eachservicepropertyor otherfunctionalcomponenimple-
mentedasa micro-protocol A micro-protocolis, in turn, struc-
turedasacollectionof eventhandless, which areprocedure-lile
segmentsof codethat are executedwhen a specifiedevent oc-
curs.Onceconstructeda compositeprotocolis composedier-

archicallywith otherprotocolsto form the network subsystem.

In the caseof the Linux versionof Cactususedto implement
CTR supportfor hierarchicalcompositionis provided by the x-
kernel[9].

The Cactusruntime systemprovidesa variety of operations
for managingeventsand event handlers. In particular opera-
tions are provided for binding an event handlerto a specified
event and for raising an event, which causesall the handlers
boundto thateventto be executed.An eventcanalsoberaised
with a specifieddelayto implementtime-driven execution,and
with either blocking or non-blockingsemanticson the thread
raisingthe event. The orderof eventhandlerexecutioncanalso
be specifiedif desired.Argumentsanbe passedo handlersn
both the bind andraiseoperations.Otheroperationsare avail-
ablefor unbindinghandlers creatinganddeletingevents,halt-
ing event execution,and cancelinga delayedevent. Handler
executionis atomicwith respecto concurreng, i.e., a handler
is executedo completionbeforearny otherhandleiis startedun-
lessit voluntarily yields the CPU. Cactusalso supportsshared
datathatcanbeaccessedy all micro-protocolsconfigurednto
a compositeprotocol. Fig. 1 illustratesCTP implementedasa
Cactuscompositeprotocol,with exampleeventsto theright and
micro-protocolgto the left. An arrow from a micro-protocolto
aneventindicateshatthe micro-protocobindsa handlerto the
event.

Finally, Cactussupportsamessagabstractiordesignedo fa-
cilitate developmenbf configurableservices Themainfeatures

providedby Cactusmessagearenamedmnessge attributesand
a coordinationmechanismthat releasesa messagdrom the
compositeprotocolto go up or down the protocol graphonly
whenagreedo by all relevant micro-protocols.Thesedynam-
ically createdmessagettributesare a generalizatiorof tradi-
tional messagdeadersand have threedifferentscopes:peer,
stad, andlocal. Peerattributescorrespondo traditionalheader
fields that are sharedby the peer compositeprotocolsat the
sendeandrecever. Stackattributesaresharedoy differentpro-
tocollayersin aprotocolstackon onemachineandcanbeused,
for example,to sharemessage-specifigrocessingnstructions
betweenprotocollayers. Finally, local attributesare sharedby
micro-protocolsn onecompositeprotocolon a singlemachine
and can be used,for example,to storemessage-specifiocal
information. A customizablepack routine combinespeerat-
tributeswith the messagdody for network transmissionwhile
an analogousunpackroutine extracts peerattributesat the re-
ceiver. Messagesre deallocatedusinga coordinationmecha-
nismsimilarto thatusedfor sendingmessages.

B. AttributesandAlgorithms

Thefirst stepin developinga customizabldéransporfprotocol
is to identify variousquality attributesthat canbe provided to
higher levels and the algorithmsusedto implementtheseand
otheraspectof the service. While the list of possiblequality
attributesis large[17], the oneswe addresserecanbedivided
roughlyinto thefollowing cateyories:

« Performance Describeshow quickly data are transported
from sendetto recever, typically specifiedasaveragethrough-
put. The protocol may attemptto provide guaranteegerfor
manceby reservingresource®r maydo it only on a best-efort
basis.

« Timeliness. Describeghe timing characteristicof the end-
to-endtransmissiorwith respecto maximumlateng or jitter.
Lateng guaranteearetypically madethroughresourcealloca-
tion, while jitter canbe controlledusingappropriatealgorithms.
« Reliability. Addresseshe probability that the recever re-
ceives all the datasentby the sender Reliability can be in-
creasedoy using differentforms of redundang rangingfrom
multihomingto redundantransmissiorof dataalongone con-
nection. Since mosttechniquesransmitmultiple copies,the
transportprotocolmayberequiredto eliminateextracopies.

« Ordering Describesguaranteegoncerningthe ordering of
dataatthereceverrelative to the orderin which they weresent.
For stream-basettansportservicesthe only reasonabl®rder
ing optionis FIFO, but for message-base@rviceotheroptions
maybereasonable.

« Security Addressesonfidentiality integrity, authenticityand
datareplay The strengthof the guarantedor eachof theseat-
tributesdepend®n thetypesof attacksto betolerated.

In generalthe chosenquality attributesapply to every mes-
sagewithin asessionbut it mayalsobe usefulto allow individ-
ual messageo be given particularattributes. For example,an
urgentmessagenight be marked “out-of-band” and delivered
as soonas possible,even thougha messagerderingrequire-
mentappliesto othermessagedApplicationsthatrequiremulti-



ple substreamwith differentcharacteristicssuchasmultimedia
deliveryof parallelaudio/videachannelsgcanopenmultiple ses-
sionswith differentquality attributesanddistributetraffic across
thesesessiongsappropriate.

TCP and UDP provide essentiallya fixed set of theseat-
tributes.In particular TCP providesa stream-baseckliableor-
deredtransmissiotwith integrity againstccidentablatamodifi-
cation,but only best-efort performanceandwith notimeliness
or security guarantees.UDP provides a best-efort message-
basedransportwith no guarantees.

Givenanattribute,numerouslgorithmsandprotocolsareof-
tenavailablefor implementingts properties For example,reli-
ability canusesomecombinationof positive, negative, or selec-
tive acknavledgmentprotocols,or several differentforward er
ror correctionschemesln somecasesdifferentalgorithmspro-
vide differenttypesof guaranteesFor example,|IP-style ones
complementand cyclic redundang checks(CRC) provide in-
tegrity that protectsagainstaccidentaldatamodification,while
cryptographianethodssuchaskeyed MD5 [18] protectagainst
intentional modification. In other cases,different algorithms
provide approximatelythe sameguaranteeput with different
tradeofs with respecto resourcaisageor otherattributes. For
example, forward error correctiontypically usesmore band-
width thanacknavledgmentsbut providesfasterrecovery from
failures,andthussmoothedataflow attherecever.

Differentchoicescanalsobe madefor otherdesignelements,
suchaswhetherto usecongestiorand/orflow control,andif so,
whattype. The protocolmustalsobe ableto interactappropri-
atelywith the protocolbelow it in thegraph.For example,mes-
sagesnayneedto befragmentednto piecesor smallmessages
coalescednto one paclet. If aresourceresenation protocol
suchasRSVPis available,the transportprotocol may interact
with it to make a resourceresenation for the connection. Fi-
nally, thetransporprotocolmustdealwith suchpracticalissues
asconnectiorestablishmentnonitoring,andteardavn.

C. DesignOverviav

In CTR eachattribute or function describedabove is imple-
mentedby one micro-protocolor a set of alternatve micro-
protocols. Thus, the currentdesignhasone or more micro-
protocolgfor reliability, ordering,security jitter control,conges-
tion detectionand control, flow control, dataand headercom-
pressionMTU discovery, messagéagmentatiorandcollation,
and connectionestablishmentmonitoring and teardavn. The
currentprototypesupportsApplication Layer Framing[19], so
applicationsanassociatspecificsemanticsvith eachmessage.
All transmissiorpropertiesare definedin termsof thesemes-
sageswhich canbeof arbitrarysize.CTP canfragmentor coa-
lescethe messageasneedednto appropriatdransportunits—
sggments—for thelowerlevel protocol.

The goal of the designis to decouplethe implementatiorof
differentattributesandfunctionsto maximizethe ability to mix
and matchdifferentmicro-protocolsto provide exactly the re-
quiredproperties Decouplingthe differentfeaturesof transport
protocolsis not trivial, sinceoften muchof the functionalityis
tightly coupledfor efficiengy. For example,reliability, conges-
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Fig. 2. Major CTPevents.

tion control, andflow controlin TCP sharethe sametransmis-
sion window datastructure,while byte sequencenumbersare
usedto implementreliability andordering,andto provide nec-
essaryfeedbackor flow control.

Micro-protocolsinteractusingshareddata—inparticular the
messageandtheir attributes—andhe setof eventsillustrated
in Fig. 2. Thefigure usessolid arrons to indicateeventsraised
by the boundarylayersof the CTP protocolanddashedarrons
to indicatecausalrelationsbetweerotherevents. For example,
whenthe MSG FROM USER eventis raisedby CTR, somemicro-
protocolwill raisethe SEGMENT FROM USER event. Additional
local timeouteventsareusedby several of the micro-protocols.
Most of the eventnamesareself explanatory Theicmp events
are usedto processcontrol messagesransmittedby the Inter-
net Control MessageProtocolto higher levels, suchasthose
indicatingcongestionICMP SOURCE QUENCH) or thata paclet
was droppedbecauseat wastoo large (ICMP FRAGMENTATION
REQUIRED). The SUSPEND TRANSMISSION andRESUME TRANS-
MISSION eventsareusedto controlthe numberof messagethat
theapplicationcanpushto the CTPserviceatthesenderin par
ticular, ary micro-protocolthat needsto control the rate at the
applicationfor flow or congestiorcontrolcanraisetheseevents,
which are monitoredby micro-protocolApplication Control.
The latterthenregulatesthe applicationwhennecessaryy, for
example,blocking the applicationthreadon a semaphoreThe
CONGESTION DETECTED eventallows the congestiordetection
mechanismo be separatedrom the actualcongestiorcontrol,
therebymakingit easyto changethe detectionmethodif de-
sired.

CTP also takes advantageof the transmissioncoordination
aspecbf Cactusmessagedyothfor sendingsegmentsdown to
lower layersandfor deliveringmessagesp to the application.
This coordinationis implementecby sendbits that are associ-
atedwith eachmessage Eachmicro-protocolthat processes
given messageype is allocateda sendbit in eachmessagef
thattypethatit setswhenit is doneprocessinghe messageThe
messagehenexits the compositeprotocoleitherup or down as
appropriateonceall sendbits have beenset. For example,con-
gestioncontrol, flow control,andreliability all usesendbits to
determinewhena segmentcanbe transmittedwhile jitter con-
trol andthe differentorderingmicro-protocolsusesendbits to
determinevhena messageanbedeliveredto theapplication.
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Sendbits allow differentmicro-protocolso operateon mes-
sagesindependentlywithout knowing which other micro-pro-
tocols needto processthe message. They also decouplethe
approval processfrom ary kind of ordering—wherall the re-
quiredmicro-protocolshave settheir bit, the messagexits the
compositeprotocolindependentf theorderin which they were
set.Notethatsystemssupportingonly hierarchicatomposition
intrinsically dictateonefixedreleaseorder

I1l. MICRO-PROTOCOL HIGHLIGHTS

Thissectiongivesanoverview of someof themicro-protocols
availablein the CTP suite,including thosethatimplementreli-
abledelivery, transmissiorcontrol,messagerdering,andjitter.
Thereare also several micro-protocolsthat provide basefunc-
tionality not directly connectedvith a specificsemanticprop-
erty. Finally, thesectionconcludewith adiscussiorof thecon-
figurability andextensibility of the service.

A. BaseFunctionality

Transport Driver is the only micro-protocolthat must be
presentin ary configuration. It addsport identifiers on all
outgoing segmentsfor demultiplexing and also containstriv-
ial handlersfor certaineventsto ensurethat a messages car
ried throughCTP irrespectve of the presenceof other micro-
protocols. It alsosetsthe sendbits to ensurehatmessageare
sentevenif thereareno othermicro-protocolghatsetsendbits
in theconfiguration.Theeventinteractionsof Transport Driver
areillustratedin Fig. 3. In thefigure,arrons pointingto amicro-
protocolindicatethatthe micro-protocolhasahandleroundto
the eventandarraws originatingin the micro-protocolindicate
that the micro-protocolraisesthe event. Pseudo-codéor this
micro-protocolis givenin Fig. 4.

The Sequenced Messages and Sequenced Segments
micro-protocolsadd messageattributes uniquely identifying
eachoutgoingmessagandsegment,respectiely. While thisla-
belingdoesnotprovideary serviceto theapplicationjt is useful
for othermicro-protocolssuchasthoseproviding reliability and
ordering.Performingtheproceduren aseparatenicro-protocol
allowstheothermicro-protocoldo shareghesameattribute,sav-
ing spacan themessage.

A group of micro-protocolstransformsmessageénto seg-
mentsat the senderandthenbackto messageat the recever.
They arealsoresponsibldor raisingthe SEGMENT FROM USER
andMSG FROM NET events. Fixed Size simply createsa sepa-
ratesggmentfrom eachmessageCoalescence combinesmul-
tiple smallmessagemto onesggment,andResizing fragments
the messagemto seggmentsthat can be handledby the under
lying IP network without IP-level fragmentationfMTU discov-

micro-protocol TransportDriver () {

handler handleUsrSg(sgments){
raise (SEGMENT TO NET, SYNC,0, s);

}

handler handleSgToNet(sgments)
/* Setthedemultiplexing keys for the peer*/
setAttr( s, PEER,SrcPort,sessa+portLocal);
setAttr( s, PEER,DestPortsessr+portPeel);
setSendBit(s); setDeallocateBit(s);

}
handler handleNetMsg(message){
setSendBit(m); setDeallocateBit(m);

initial {
bind(SEGMENT FROM USER,handleUsrSg1024);
bind(SEGMENT TO NET,handleSgToNet,0);
bind(MSG FROM NET,handleNetMsg,0);
}
}

Fig. 4. TransportDriver micro-protocolpseudacode

ery). Oneof thesemicro-protocolsmustbe presentn eachcon-
figuration.

Finally, a setof optional micro-protocolsis responsiblefor
establishingand shuttingdown a connection,andfor monitor
ing its status.Virtual Circuit implementsa handsha& protocol
that providesreliable startupand shutdevn semanticsand ex-
changesandominitial sequenc@umbersor messagandseg-
mentnumbering. Virtual Circuit is completelytransparento
othermicro-protocolsgventhosethatusesequenceaumbers—
if it is notincluded,constaninitial valuesareused.The ability
to realizethis transpareng stemsdirectly from the Cactusevent
handling mechanisms. Specifically the micro-protocolbinds
eventhandlergo the SEGMENT FROM NET event,orderingthem
sothatthey areexecutedbeforeothereventhandlers Whenthe
eventoccurs,it usesa Cactusoperatiorto stopthe event,which
preventsthe othereventhandlersfrom executing. As a result,
othermicro-protocolsdo not seeary handshak messageand
areunavare of the presenceor absencef Virtual Circuit in a
given configuration.An additionalKeep Alive micro-protocol
is responsibldor sendingprobemessagew detectlink failures
in theabsencef applicationmessages.

B. Reliability Micro-protocols

Reliable transmissioncan be implementedusing different
typesof redundang rangingfrom redundanmnetwork connec-
tionsto redundantransmissiorover the sameconnection CTP
currentlyhastwo reliability micro-protocolsPositive ACK and
FEC Reliability. Positive ACK is atraditional ARQ reliability
scheme put differs in implementationdetailsfrom the onein
TCPbecausét attemptdo decouplereliability processindrom
other communicationproperties. For instance,Positive ACK
placesno limit on the numberof outstandingunacknavledged
sgments;if alimit on outgoingsegmentsis required,the user
mustconfigurea flow control micro-protocol. FEC Reliability
usesthe forward error correctionalgorithmin [20] to transmit
redundantataso thatthe receverscanreconstructa complete
transmissiorespitemessagdosses.
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Positive ACK is a relatively comple< micro-protocol,asil-
lustratedin Fig. 5. For eachoutgoingmessagéeventSEGMENT
TO NET), it includesanacknavledgmentattributeindicatingthe
mostrecentsegmentrecevedin orderandraisesthe RETRANS-
MIT TIMEOUT timer event. For eachincoming messagegevent
SEGMENT FROM NET), it checksthe acknavledgmentattribute
anddeallocatesarny segmentsthatit now knows have beenre-
ceived and cancelsthe retransmissiorevent if appropriate. If
theincomingmessageontaingdata,i.e.,is notjustanacknavl-
edgmentPositive ACK updatests recordof the last sggment
receizedandraisesthe ACK TIMEOUT timer event. Whenthere-
transmissioreventoccurs,a checkis madeof how mary times
thesggmenthasbeentransmittecandif thenumberis excessie,
theconnections aborted Otherwisetheretransmissiodelayis
increasedisingexponentialbacloff, andthe SEGMENT TO NET
eventis raisedon theoldestunacknavledgedsegment. The ACK
TIMEOUT eventhandlemerelycreatesanacknavledgmenimes-
sageandthenraiseshe SEGMENT TO NET event. Thecongestion
eventis raisedwhenaretransmissionccurs becausé canpro-
vide usefulinformationto a congestioncontrol micro-protocol
whenoneis includedin the configuration.

Note that several optimizationscommonly madein ARQ
schemesare omitted here,suchasfast ACK transmissiorand
duplicateACK detection.Thesecould easilybe addedto CTR.
Someof thesetechniquesvould be easierto structureas new
micro-protocolswhile otherswould be morenaturalto provide
asextensiongo existing micro-protocols.

The FEC Reliability micro-protocolencodest segmentsof
original datainto n segmentsof encodeddata(n > k) using
thealgorithmin [20]. At thesenderafterk segmentshave been
transmittedasnormal,anadditionaln — k& redundanseggments
arecomputedandtransmitted.The encodingschemeallows the
receierto computeall k original segmentsprovidedthatatleast
k of then segmentsaredeliveredintact. FEC Reliability atthe
recever theninterceptsthe redundansegmentsand usesthem
to createa new messagéor eachof thesemissingsegmentsand
raisesthe SEGMENT FROM NET event. As a result,othermicro-
protocolsseethe reconstructedegmentsasif they hadarrived
normally.

By combining forward error correctionand somekind of
ARQ reliability scheme the usercan choosefrom a rich set
of possibilitiesfor reliable communicatiorthat canbe usedto
matchthe specificrequirementsf particularapplications.

C. TransmissiorContmwol Micro-protocols

CTPoffersflexible facilitiesfor controllingthespeedf trans-
mission,typically usedto ensurethata sendetimits its outgo-

ing traffic to alevel acceptabléo the network andrecever. Our
architecturedividesmicro-protocolghatimplementthesefunc-
tionsinto threecatayories:flow control,congestiorcontrol,and
applicationcontrol.

Flow control refersto end-to-endtransmissioncontrol that
provides a mechanisnfor the recever to dictatethe senders
transmissiorspeed Availablemicro-protocoldnclude:
+« XON/XOFFE Thereceverissuessuspend/resumastructions
tothesender
« Windowed.Thereceverperiodicallyinformsthesendeof its
availablebuffer space.

« Ratebased. The sendemacesits transmissioraccordingto
somelimit on traffic pertime period;the limit may be fixed or
may vary basedn feedbackrom therecever.

Thesemicro-protocolsall operateat the sendersideby bind-
ing ahandlerto the SEGMENT TO NET event,which setsits send
bit on anoutgoingmessag®nly whenrestrictionson transmis-
sionarefulfilled. This eventhandleris alsocapableof detecting
whenfurthermessagesannotbe sentimmediately;if thisis the
case,it raisesa SUSPEND TRANSMISSION eventandeventually
a RESUME TRANSMISSION eventoncetraffic canresume.These
eventscanbehandledby theapplicationcontrolmicro-protocols
describedelow.

At the recever side, thereare facilities in the API to allow
higherlevel protocolsto specify policieson traffic rates. The
flow-controlmicro-protocolscancommunicatehis information
to the sendereitherby transmittingnew feedbackmessageto
thesendelor by piggybackingheinformationon existing mes-
sagesThisfeedbacks handledatthesendein ahandletbound
to the SEGMENT FROM NET event.

Congestioncontrol behares similarly to flow controlin that
it limits the transmissionrate of senders,but is intendedto
avoid overrunningthe capacityof the network ratherthanthe
recever. Congestioncontrolin CTP consistsof two typesof
micro-protocols: congestiondetectionand congestioncontrol.
Typical configurationswould include one congestioncontrol
andoneor morecongestiordetectionmicro-protocols.

All congestiordetectionmicro-protocolsraisethe CONGES-
TION DETECTED eventwhenthey suspectongestiorin the net-
work. In the currentdesign,congestiorcontrolmicro-protocols
simply usethe presenceof this eventto throttle transmission,
but it would be possibleto addvoting or otherprocessingnthe
congestioreventsbheforeary actionis made.

Availablecongestiordetectionmicro-protocolsnclude:

« Retansmissiordetection.Any reliability micro-protocolcan
alsofunctionasa congestiordetectionmicro-protocolsincethe
lossof a messagenay be dueto congestiorin the network. In
thecaseof retransmissiomicro-protocolsthe senderaiseshe
congestioreventwhenit retransmitsa message.

« Lossnatification.Evenif retransmissionarenotrequiredre-
ceiverscanassistin congestiordetectionby transmittingfeed-
backaboutlossedn theincomingtraffic. This canbeusefulfor
detectingcongestiorin unreliablecommunicationor in combi-
nationwith FEC Reliability.

« Roundtriptime measuement. Large increasesn roundtrip
timescanbeanindicationof queuingdelayscausedy buffering
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in thenetwork. A congestiordetectiommicro-protocolcanmea-
sureend-to-endroundtriptimes andraisethe congestiorevent
whenappropriate.

« ICMP detection. In IP networks, an ICMP SourceQuench
messagés definedto allow gatevaysto notify hostsaboutcon-

gestion.An ICMP detectionmicro-protocolshouldraisea con-

gestioneventuponreceving a SourceQuench.

« ECNdetection.If gatevaysprovide Explicit CongestiorNo-

tification (ECN) asproposedn [21], a micro-protocolatthere-

ceiver canfeedthis informationbackto the senderasa means
for detectingcongestion.

Congestioncontrol micro-protocolscan use similar mecha-
nismsto theflow controlmicro-protocolsdescribechboveto es-
tablishanappropriatéransmissiomate,but mustbasetheirrates
on the presenceof CONGESTION DETECTED eventsratherthan
feedbackfrom recevers. Both rate-basedaind window-based
congestiorcontrolarepossible andthesemicro-protocolshave
considerablecopefor flexibility in tuningtheir transmissiorio
maximizethroughputwhile avoiding congestion.Fig. 6 illus-
tratestypical eventinteractionsof a congestioncontrol micro-
protocol. Note that a rate-basednicro-protocolwould usean
additionaltimer event.

Application control micro-protocolscan be configuredinto
CTPto provide whatever propertiesare desiredwhenoutgoing
datacannotbe transmittedimmediately With no suchmicro-
protocol, messagesimply queueup within the CTP compos-
ite protocol at the senderuntil all sendbits are set; thereis
no upperboundon the messageshat will be bufferedby de-
fault. It is possibleto provide suchalimit by keepinga countof
the messagesllocatedand deallocatedy the protocol, or the
size of all messagesurrently allocated. The applicationcon-
trol micro-protocolcandecideon appropriatédoehaior basen
the currently gueueddataandwhetherimmediatetransmission
is possibleby countingSUSPEND TRANSMISSION andRESUME
TRANSMISSION events. It registersan event handlerfor MsG
FROM USER eventsto enforceits policy, which mightinclude:

« Blocking. Incomingapplicationthreadsareblockedata FIFO
semaphoraintil their messagesanbe acceptecoy CTP. This
optiongivessemanticsimilarto blockingl/O in BSD soclets.

« Error report. Theprotocolnotifiestheapplicationthata mes-
sagecannotyet be acceptedor delivery. This option givesse-
manticssimilar to non-blockingl/O in BSD soclets.

« Dropping Incomingexcessmessagearedropped.In certain
real-timeapplications late arriving datamay have little or no
valueto therecever, andthusit may be betterfor the protocol
to discardadditionalmessagesmmediately ratherthan buffer
themandintroducefurtherqueuingdelays.

D. OrderingandJitter Micro-protocols

Ordering micro-protocolsare relatively simple for point-to-
point communicatiorsuchascurrently supportecby CTR. The
sendercanaddamessagattributethatindicatesheorderof the
messageitherasa sequenc@umberor by specifyingthe mes-
sages logical predecessor(s)The currentimplementatiorhas
two FIFO micro-protocols,Reliable FIFO andLossy FIFO.
Theformerenforcesstrictin-orderdelivery by buffering out-of-
ordermessageand sendingthemto the applicationonly after
their predecessorsave beendelivered,while Lossy FIFO de-
liversmessagesmmediately discardingany messagethat ar-
rive out of order A Semantic Order micro-protocolusesor-
dering information provided by the applicationto recordand
enforcethe logical predecessorsf eachmessage.An Out of
Band micro-protocolcan be usedwith ary ordering micro-
protocolto allow urgentout-of-bandmessageto be delivered
asquickly aspossible.Thismicro-protocokimply overridesthe
sendbit usedby the currentorderingmicro-protocol.

Jitter control micro-protocolsare structurally similar to or-
deringmicro-protocolsput usethe passag®f time ratherthan
predecessanformationto decidewhenthe sendbit in a mes-
sageis set. Thesemicro-protocolsinclude Fixed Rate Jitter,
which deliversmessageseparatedby a fixedtime interval and
Timestamp Jitter, which preseresthetime intervals between
messageatthesendeattherecever.

E. Discussion:Configumbility and Extensibilityin CTP

To make CTP highly configurable the different micro-pro-
tocols have been designedto be as independentas possi-
ble. However, therearesomedependencies-whenonemicro-
protocolrequireghatanothetbein theconfiguratiorto function
correctly—andsomeconflicts—whentwo micro-protocolsan-
not bein the sameconfiguration.The dependenciem the cur-
rentdesignarerelatively simple. Every configuratiormusthave
Transport Driver and one of the message-to-ggnentcorver-
sion micro-protocolsFixed Size, Coalescence, or Resizing.
Thereliability andFIFO orderingmicro-protocolauisesequence
numbergprovidedby Sequenced Segments andSequenced
Messages, respectiely. Micro-protocolssuchas flow con-
trol andcongestiorcontrolthatmayneedto controlapplication
sendingspeedequireoneapplicationcontrolmicro-protocolin
eachconfiguration.Finally, congestiorcontrolrequiresat least
onecongestiordetectionmicro-protocol.Note thatthereliabil-
ity, ordering,andflow controltransportfunctionsthatareoften
tightly connectedn TCPimplementationarecompletelyinde-
pendentin ourdesign.

Conflicts are either syntactic or semanticin nature. An
example of a syntactic conflict is that only one message-to-
segmentcornversionmicro-protocolshouldbe in eachconfig-
uration,while an exampleof a semanticconflict is that Lossy
FIFO anda reliablecommunicatiormicro-protocolshouldnot
be usedtogether Semanticconflictsdo not causethe combina-
tion to fail, but theresultingsemanticslo not satisfythe proper
tiesof bothof the micro-protocols Theothersyntacticconflicts
arethattheremustbe at mostoneapplicationcontrol, ordering,
andjitter controlmicro-protocolin eachconfiguration.



Despitethesedependencieand conflicts, therearestill hun-
dredsof possibledifferentCTP configurationsvenwith asmall
numberof differentmicro-protocolsor eachtransportproperty
andfunction. The challengeis to identify the correctconfigu-
ration for eachapplicationdomainand executionervironment.
In mary casesthis may requireexperimentatiorwith different
combinationgo reachthe optimal one. A graphicaltool called
the CactusBuilders providedto helpautomatehe construction
of compositeprotocolsfor this purposg22].

CTP is alsodesignedto be easily extensible,meaningthat
new micro-protocolscan be addedwithout modifying the ex-
isting ones. The actualeffort neededdependson the type of
extension. It is typically trivial to adda new alternatve imple-
mentationfor an existing propertyor function, sincethe event
interactionsareusuallythe sameasin existing micro-protocols.
For example,a reliability micro-protocolbasedon negative ac-
knowledgmentswvould interactwith othermicro-protocolsn a
manneridenticalto Positive ACK.

Ontheotherhand,addingacompletelynew propertyor func-
tion canbemoredifficult. Theimplementomustfirstdetermine
if CTPalreadyhasall the necessargventsrequiredby the new
micro-protocol. If not, the CTP framewnork or someof the ex-
isting micro-protocolsmay needto be modifiedto raisethese
events. For example,for a more elaboratecongestiondetec-
tion micro-protocolthat monitorsretransmissions;etransmis-
sion micro-protocolswould be modified to raisea retransmis-
sioneventratherthandirectly raisSingCONGESTION DETECTED.
However, completelynewn micro-protocolscanoften be imple-
mentedusing the existing set of events. For example,in our
design,the jitter control micro-protocolswere addedafter the
restof CTPwasdesignedvith no modificationsto othermicro-
protocols.

IV. INITIAL PERFORMANCE RESULTS
A. Overviav

This sectiongivessomeinitial CTP performanceesultsthat
indicateboththe overheadandthe potentialadvantagef con-
figurability. While CTP cannotcompeteat this stagewith tuned
versionsof TCP and UDP, the flexibility provided by the ser
vice is usefulfor applicationdomainsand executionerviron-
mentsthat have not beenconsideredn the designof the stan-
dardprotocols.In particular CTPis usefulwheneithera setof
characteristicshat falls somevherebetweenTCP and UDP is
required,or for caseswvherestrongerguaranteeshan TCP are
needed.CTPis alsoappropriatevhenthereis the opportunity
to configurea protocolto matchthe characteristicef a specific
network ervironment.

B. SimpleTransmissiormest

Thefirst setof experimentameasureshetime takento trans-
mit 10 large EthernetframesusingUDP, TCP andvariouscon-
figurationsof CTR In thesetestsasendingapplicationtransmits
enoughdatato fill 10framesto arecever, whichreplieswith an
acknavledgmenbnceall thedatahave beenreceved. We mea-
surethe interval at the senderbetweenthe transmissiorof the

TABLE |
DELAY COMPARISON

| Protocol | Time (ms) |
UDP 2.58
TCP 3.04
CTP 3.79
CTP:Lossy FIFO 4.03
CTP: Positive ACK 4.40
CTP:Positive ACK andReliable FIFO 4.52

first frameandreceiptof the acknavledgment.The application
sends1400 bytesat a time to leave sufficient room for lower
level headersn asingleEtherneframeof 1500bytes.UDP and
CTP deliver this datain a singleframe,while TCP attemptsto

sendasmuchdataaspossiblén eachoutgoingsegment.In each
casegexactly 10 Ethernetframesarerequired. Thetestdeliber

ately limits the datatransferredo this relatively small amount
to avoid overrunningbuffersin thenetwork andendpointsjUDP

and configurationsof CTP without flow or congestioncontrol
cannotreliably deliver larger amountsof dataundersuchcon-
ditions, so a direct comparisonacrossall protocolswould be
unfair.

Thetestswereconductedn two 300MHz Pentiumll CPUs
runningLinux kernel2.2.14acrossa 100 Mbps Ethernet. The
TCP implementationis a port of the 4.3 BSD Renoprotocol
modifiedto runasauserspacec-kernelprotocol. TheTCPmea-
surementsveremadewith theflow controlandcongestiorwin-
dows fully open,andthe PUSHflag wassetonthelastsegment
to ensurethe datawere sentwith no delay Thus, every effort
wasmadeto ensurehebaselineTCP measurementareasfast
aspossible.Thetimesareaveragedsrom 20 testsfor eachcase;
thestandarcerrorof eachfigureis approximately0.03ms.

Thesepreliminary resultsindicate an overheadof lessthan
1.5ms (150 us permessagedpver UDP and TCP with approxi-
matelythe sameserviceguaranteef this simpletestandexe-
cutionernvironment. We expectthe performanceof CTPto im-
prove asthe implementationis optimized,althoughit is proba-
bly unrealisticto expectCTPto beatTCPandUDP for thistype
of use.

C. OtherConfigumations

CTP canbe tunedto provide optimized behaior for given
applicationsor ervironments which cangive it a performance
adwantagen thosecasesOneexampleis providing fastretrans-
missionif network lateng is known to below. Versionsof TCP
derivedfrom the BSD coderetransmitsegmentsafterreceving
3 duplicateACKs or uponexpiration of a retransmissiotime-
out. However, theretransmissiotimer is typically very coarse,
on the order of 500ms. Connectionsacrosscampusnetworks
or evenwide area-netwrksfrequentlyyield round-triptimeson
theorderof tensof milliseconds sofasterretransmissiotimers
canbebeneficialundercertaincircumstances.

We have measuredhe performanceof CTP configuredwith
the Positive ACK micro-protocoldescribedn sectionlll-B us-



TABLE Il
END-TO-END LATENCY COMPARISON

| Lossrate(%) || CTPtime (ms) | TCPtime (ms) |

0 0.5 0.3
1 11 10.9
2 2.3 18.2
3 2.4 27.8
4 3.0 46.1
5 3.3 57.6

ing fine-grainedretransmissioniming. The testmeasureshe
time to transmitone small messagdrom the senderto the re-
ceiver. Eachmessagés transmittedndividually, which means
thatthereceverin the TCP experimentdoesnot detectmessage
lossbasedon gapsin the messagestreamand doesnot gener
ate duplicateACKs. As a result, the senderonly retransmits
whentheretransmissiotimer expires. Tablell liststheaverage
end-to-endatengy of this CTP configurationcomparedo TCP
This testwas madeon the sameplatform as describedabove;
network paclketlossesveresimulatedoy droppingvarying pro-
portionsof paclets. The systemclocksweresynchronizedvith
NTP andtimestampsvereaddedby the senderandreadby the
recever. Thetimesare averagesof 1000trials, with an equal
numberof trials madein eachdirectionto minimize biasintro-
ducedby discrepanciebetweerthe clocks.

Although TCP is fasterin the losslesscase,CTP was able
to provide fasterdelivery on averagewhenlossesoccurredby
retransmittingmore quickly. CTP can provide similar advan-
tagesin other ervironmentswhere TCP is known to perform
sub-optimally suchashigh bandwidth-delayroductlinks and
wirelessnetworks. Moreover, CTP allows the userto configure
all of thesefrom a singleintegratedpackageratherthanforcing
theconstructiorof new specializedrotocolsfrom scratch.

D. PerformanceOptimizations

The performancenf a compositeprotocolbuilt using Cactus
suchas CTP canbe optimizedin ary numberof ways. These
optimizationscan be classifiedbasedon whetherthey require
changedn the Cactusruntime systemor micro-protocolsand
the extent of thesechanges. The leastintrusive optimizations
customizethe protocol’s behaior using featuresin the Cactus
runtime specificallyprovided for suchcustomization. For ex-
ample,messagéandlingoperationsanbe customizedo con-
structmessagdeadersn whatever formatis mostefficient for
theparticularprotocol.

Another type of optimization modifies the Cactusruntime
systemput doesnotrequirechangesn themicro-protocolcode.
For example,to eliminatethe table lookupsrequiredto invoke
customizableoperationsthe messagéandlingoperationscan
beaddedasstaticfunctionsto theruntimesystem.

Finally, someoptimizationsrequire that the chosenmicro-
protocolsbe modifiedin someway, eitherby handor through
automaticcompiletime or run time optimization. For example,
the indirectionrequiredto raisean event can be optimizedby

replacingthe raiseoperationwith directcallsto theappropriate
eventhandlersor evenby inlining thehandlers.

In the experimentsabove, the only optimizationusedwasthe
first one describedabove, wherethe Cactusmessagdandling
operationsaarecustomized.The delayfor the unoptimizedCTP
in the testsdescribedn sectionlV-B with the basicconfigura-
tion was4.67ms,while the delaywas3.76msaftermakingthis
optimization. This only took a few hoursof programmingand
did not requireary changego the Cactusframewnork or CTP
micro-protocols.Testingothertypesof optimizationsis part of
plannedfuture work.

E. MemoryUse

The currentprototypeof CTP containssignificanttestingand
deluggingcode,andmakeslittle attemptto minimize memory
use.Thestaticmemoryrequirementsor thisimplementatiorof
the CTP consistof 24 KB for the Cactusframework, 15 KB for
the interfaceto the x-kernel,5 KB for the CTP infrastructure,
and variousamountsfor eachmicro-protocol. Micro-protocol
memoryusevariesfrom afew hundredbytesfor simplemicro-
protocoldike Sequenced Segments, to approximatelyakilo-
byte for typical modulessuchas Reliable FIFO. Particularly
complex micro-protocolslike FEC Reliability may requireas
muchas10KB.

In additionto thesestaticrequirementsafew micro-protocols
allocatesignificantamountsof memoryat runtime. For exam-
ple, orderingmicro-protocolsbuffer messageseceved out of
order, retransmissiomicro-protocolssave copiesof messages
at the senderin casesubsequentransmissionsare required,
and forward error correctionmicro-protocolsrequire spaceat
boththesendeandreceverfor whatever messagearerequired
for performingthe redundang calculations. Thesedynamic
memoryrequirementsary enormouslydependingnthechoice
of micro-protocols,the parameterspecifiedfor thosemicro-
protocols,andotherenvironmentalcriteria suchasthe connec-
tion bandwidth-delayroduct.

Overall,we estimatehatanimplementatiorof CTPdesigned
to minimizememoryusecouldoperatewithin 32 KB plusspace
for the desiredmicro-protocolsandtheir dynamicmemoryre-
quirements.While this spaceis excessve for the smallestem-
beddedmicrocontrollerervironmentswe believe thata careful
implementationof CTP shouldbe feasiblefor most platforms
with modestmemoryconstraints.

F. Limitations

The current version of CTP has a numberof limitations,
mostlybecausé wasdesignegrimarily to sere asa prototyp-
ing ervironmentfor testingdifferentcombinationsf transport-
relatedalgorithmsandfunctions.Oneis thatit usesthex-kernel
push/pognterfacefor interactingwith upperlevelsratherthana
morestandardsoclet-typeAPI. It is, of course possibleto add
suchanAPI ontop of CTP. However, the traditionalsoclet in-
terfacemustbe extendedsomavhat to supportspecificationof
thedesiredransporpropertiedor eachconnectiorandpossibly
for eachmessagée.g.,semanticordering,out of band).



A secondlimitation is that CTP is not interoperablewith
standardransportprotocols,partially dueto its useof the cus-
tom messagdormat. However, limited interoperabilitycould
be addedeasilyby customizingthe messag@ackingroutineto
generatea messagdeaderformat compatiblewith an existing
protocolsuchas UDP. Note, however, that enforcingcompati-
bility with otherprotocolssuchasTCP would placeseverere-
strictionson CTP’s configurability sinceits semanticsvould be
limited to thoseprovided by the existing protocol.

V. RELATED WORK

Relatedwork includesnew transportprotocols,proposedex-
tensiongo TCR, andresearcton configurationframeworks for
transportprotocols. In the first area,a numberof othertrans-
portprotocolshave beenproposedincetheintroductionof TCP
and UDP. Examplesincludethe ReliableData Protocol(RDP)
[23], which providesa message-basdrhnsporiservicewith re-
liability andoptional FIFO orderingguaranteesandthe Versa-
tile MessageTransactiorProtocol(VMTP) [24], which imple-
mentstransactionaRPC-stylecommunication. The latter has
certain customizablefeatures,including optional security and
customizableeliability, andsomesupporffor realtime andmul-
ticast. More recentproposalsncludethe Real-Time Transport
Protocol (RTP), which supportstransmissiorof real-timedata
suchasaudioor video over multicastnetwork serviceg6], and
the StreamControl TransmissionProtocol (SCTP)[7], which
providesimproved reliability using techniqguessuchas multi-
homing.A sunwey of transportprotocolscanbefoundin [17].

Extensiongo TCP have beendevelopedto improve its per
formanceandapplicabilityfor specificapplicationor execution
domains. Examplesof suchextensionsinclude selectie ac-
knowledgmentg[25] and supportfor transaction-orienteger
vices[26].

Thegoalof CTPis notto beyetanothertransportprotocolor
yetanotheTCPextension.Rather CTPis aprototypeof acom-
pletelycustomizableransporprotocolthatcanbeconfiguredo
sene ary applicationdomainin ary executionervironmentto
thebestdegreepossible.CTP canalsobe usedasa prototyping
ervironmentfor testingnew algorithmsfor differenttransport
propertiedn differentexecutionervironments.

A numberof different configurationframeworks have been
usedto constructmodular and to somedegree configurable,
transportservices. Most of theseframewnorks usea linear or
hierarchicatompositiormodel,wherethe communicatiorsub-
systemis constructedas a stackor directedgraphof modules
with identical interfacesfor interchangeability Module inter-
actionsin thesesystemsare typically limited to the exchange
of dataandcontrol messagebetweenadjacentmodulesin the
compositiongraph. The first systemto supportsuch com-
position was SystemV STREAMS [27], which allows a bi-
directionalconnectiorbetweenra users processanda device or
a pseudo-deice calleda streamto be extendeddynamicallyby
the additionof new modules.The x-kernel[9], andsubsequent
CORDS[10] and Scout[28] systemssupporta more general
directedprotocol graphwith explicit supportfor multiple log-
ical sessionsand multiplexing and demultiplexing. In the x-

kernel,theprotocolgraphis staticallyconfiguredatinitialization
time anddifferentmessagesiaytake differentpathsthroughthe
graphdependingon, for example,the size of the message.To
ourknowledge honeof theseapproachebave beenusedto con-
structtransporserviceghatarecustomizabléo thesamedegree
asCTPR

Similar compositionmodelshave beenusedin recentsys-
tems. For example, RWANDA dynamically builds a proto-
col stackby composinga linear sequenceof moduleschosen
at runtime[29]. The work on ProtocolBoosters[30] focuses
on improving the performanceof existing protocolsby adding
boostercomponentshat canbe combinedby nesting,resulting
in a linear order of boostercomponents.Finally, hierarchical
compositionmodelsare usedin the Horus[31] and Ensemble
[32], [33] systemgo constructconfigurablegroupcommunica-
tion servicesas stacksof protocol components.The interface
betweenprotocol componentsn thesesystemsis richer than
in systemssuchas the x-kernel to accommodaténformation
transfersuchas membershigghanges.Theseprojecthave also
workedon performancémprovementsy bypassingertainpro-
tocol componentsluringnormaloperation34].

The Cactusmodel provides a more flexible framework for
constructingconfigurabletransportprotocolsthan ary of the
hierarchicalmodels. Cactusdoesnot force a linear order be-
tweenmodulesvhenthemodulesarelogically onthesamdevel
or even completelyindependent For example,reliability, flow
control, and congestioncontrol in our designareindependent,
which meansthat no specificexecutionorderis neededor en-
forced by Cactus. Furthermore Cactusallows arbitrarily rich
interactionsbetweenmodulesthat needto interactratherthan
limiting interactionto be messagexchangedetweenadjacent
modulesin agraph.The congestiordetectionandthetransmis-
sion control eventsare a good example of how this flexibility
canbeused.Finally, modulesin hierarchicaimodelsmusttypi-
cally actasdatafilters thatgetonechanceo processaa message
whenit traversesthe communicationrsubsystem.In Cactus,a
micro-protocolcanbe muchmoresophisticateéndcanprocess
amessageultipletimeswhile it is within acompositeprotocol.
For example,a micro-protocolmay be notifiedwhena message
arrivesatthecompositgrotocol,whenit is readyto betransmit-
ted,andwhenit hasbeensentout. As aresult,micro-protocols
donotneedto besimpledatafilters, but canimplementarbitrary
logical transportproperties.

Adaptive[12] introducesanon-hierarchicahpproacHor con-
structingconfigurableprotocols.In thisapproacheachprotocol
or serviceconsistof a“backplane”with slotsfor differentpro-
tocolfunctionssuchasflow controlandreliability. Thefactthat
aserviceis pre-dvidedinto afixedsetof functions(or slots)nat-
urally restrictsthe compositione.g.,slotscannotbe left empty
andnew slotsaredifficult to add. Interactiondetweerdifferent
protocolfunctionsis alsoprescribedy thebackplane Adaptive
providesahigherlevel configurationinterface wherea protocol
compositions createchutomaticallypasednafunctionalspec-
ification. Sucha higherlevel interfacecould alsobe developed
for CTPif desired.Finally, the UniversalTransportibrary [35]
aimsto deliver customizedransportprotocolfunctionality, but



focuseson providing an abstractinterfaceunderwhich one of
mary staticprotocolscanbe substitutedratherthancomposing
aprotocolfrom a setof independentodules.

VI. CONCLUSIONS

The ability to customizetransportprotocolscanprovide im-
portant flexibility when it comesto supportingnen applica-
tions and new network technologies.Here, we have described
an approachto building suchservicesbasedon the Cactusde-
sign andimplementationframework, aswell asa concretere-
alizationof the approachin the form of CTR In this family of
transportprotocols,variousattributessuchasreliabletransmis-
sionandcongestiorcontrolareimplementedasseparatenicro-
protocolswhicharethencombinedn differentwaysto provide
customizedsemanticsinitial experimentaresultsindicatethat,
while the performanceds somavhat slover thanTCP andUDP
for similar configurations the ability to target the guarantees
more preciselycanin fact resultin betterperformance.More
experimentsare being conductedo explore thesebenefitsfur-
ther.

Ongoingwork relatedto the Cactusarchitecturancludesin-
vestigatingtools to partially or completelyautomatethe task
of configuringa compositeprotocolto meetspecifiedrequire-
ments,andadaptie protocolsthatchangeheir behaior at run-
time [36]. Resultsin theseareascould be appliedto make CTP
morepowerful andto simplify its use.

Other future work on CTP will concentraten three areas.
First, we intendto use CTP as an experimentationand proto-
typing platform to implementand measurdifferenttransport-
relatedalgorithms. Second,CTP will be extendedto support
customizablemulticastand group communication.Finally, we
will explorefurtherperformanceptimizationspothin the CTP
compositeprotocolandin the Cactusruntimesystemitself.
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