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The Problem

Idea Code

too far!

5



The Problem
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Datatypes
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Datatypes

Relations

Exploration +
Bounded Verifcation
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Cross-Site Request Forgery
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Datatypes

abstract sig EndPoint {}

sig Client

 extends EndPoint {}
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Datatypes

abstract sig EndPoint {}

sig Client

 extends EndPoint {}

sig Server

 extends EndPoint {

  causes: set HTTPEvent

}

abstract sig HTTPEvent {

  from : one EndPoint,

  to : one EndPoint,

  origin : one EndPoint

}

// Request, Response, Redirect

//  extends HTTPEvent

Redirect ==> auto-retry
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Bounded Exploration
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Bounded Exploration redex-check ?
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Relations

Type 1:  facts about the world

pred RequestResponse {

  all r: Response | one response.r

  // every Response is paired with

  //  a unique request

}

// ...
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Relations

Type 2:  facts about our design

pred EnforceOrigins[good: Server] {

  all r:Request | r.to = good =>

    r.origin = good    // from good server

    or

    r.origin = r.from  // from client

}
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Checks

run {

  // can we find (hope not)

  some good, bad: Server {

    EnforceOrigins[good]

    // ...

  }

} for exactly 2 Server,

      exactly 1 Client,

      5 HTTPEvent

bounds

No instances?
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Checks

run {

  // can we find (hope not)

  some good, bad: Server {

    EnforceOrigins[good]

    // ...

  }

} for exactly 2 Server,

      exactly 1 Client,

      5 HTTPEvent

Uh Oh!
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User

101010
010101

Evil Server

Good Server

Idea: add origin to requests,
    validate at Good Server

Redirects can be mis-labeled

How about a set of origins??
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Quickly found a bug!
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What sets Forge apart?
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Custom Visualization Unit Testing Language Levels
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Custom Visualization
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Custom Visualization
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Custom Visualization

Much more than pretty pictures!
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Unit Testing

example assert test suite test expect
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Unit Testing

example assert test suite test expect

But:  Programming  !=  Modeling
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Unit Testing

pred row1_Xfull {(Board.board[0]).X = (0+1+2)}

pred some_moved {some Board.board}

inst good_ttt {

    Board = `Board0    X = `X    O = `O    Player = `X + `O

    `Board0.board = (1, 1) -> `X + (1, 2) -> `O }

partial instance
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Unit Testing

pred row1_Xfull {(Board.board[0]).X = (0+1+2)}

pred some_moved {some Board.board}

inst good_ttt {

    Board = `Board0    X = `X    O = `O    Player = `X + `O

    `Board0.board = (1, 1) -> `X + (1, 2) -> `O }

example moveMiddleFirst is {wellformed} for good_ttt 

pred vs inst
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Unit Testing

pred row1_Xfull {(Board.board[0]).X = (0+1+2)}

pred some_moved {some Board.board}

inst good_ttt {

    Board = `Board0    X = `X    O = `O    Player = `X + `O

    `Board0.board = (1, 1) -> `X + (1, 2) -> `O }

example moveMiddleFirst is {wellformed} for good_ttt 

test suite for winning {

  assert row1_Xfull is sufficient for winning for 1 Board

  assert some_moved is necessary for winning for 1 Board }

pred vs pred: over- / under-constraint
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Test recipe?

1. instances
2. overconstraints
3. underconstraints
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Test recipe?

1. instances
2. overconstraints
3. underconstraints

Other basic checks:
- vacuity
- determinism ...
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Language Levels
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Language Levels

r not in r.^(response.embeds)

??

38



Language Levels

r not in r.^(response.embeds)

??

CS1 in prereqs.CS2

"What a travesty that would be!"
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Language Levels

#lang forge/temporal
++ Linear Temporal Logic

#lang forge/relational
++ N-ary Relations

#lang forge/bsl
Functional Relations
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Language Levels

#lang forge/froglet

abstract sig Player {}

one sig X, O extends Player {}

sig Board { board : pfunc ( Int -> Int) -> Player }

pred wellformed {

  all b: Board | all row, col : Int | {

    -- no out-of-bounds marks

    (row < 0 or row > 2 or col < 0 or col > 2) ==>

      no b.board[row][col] } }

simple functions

no relational operators
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Language Levels

#lang forge/relational

sig Node { edges : set Node -> Int }

pred connected {

  all disj n1, n2: Node | n2 in n1.^(edges.Int) } 

set

^  =  transitive closure
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Language Levels

#lang forge/temporal

option max_tracelength 12

sig Counter { var value : one Int }

pred incrs {

  Counter.value = 0

  always {

    Counter.value' = add[Counter.value, 1] }} 

var

'
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#lang forge/temporal

option max_tracelength 12

sig Counter { var value : one Int }

pred incrs {

  Counter.value = 0

  always {

    Counter.value' = add[Counter.value, 1] }} 

Core Language

#lang forge/core

(set-option! 'problem_type 'temporal)

(set-option! 'max_tracelength 12)

(sig Counter)

(relation value (Counter Int) #:is-var "var")

(pred incrs

  (and (= (join Counter value) (int 0))

       (always (= (join Counter (prime value))

                  (add (join Counter value) (int 1))))))

(run incrs_run #:preds [incrs])

(display incrs_run)
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Evaluation
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Pre-switch Surveys
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Bounded Verifcation

50



Datatypes

Relations

Exploration +
Bounded Verifcation

Custom Visualization Unit Testing Language Levels
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https://forge-fm.org

blg@cs.utah.edu
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Siddhartha
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