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Example:

Cross-Site Request Forgery
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Problem: every request carries

User's auth. cookies

Idea: add origin to requests,
validate at Good Server













#lang forge

abstract sig EndPoint {}

sig Server extends EndPoint {
causes: set HTTPEvent

}

sig Client extends EndPoint {}

abstract sig HTTPEvent {
from : one EndPoint,

to : one EndPoint,
origin : one EndPoint

sig Request extends HTTPEvent {
response: lone Response

sig Response extends HTTPEvent {
embeds: set Request
}

sig Redirect extends Response {}

run {} for exactly 2 Server, exactly 1 Client
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Type 1 facts about the world
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Type 2: facts about our design
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// can we find (hope not)
some good, bad: Server {
EnforceOrigins[good]

}

} for exactly 2 Server,
exactly 1 Client,
5 HTTPEvent
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Good Server

Idea: add origin to requests,

vahdate at Good Server

Redlrects can be mis- Iabeled -
VX e el

Q How about a set of or|g|ns77

“‘5"9‘ T

16






St G
Model Checkers
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Lightweight FM

.

Usability >> Completeness

Insight: Most bugs have small instances
small scope hypothesis - D. Jackson
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What sets Forge apart?
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What sets Forge apart?
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Custom Visualization
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Custom Visualization
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Custom Visualization

dex. htmi51362

Sterling

Timeslot0

{pu
Timeslot1

{pd
Timeslot2

file: /U

r

const d3 = require('d3’)

AttackerStrand0  reflect_resg

{agent: Attacker0) (agent: nan .
{pubK(nameO)} piwimame 5

}K{namec)) WNJ"'“ 8

K(name1)} nnvxtnl -

= '8

Timeslot3

(pubx(mmeh» privKineme

const GREEN = '#19E80L';
const BLACK = '2000080°;

19 sllows for custom fonts
20 di.select(svgl

. appen 3

.append
23 .attr(“type’, ‘text

Ltext("gimport urll

» A function te

function orderTimeslots(arr] {
the data from the f
const mextRange = T lot.mext

At the moment, if using base d3,

D) © varisvies

Stage Variables
e Variab Value
- le
» o
- g <svge
- width 373.5
height 624
Datum Variables
Variab Type
— o
instan Alkoyins
o ce tance
L univ AlkoySi
i nature
'3 7 Int Ay
- Dature
= Tinesl AlloySig
RS ot nature
P skelet AlkySia
ce_ref nature
e lect_®
N nesg Ak
== Dature
. skelet AlkrySig
on_ref oature
lect 1
- skelet AlloySig
- on_ref nature
lect 2

i AlknSia

[ sapqeuep

sBunas

© o3

B xoqenga3

® ton

o S strand
Manual Datum  Console Dump  » Connected

Much more than pretty pictures!
Building on decades of CogSci research

Applying Cognitive Principles to Model-Finding Output:
The Positive Value of Negative Information

TRISTAN DYER, TIM NELSON, KATHI FISLER, and SHRIRAM KRISHNAMURTHI, Brown
University, USA

Model-finders, such as SAT/SMT-solvers and Alloy, are used widely both directly and embedded in domain-
specific tools. They support both conventional verification and, unlike other verification tools, property-free
exploration. To do this effectively, they must produce output that helps users with these tasks. Unfortunately,
the output of model-finders has seen relatively little rigorous human-factors study.
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Unit Testing

example

assert

test suite

test expect

How do we know the model

IS correct?
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Unit Testing

N W s 1N

Challenge: Programming != Modeling
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Language Levels

@




Language Levels

r not in r.*(response.embeds)

CS1 in prereqgs.CS2

"What a travesty that would be!"
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Language Levels

#lang forge/temporal
++ Linear Temporal Logic

#lang forge/relational
++ N-ary Relations

#lang forge/bsl
Functional Relations
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Language Levels

#lang forge/temporal
++ Linear Temporal Logic

#lang forge/relational
++ N-ary Relations

#lang forge/bsl
Functional Relations
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In what ways is LTL difficult to use?

+3 years of studies with researchers and students

qualtrics
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Categories of LTL Errors

Bad Prop

Implicit G

Bad State Index

Implicit Prefix

Bad State Quantification

Other Implicit

Cycle G

Trace Split U

Exclusive U

Spreading X

Implicit F

Weak U
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Q. Translate to LTL:
The green light turns on exactly once

F = eventually G = always X = next state




Q. Translate to LTL:
The green light turns on exactly once
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Q. Translate to LTL:

The green light turns on exactly once

F

eventually G = always X = next state

X

F(green) & G(green

=> X(!green))

F(green) & G(green

=> X(G(!green)))
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Q. Translate to LTL:

The green light turns on exactly once

F

eventually G = always X = next state

X
v

F(green) & G(green

=> X(!green))

F(green) & G(green

=> X(G(!green)))
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Q. Translate to LTL:
The green light turns on exactly once

F

eventually G = always X = next state

X
v

F(green) & G(green => X(!green))
Implicit G

F(green) & G(green => X(G(!green)))
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https://1tl-tutor.xyz

S LTL Tutor

Itl-tutor.xyz.

[Version 1.1.1] Logged in as anon-user-BulkcG
Tutor Dashboard LTL Syntax Generate Exercise Instructor Dashboard Profile Log Out
Exercise

Does this trace satisfy the following LTL formula?

(! (Fp))
lpgak!d g > paac!d

Yes
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https://1tl-tutor.xyz

& LTL Tutor

Itl-tutor.xyz.
[Version 1.1.1]

Tutor Dashboard  LTL Synta

Exercise

Does this trace satisfy the fg

(! (Fp))

lphak!d g > lpial

& LTL Tutor

Iti-tutor.xyz

Tutor Dashboard  LTL Sy

e o

That's not correct

enerate Exercise tructor Dashboard Profile Log OL

Don't worry, keep trying! The correct answer is highlighted in green (i.e: ( > (X a))))
Your selection is more permissive than the correct answer. Here is a trace that satisfies your selection, but not the correct
answer:

——
lp—Pp—Pla—P 1 g =1

Alt Trace: !

39



1
1&2‘ 10 ]cl
\ |

Relations

Exploration +

Y

Bounded Verification

40



Relations

Persond
"~ :
0\
/

{ 1&2‘ \a‘f‘
f \ |
|

Exploration +

Y

Bounded Verification

LN

Custom Visualization
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https://forge-fm.org

blg@cs.utah.edu
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