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Abstract

Network traffic classification that is generally applicable and highly accurate is
extremely valuable for many network security and management tasks. A flexible and
easily configurable classification framework is ideal so it can be customized for use in
many different networks. In this thesis we propose a highly configurable and flexible
machine learning traffic classification method that relies only on statistics of sequences
of packets to distinguish known or approved traffic from unknown traffic. Our method
is based on likelihood estimation, provides a measure of certainty for classification
decisions, and can classify traffic at adjustable certainty levels. Our classification
method can also be applied in different classification scenarios, each prioritizing a
different classification goal. We demonstrate how our classification scheme and all its
configurations perform well on real-world traffic from a high performance computing
network environment.
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ABSTRACT 
 
 

 

NeWZRUk WUaffic claVVificaWiRn WhaW iV geneUall\ aSSlicable and highl\ accXUaWe iV e[WUemel\ 

YalXable fRU man\ neWZRUk VecXUiW\ and managemenW WaVkV. A fle[ible and eaVil\ 

cRnfigXUable claVVificaWiRn fUameZRUk iV ideal VR iW can be cXVWRmi]ed fRU XVe in man\ 

diffeUenW neWZRUkV. In WhiV WheViV Ze SURSRVe a highl\ cRnfigXUable and fle[ible machine 

leaUning WUaffic claVVificaWiRn meWhRd WhaW UelieV Rnl\ Rn VWaWiVWicV Rf VeTXenceV Rf SackeWV 

WR diVWingXiVh knRZn RU aSSURYed WUaffic fURm XnknRZn WUaffic. OXU meWhRd iV baVed Rn 

likelihRRd eVWimaWiRn, SURYideV a meaVXUe Rf ceUWainW\ fRU claVVificaWiRn deciViRnV, and 

can claVVif\ WUaffic aW adjXVWable ceUWainW\ leYelV. OXU claVVificaWiRn meWhRd can alVR be 

aSSlied in diffeUenW claVVificaWiRn VcenaUiRV, each SUiRUiWi]ing a diffeUenW claVVificaWiRn 

gRal. We demRnVWUaWe hRZ RXU claVVificaWiRn Vcheme and all iWV cRnfigXUaWiRnV SeUfRUm 

Zell Rn Ueal-ZRUld  WUaffic fURm a high SeUfRUmance cRmSXWing neWZRUk enYiURnmenW. 
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INTRODUCTION 
 

 
The accXUaWe and Wimel\ claVVificaWiRn Rf neWZRUk WUaffic iV cUXcial WR man\ 

neWZRUk managemenW and VecXUiW\ WaVkV. CaWegRUi]aWiRn Rf neWZRUk WUaffic \ieldV YalXable 

infRUmaWiRn Rn a neWZRUk'V acWiYiW\, and claVVificaWiRn dRne in Ueal-Wime enableV WhiV 

infRUmaWiRn WR be TXickl\ acWed XSRn WR enVXUe a VecXUe and efficienW neWZRUk. AnRmal\ 

deWecWiRn, TXaliW\ Rf VeUYice mRniWRUing, inWUXViRn RU aWWack deWecWiRn, and UeVRXUce 

allRcaWiRn Slanning aUe all difficXlW neWZRUk managemenW WaVkV ZheUe WUaffic claVVificaWiRn 

Sla\V a cUiWical URle in VRlYing. WiWh Whe SeUYaViYe and diYeUVe XVage Rf Whe inWeUneW and 

Rnline deYiceV, laUge YRlXmeV Rf WUaffic fURm man\ diffeUenW aSSlicaWiRnV aUe cRnVWanWl\ 

hRVWed Rn neWZRUkV. RRbXVW and fle[ible WUaffic claVVificaWiRn iV a difficXlW WaVk dXe WR Whe 

Zide YaUieW\ Rf WUaffic and d\namic naWXUe Rf VRXUce aSSlicaWiRnV. TUaffic claVVificaWiRn 

WechniTXeV haYe changed gUeaWl\ RYeU Wime, in UeacWiRn WR changeV in neWZRUking aV a 

field. 

EaUl\ and VimSle meWhRdV Rf WUaffic claVVificaWiRn XVe SRUW nXmbeUV WR idenWif\ Whe 

WUaffic VRXUceV [1-3]. HRZeYeU, aSSlicaWiRn SRUW nXmbeUV became mRUe XnSUedicWable aV 

mRUe aSSlicaWiRnV XVed RbVcXUe, SURWRcRl-baVed, RU cRnfigXUable SRUWV, VR SRUW nXmbeUV 

ZeUe nR lRngeU a Ueliable VRXUce Rf claVVificaWiRn [4-6]. In UeVSRnVe WR SRUW-baVed 

claVVificaWiRn becRming leVV effecWiYe, UeVeaUch WXUned WR claVVificaWiRn meWhRdV WhaW XVe 

daWa SackeW inVSecWiRn WR find aSSlicaWiRn RU SURWRcRl VignaWXUeV, i.e., SaWWeUnV RU daWa 

VSecific WR Whe VRXUce aSSlicaWiRn RU SURWRcRl [4], [7-9]. TheVe SURcedXUeV UeTXiUe Whe 

abiliW\ WR inVSecW SackeW Sa\lRadV, VR Whe\ aUe Xnable WR claVVif\ encU\SWed WUaffic and alVR 

UeTXiUe high cRmSXWaWiRnal RYeUhead and XS-WR-daWe aSSlicaWiRn RU SURWRcRl VignaWXUeV WR 
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maWch WUaffic ZiWh. TheVe iVVXeV SUeVenW cRnVideUable limiWaWiRnV WR inVSecWiRn-baVed 

claVVificaWiRn. 

MRVW cXUUenW aSSURacheV WR WUaffic claVVificaWiRn XVe machine leaUning algRUiWhmV 

and VWaWiVWical SURSeUWieV Rf WUaffic flRZV WR caWegRUi]e WUaffic. A flRZ iV XVXall\ defined b\ 

all SackeWV ZiWh Whe Vame 5-WXSle: VRXUce/deVWinaWiRn IP, VRXUce/deVWinaWiRn SRUW, SURWRcRl. 

The VWaWiVWical SURSeUWieV Rf flRZV aUe UefeUUed WR aV feaWXUeV. UVing VWaWiVWical feaWXUeV Rf 

neWZRUking acWiYiW\ fRU claVVificaWiRn aYRidV XVing SRUWV RU SackeW Sa\lRadV, WheUeb\ 

Uemed\ing Whe limiWaWiRnV Rf SRUW and Sa\lRad baVed SURcedXUeV. Machine leaUning 

WechniTXeV Uel\ Rn Whe facW WhaW diffeUenW aSSlicaWiRnV haYe diffeUing neWZRUking behaYiRU 

and SaWWeUnV. TheVe diffeUenceV aUe UeSUeVenWed in feaWXUeV When diVcRYeUed and XVed WR 

diVceUn flRZV' claVVeV b\ a machine leaUning mRdel. 

In WhiV SaSeU, Ze SUeVenW a machine leaUning WechniTXe WhaW XVeV VWaWiVWicV Rf 

VXbflRZV, RU VRme VeUieV Rf SackeWV fURm a flRZ, WR claVVif\ WUaffic ZiWh a meaVXUe Rf 

ceUWainW\. We claVVif\ WUaffic XVing SURbabiliVWic leaUning ZiWh likelihRRd eVWimaWiRn and 

adjXVWable ceUWainW\ leYelV, VR Ze can claVVif\ WUaffic aW higheU RU lRZeU cRnfidence leYelV 

baVed Rn neWZRUk SUefeUenceV. ThiV aSSURach allRZV neWZRUk adminiVWUaWRUV WR cRnfigXUe 

and XVe RXU claVVificaWiRn VR WhaW iW SeUfRUmV beVW Rn Whe mRVW imSRUWanW WUaffic in WheiU 

neWZRUk. OXU meWhRd can RSeUaWe in WhUee diffeUenW claVVificaWiRn VcenaUiRV: (1) 

claVVificaWiRn SeUfRUmed ZiWh VWUicW ceUWainW\ WhUeVhRldV UeVXlWing in knRZn, XnknRZn, and 

XnceUWain claVVificaWiRn deciViRnV; (2) claVVificaWiRn ZiWh majRUiW\ likelihRRd, eliminaWing 

an\ XnceUWain claVVificaWiRn deciViRnV; (3) incUemenWal claVVificaWiRn, ZheUe Whe claVVifieU 

gaWheUV infRUmaWiRn VXbflRZ b\ VXbflRZ, enabling Whe claVVifieU WR Ueach a claVVificaWiRn 

deciViRn aV VRRn aV SRVVible. TheVe diffeUenW claVVificaWiRn RSWiRnV alRng ZiWh adjXVWable 
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claVVificaWiRn ceUWainW\ leYelV make RXU WechniTXe YeU\ cRnfigXUable, allRZing iW be be 

eaVil\ cXVWRmi]ed WR beVW fiW a neWZRUk'V needV.  

We claVVif\ WUaffic inWR knRZn and XnknRZn claVVeV ZheUe Whe knRZn claVV 

cRnViVWV Rf WUaffic fURm VRme gURXS Rf aSSlicaWiRnV aSSURYed fRU neWZRUk XVage, and Whe 

XnknRZn claVV cRnViVWV Rf WUaffic fURm an\ aSSlicaWiRnV nRW in Whe knRZn gURXS. TheVe 

claVV definiWiRnV fiW Zell inWR Ueal-ZRUld neWZRUkV and Wake adYanWage Rf Whe facW WhaW 

neWZRUkV ZiWh VSecific inWended aSSlicaWiRn XVage XVXall\ allRZ aSSlicaWiRnV ZiWh VimilaU 

fXncWiRnV and behaYiRUV. The bURad definiWiRn Rf Whe XnknRZn claVV allRZV iW WR inclXde a 

hXge aUUa\ Rf diYeUVe aSSlicaWiRn WUaffic, VR Whe YaUiaWiRn beWZeen XnknRZn WUaffic and 

knRZn WUaffic iV bRXnd WR be gUeaWeU Whan Whe YaUiaWiRn ZiWhin Whe knRZn WUaffic claVV. The 

knRZn claVV Zill geneUall\ cRnWain VSecified aSSlicaWiRnV ZiWh VimilaU WUaffic and Whe 

XnknRZn claVV Zill inclXde a hXge YaUieW\ Rf aSSlicaWiRnV WhaW haYe diffeUenW behaYiRUV 

fURm Whe knRZn WUaffic. OXU meWhRd VXcceVVfXll\ findV and XWili]eV WheVe diffeUenceV fRU 

claVVificaWiRn Yia machine leaUning. ThiV claVV Vcheme iV alVR fle[ible Vince Whe knRZn 

claVV can be defined ZiWh an\ VeW Rf aSSlicaWiRnV, allRZing neWZRUk adminiVWUaWRUV WR 

define a cXVWRm knRZn claVV fRU WheiU neWZRUk ZiWh aSSlicaWiRnV WhaW aUe allRZed fRU 

XVage Rn WheiU neWZRUk. OXU WechniTXe iV eaVil\ cRnfigXUed WR fiW a YaUieW\ Rf neWZRUk 

needV and iV Zidel\ aSSlicable WR man\ Ueal-ZRUld neWZRUkV.  

ThiV ZRUk makeV WheVe main cRnWUibXWiRnV:  

x We SUeVenW a SURbabiliVWic machine leaUning meWhRd WhaW claVVifieV WUaffic ZiWh a 

meaVXUe Rf ceUWainW\. We deVcUibe hRZ Whe ceUWainW\ Rf claVVificaWiRn deciViRnV can be 

eaVil\ cRnfigXUed WR \ield diffeUenW UeVXlWV. 
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x We VhRZ WhaW RXU meWhRd can be aSSlied in 3 diffeUenW  claVVificaWiRn VcenaUiRV, each 

SUiRUiWi]ing a diffeUenW claVVificaWiRn gRal. 

x We demRnVWUaWe hRZ RXU meWhRd and all Rf iWV cRnfigXUaWiRnV can be XVed WR 

effecWiYel\ claVVif\ WUaffic in Whe Science DMZ [10] neWZRUk VeWWing. 
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BACKGROUND AND RELATED WORK 

 

TUaffic claVVificaWiRn WechniTXeV XVing machine leaUning cRmSUiVe WZR main 

cRmSRnenWV: Whe UeSUeVenWaWiRn Rf neWZRUk WUaffic and machine leaUning algRUiWhm. FURm 

Whe YaVW e[iVWing UeVeaUch Ze SUeVenW a bUief RYeUYieZ Rf ZRUk UeleYanW WR RXUV. 

Man\ diffeUenW UeSUeVenWaWiRnV and VWaWiVWical feaWXUeV Rf flRZV haYe been 

e[SlRUed in SUeYiRXV ZRUk. SWaWiVWicV Rn SackeW Vi]e, aUUiYal WimeV, and SackeW W\SeV haYe 

UeVXlWed in high claVVificaWiRn accXUacieV Zhen XVed ZiWh a Zide YaUieW\ Rf machine 

leaUning meWhRdV [5], [9], [11], [12]. TheVe feaWXUeV can be calcXlaWed RYeU all Whe SackeWV 

in an enWiUe flRZ RU Rn VRme VeUieV Rf SackeWV VamSled fURm Whe flRZ [5], [11], [13], [14]. 

ReVeaUch alVR e[iVWV Rn feaWXUe VelecWiRn WechniTXeV XVed WR UedXce Whe nXmbeU Rf feaWXUeV 

needed fRU claVVificaWiRn and WR find RSWimal feaWXUeV WhaW UeVXlW in Whe beVW VWaWiVWical 

UeSUeVenWaWiRn Rf neWZRUk WUaffic [12], [15]. In WheVe ZRUkV, SackeW Vi]e VWaWiVWicV and 

diVcUeWe feaWXUe YalXeV ZeUe fRXnd WR enable claVVificaWiRn accXUacieV Rf 93% and abRYe 

fRU mXlWiSle machine leaUning algRUiWhmV [12].  

CalcXlaWing feaWXUeV RYeU an enWiUe flRZ iV nRW ideal fRU Wimel\ claVVificaWiRn, 

SURmSWing mRUe SUacWical neWZRUk WUaffic claVVificaWiRn meWhRdV WhaW claVVif\ VeTXenceV Rf 

SackeWV in a flRZ. UVing  feaWXUeV  Rn  Rnl\  Whe  fiUVW  feZ  SackeWV  Rf  flRZV ZaV fRXnd WR 

\ield UeaVRnable claVVificaWiRn UeVXlWV [11-12]. EaUlieU  ZRUk  alVR  fRXnd  WhaW  XVing  a  

VeTXence  Rf  SackeWV, RU  VXbflRZV, Rf  aV  feZ  aV  25  SackeWV  can  UeVXlW in 

claVVificaWiRn SUeciViRn and Uecall Rf abRYe 95% [13]. ThiV VXbflRZ ZRUk ZaV e[Sanded 

XSRn b\ [14], finding WhaW claVVificaWiRn SeUfRUmance iV nRW affecWed b\ Whe SRViWiRn Rf Whe 

VXbflRZ ZiWhin Whe RYeUall flRZ RU Whe diUecWiRn Rf Whe SackeWV. OWheU ZRUk haV e[SlRUed 
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diffeUenW meWhRdV Rf VelecWing VXbflRZV WhaW aUe eVSeciall\ UeSUeVenWaWiYe Rf Whe VWaWiVWicV 

Rf Whe RYeUall flRZ fRU WUaining, VR WhaW WUaining UeTXiUeV minimal SURceVVing Rf Rnl\ Whe 

RSWimal e[amSleV [14], [16].  In [13], [14], [17] Whe lengWh Rf Whe VXbflRZ (YalXe Rf ܰ) 

UeVXlWV in a WUade-Rff beWZeen claVVificaWiRn SeUfRUmance and SURceVVing UeTXiUemenWV, 

ZiWh higheU YalXeV Rf ܰ leading WR beWWeU claVVificaWiRn bXW UeTXiUing mRUe SURceVVing 

Wime and memRU\ [13], [14], [16]. 

Man\ diffeUenW machine leaUning algRUiWhmV haYe been XVed fRU WUaffic 

claVVificaWiRn. EaUl\ ZRUk XVed WUadiWiRnal VXSeUYiVed leaUning meWhRdV, WhaW claVVif\ 

WUaffic inWR SUe-defined claVVeV, inclXde deciViRn WUeeV and Ba\eVian anal\ViV WechniTXeV 

[5], [13], [18], [19]. TheVe meWhRdV haYe been VhRZn WR SeUfRUm claVVificaWiRn aW 

accXUacieV abRYe 95% Rn YaUiRXV VeWV Rf aSSlicaWiRnV [5], [18]. UnVXSeUYiVed and Vemi-

VXSeUYiVed leaUning meWhRdV, ZheUe WUaffic iV gURXSed baVed Rn VimilaUiW\ UaWheU Whan 

e[SliciWl\ claVVified inWR a claVV, haYe alVR been e[SlRUed in [6], [20-23]. ClXVWeUing 

Xnlabelled RU SaUWiall\ labelled WUaffic UeVXlWed in claVVificaWiRn accXUacieV Rf 90-93% [6], 

[20]. RecenW meWhRdV XVe deeS leaUning, ZiWh VXSeUYiVed claVVificaWiRn SeUfRUmed b\ 

cRnYRlXWiRnal neXUal neWZRUkV and UecXUUenW neXUal neWZRUkV, and XnVXSeUYiVed leaUning 

Rf WUaffic UeSUeVenWaWiRnV and WUaffic imiWaWiRn SeUfRUmed b\ aXWR-encRdeUV and geneUaWiYe 

adYeUVaUial neWZRUkV [11]. VaUiRXV aUchiWecWXUeV Rf neXUal neWV XVed fRU claVVificaWiRn 

haYe achieYed high accXUacieV Rf XS WR 96% [17]. 

MRVW Rf WhiV e[iVWing ZRUk claVVifieV WUaffic b\ maSSing iW WR an aSSlicaWiRn, 

aSSlicaWiRn W\Se, RU SURWRcRl. A feZ claVVif\ WUaffic inWR knRZn and XnknRZn claVVeV b\ 

diVceUning a VSecific, knRZn aSSlicaWiRn RU gURXS Rf aSSlicaWiRnV fURm RWheU WUaffic Zhich 

ma\ inclXde man\ RWheU aSSlicaWiRnV [13-14], [24]. OXU ZRUk XVeV WhiV laWWeU Vcheme Rf 
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knRZn and XnknRZn claVVificaWiRn aV iW iV leVV e[SlRUed, mRUe fle[ible, and Zidel\ 

aSSlicable. FRU e[amSle: knRZn WUaffic cRXld be defined aV a bURad VeW Rf nRn-maliciRXV 

acWiYiWieV fRU a Zell-SURWecWed, lRZ-UiVk neWZRUk bXW a Vmall VeW Rf VSecificall\ aSSURYed 

aSSlicaWiRnV fRU a neWZRUk ZiWh leVV VecXUiW\ deVigned fRU VSeciali]ed XVeV Rnl\. The 

fle[ibiliW\ Rf WhiV knRZn YV. XnknRZn claVVificaWiRn bUingV addiWiRnal challenge, aV RXU 

claVVificaWiRn meWhRd mXVW be URbXVW enRXgh WR SeUfRUm Zell Rn man\ diffeUenW VeWV Rf 

knRZn aSSlicaWiRnV.  

In addiWiRn WR addUeVVing Whe mRUe challenging WaVk Rf claVVif\ing WUaffic inWR 

fle[ible knRZn and XnknRZn claVVeV, Ze cRnVideU claVVificaWiRn in Whe Science DMZ 

neWZRUk VeWWing Zhich haV nRW been SUeYiRXVl\ e[SlRUed. A Science DMZ iV a 

VXbneWZRUk, XVXall\ SaUW Rf a XniYeUViW\ neWZRUk, WhaW iV cRnfigXUed and deVigned WR 

RSWimi]e Whe XVage Rf high-SeUfRUmance VcienWific cRmSXWing aSSlicaWiRnV [10]. ThiV 

neWZRUk definiWiRn fiWV Zell ZiWh RXU knRZn YV. XnknRZn claVVificaWiRn, aV a Science 

DMZ iV inWended WR hRVW WUaffic fURm VSecific VcienWific cRmSXWing aSSlicaWiRnV and nR 

RWheU WUaffic. OXU WUaffic daWaVeW iV VRXUced fURm UniYeUViW\ X'V Science DMZ, Zhich 

allRZV XV WR eYalXaWe RXU meWhRd Rn UealiVWic high-SeUfRUmance cRmSXWing WUaffic. OXU 

aSSURach SeUfRUmV claVVificaWiRn aW RU neaU 100% accXUac\ Rn UeSUeVenWaWiYe Science 

DMZ WUaffic, and Ze addiWiRnall\ eYalXaWe Rn a mRUe challenging WUaffic daWaVeW ZiWh 

UeaVRnable UeVXlWV WR VhRZ WhaW RXU meWhRd iV geneUali]able. 

 



 

 

8

 
 

TRAFFIC REPRESENTATION METHODOLOGY 

 

A feaWXUe YecWRU UeSUeVenWaWiRn Rf neWZRUk WUaffic iV neceVVaU\ in RUdeU WR XVe 

machine leaUning fRU claVVificaWiRn. We SUeVenW Whe fRUmaW and VWaWiVWical feaWXUeV XVed WR 

UeSUeVenW WUaffic caSWXUeV aV a daWaVeW fRU machine leaUning. 

 

A. UVe Rf SXbfORZV 

PUacWical WUaffic claVVificaWiRn needV WR RccXU TXickl\, VR WhaW a neWZRUk'V allRZed 

WUaffic iV nRW dela\ed b\ claVVificaWiRn and XnknRZn RU XnaSSURYed WUaffic can be 

effecWiYel\ VWRSSed. Since enWiUe flRZV can laVW lRng SeUiRdV Rf Wime and UeTXiUe high 

amRXnWV Rf memRU\ WR SURceVV fXll\, iW iV ideal fRU a claVVificaWiRn meWhRd WR Rnl\ XVe 

VRme SRUWiRn Rf SackeWV fURm a flRZ. UVing VXbflRZV, defined aV VRme N SackeWV Waken 

fURm an\ SRinW in a flRZ, fRU claVVifieU WUaining and eYalXaWiRn ZaV fiUVW inWURdXced in 

[13]. We XVe N-SackeW VXbflRZV WR UeSUeVenW RXU WUaffic, ZheUe N=25, 100, 1000 dXe WR 

WheVe afRUemenWiRned adYanWageV. TheVe YalXeV Rf N ZeUe diVcXVVed, e[SeUimenWed XSRn 

e[WenViYel\, and fRXnd WR be VXfficienW VXbflRZ lengWhV in [13-14], [16], ZiWh Whe laUgeU 

YalXeV Rf N leading WR beWWeU claVVificaWiRn SeUfRUmance bXW UeTXiUing mRUe SURceVVing 

Wime and memRU\. OXU VWaWiVWical feaWXUeV aUe calcXlaWed RYeU each N-SackeW VXbflRZ and 

all Rf RXU flRZV aUe VSliW inWR N-SackeW VXbflRZV fRU claVVificaWiRn. 

An addiWiRnal adYanWage WhaW XVing VXbflRZV giYeV RXU claVVificaWiRn aSSURach iV Whe 

abiliW\ WR gaWheU mXlWiSle daWa SRinWV SeU flRZ. Each VXbflRZ giYeV RXU claVVifieU VRme 

VWaWiVWical daWa Rn Whe RYeUall flRZ, VR iW can XVe each VXbflRZ WR incUeaVe RU decUeaVe 

ceUWainW\ in a claVVificaWiRn deciViRn fRU Whe RYeUall flRZ. ThXV, RXU claVVificaWiRn 
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aSSURach can gain YalXable claVVificaWiRn SURgUeVV fRU each encRXnWeUed VXbflRZ, 

effecWiYel\ XWili]ing Whe bUeakdRZn Rf flRZV inWR VXbflRZV. 

 

B. SWaWiVWicaO FeaWXUeV Rf TUaffic 

We calcXlaWe Whe 14 VWaWiVWical feaWXUeV belRZ RYeU all SackeWV in each VXbflRZ: TRWal 

B\WeV, LaUgeVW PackeW Si]e, SmalleVW PackeW Si]e, NXmbeU Rf TCP ACKV, MinimXm 

AdYeUWiVed ReceiYe WindRZ, Ma[imXm AdYeUWiVed ReceiYe WindRZ, SWandaUd 

DeYiaWiRn Rf PackeW Si]e, AYeUage PackeW Si]e, AYeUage PackeW InWeU-AUUiYal Time, 

SWandaUd DeYiaWiRn Rf PackeW InWeU-aUUiYal Time, Ma[imXm PackeW InWeU-aUUiYal Time, 

MinimXm PackeW InWeU-aUUiYal Time, AYeUage PackeW ThURXghSXW (SackeWV SeU VecRnd), 

AYeUage B\We ThURXghSXW (b\WeV SeU VecRnd). Each VXbflRZ iV UeSUeVenWed b\ a 14-

elemenW daWa SRinW ZheUe each elemenW iV a feaWXUe YalXe, and iV VXbVeTXenWl\ SURceVVed 

b\ RXU machine leaUning meWhRd aV a 14-dimenViRnal YecWRU.   

TheVe feaWXUeV aUe VRXUced fURm a bURadeU VeW Rf flRZ VWaWiVWicV XVed in SUeYiRXV ZRUk 

WhaW ZeUe fRXnd WR achieYe Whe beVW neWZRUk WUaffic claVVificaWiRn SeUfRUmance [6], [9], 

[12], [18], [24]. FRU RXU feaWXUe VelecWiRn SURceVV, Ze gUaShed Whe cXmXlaWiYe denViW\ 

fXncWiRn (CDF) Rf feaWXUe YalXe diVWUibXWiRnV fRU RXU knRZn and XnknRZn WUaffic daWaVeWV 

WR enVXUe WhaW Whe feaWXUeV Ze XVe caSWXUe nRWable diffeUenceV beWZeen knRZn and 

XnknRZn WUaffic. Fig. 1 VhRZV e[amSle CDFV fRU YaUiRXV feaWXUe YalXeV. 
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MACHINE LEARNING METHODOLOGY 

 

In WhiV VecWiRn Ze diVcXVV Whe UeaVRning and daWa anal\ViV leading WR Whe 

fRUmXlaWiRn Rf RXU machine leaUning aSSURach. We alVR deVcUibe Whe claVVificaWiRn 

meWhRd and Whe YaUiRXV Za\V iW ma\ be aSSlied. Fig. 2 VhRZV RXU meWhRdRlRg\'V 

cRmSRnenWV, SiSeline, and YaUiRXV XVage RSWiRnV. 

 

 

 

 

 

 

 

 

 

 

A. AYeUage NeaUeVW NeighbRU DiVWaQceV AQaO\ViV 

OXU claVVificaWiRn meWhRd bXildV a UegUeVViRn mRdel Rf Whe aYeUage diVWance Rf a 

WUaffic daWa SRinW WR iWV K neaUeVW knRZn WUaffic daWa SRinWV. UVing Whe aYeUage diVWance WR 

K neaUeVW knRZn WUaffic daWa SRinWV SURYideV an inWXiWiYe meaVXUe Rf diVWance WR Whe 

knRZn daWa baVed Rn k-NeaUeVW-NeighbRU (KNN) claVVificaWiRn, ZheUe a SRinWV geWV a 

label baVed Rn Whe label Rf iWV k neaUeVW neighbRUV [25]. We XVe EXclidean diVWance and 

K=3 fRU all RXU e[SeUimenWV. ThiV meaVXUe Rf diVWance allRZV RXU meWhRd WR mRdel Whe 
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VimilaUiW\ RU diVVimilaUiW\ Rf Whe VWaWiVWicV Rf VXb-flRZV in Whe knRZn and XnknRZn claVVeV 

and SeUfRUm claVVificaWiRn baVed Rn diVWanceV beWZeen YalXeV. 

An inWXiWiYe aVVXmSWiRn WhaW knRZn WUaffic Zill behaYe mRUe VimilaUl\ WR RWheU knRZn 

WUaffic Whan XnknRZn WUaffic iV Whe XndeUl\ing UeaVRning WR RXU claVVificaWiRn aSSURach and 

Whe XVage Rf diVWanceV. ThiV aSSURach iV UeaVRnable, Vince Whe knRZn claVV iV defined aV 

VRme VeW Rf aSSlicaWiRnV WhaW aUe aSSURYed fRU neWZRUk XVage, and RfWen neWZRUkV ZiWh 

VSecific inWended XVage Zill allRZ aSSlicaWiRnV ZiWh VimilaU fXncWiRnV and behaYiRUV. 

AddiWiRnall\, Whe XnknRZn claVV iV defined aV an\ WUaffic nRW belRnging WR Whe aSSURYed 

aSSlicaWiRnV, VR iW can encRmSaVV a hXge aUUa\ Rf diYeUVe WUaffic Zhich iV bRXnd WR haYe 

mRUe YaUiaWiRn in behaYiRU Whan beWZeen knRZn aSSlicaWiRnV.  

 

 

 

 

 

 

 

 

 

Fig. 3 VhRZV cXmXlaWiYe denViW\ fXncWiRnV (CDFV) Rf aYeUage neaUeVW neighbRU 

diVWanceV Rf knRZn and XnknRZn WUaffic WR a KNN WUaining VeW Rf Rnl\ knRZn WUaffic, fRU 

25 and 100 SackeW VXbflRZV. FURm WheVe CDFV, iW can be Veen WhaW Whe diVWance 

diVWUibXWiRnV aUe nRWabl\ diffeUenW beWZeen knRZn and XnknRZn WUaffic. GeneUall\ a mXch 
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higheU SeUcenWage Rf knRZn WUaffic diVWanceV aUe neaU 0, Zhich alignV ZiWh RXU aVVXmSWiRn 

WhaW knRZn WUaffic Zill behaYe VimilaUl\ WR RWheU knRZn WUaffic. The XnknRZn WUaffic 

diVWanceV haYe a mXch laUgeU Uange ZiWh VmalleU SeUcenWageV Rf WheiU diVWanceV aW Vmall 

YalXeV; WhiV alVR VXSSRUWV Whe aVVXmSWiRn WhaW XnknRZn WUaffic haV mRUe YaUied behaYiRU 

WhaW'V mRUe diVVimilaU WR knRZn WUaffic. ThXV, Ze belieYe WhiV diVWance-baVed WechniTXe iV 

YeU\ SRZeUfXl and fle[ible Vince iW can adaSW WR diffeUenW VeWV Rf knRZn WUaffic. SRme 

XnknRZn WUaffic iV VWill VimilaU WR knRZn WUaffic, aV Veen b\ Whe SeUcenWageV Rf XnknRZn 

VXbflRZV ZiWh YeU\ Vmall diVWanceV WR Whe knRZn VXbflRZV SUeVenW in Whe CDFV. SR RXU 

claVVificaWiRn WaVk iV VWill TXiWe challenging.  

The CDFV alVR VhRZ Whe diVWance YalXe UangeV WhaW Whe higheVW fUeTXencieV Rf knRZn 

and XnknRZn VXb-flRZV fall inWR. X-a[iV UangeV ZheUe a CDF VlRSe iV VWeeS indicaWe high 

cRXnWV Rf VXb-flRZV WhaW haYe WhRVe diVWanceV. RegiRnV ZheUe Whe CDFV Rf knRZn and 

XnknRZn WUaffic diVWanceV haYe Whe mRVW diffeUing VlRSe aUe Rf VSecial inWeUeVW, aV Whe\ 

VhRZ diVWance UangeV WhaW aUe cRmmRn in Rne claVV'V WUaffic bXW nRW in Whe RWheU. We 

SURSRVe WR XWili]e WheVe diVWance UangeV ZheUe knRZn and XnknRZn WUaffic diVWUibXWiRnV 

behaYe diffeUenWl\ WR SeUfRUm RXU claVVificaWiRn. The RYeUall idea iV WR cUeaWe diVWance 

binV, RU UangeV, WhaW inclXde diVWanceV ZheUe WheUe aUe cRnVideUabl\ diffeUenW cRXnWV Rf 

knRZn and XnknRZn VXbflRZV, When WR aVVign claVV likelihRRdV WR WheVe binV VR WhaW a 

VXbflRZ iV aVVigned a likelihRRd baVed Rn iWV aYeUage diVWance WR iWV K neaUeVW knRZn 

WUaffic SRinWV. ThiV meWhRd iV deVcUibed in mRUe deWail in Whe ne[W VXbVecWiRn.  
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ThURXgh WhiV VWUaighWfRUZaUd, denViW\-baVed anal\ViV Rf diVWance diVWUibXWiRnV Rf 

knRZn and XnknRZn WUaffic, Ze can diVcRYeU diVWance UangeV ZheUe WheUe e[iVWV Whe mRVW 

diffeUence beWZeen claVVeV. SRme e[amSle diVWance binV aUe YiVXali]ed ZiWh YeUWical lineV 

maUking WheiU bRXndaUieV in Fig. 4. ThiV anal\ViV iV YalXable aV iW \ieldV a TXanWifiable 

meaVXUe Rf diffeUence beWZeen knRZn and XnknRZn WUaffic.  

 

 

 

 

 

 

 

 

 

 

B. RegUeVViRQ MRdeO Rf AYeUage NeaUeVW NeighbRU DiVWaQce 

AfWeU diVcRYeUing diVWance binV ZheUe WheUe e[iVWV cRnVideUable diffeUence in Whe 

amRXnW Rf knRZn and XnknRZn VXbflRZV ZiWh diVWanceV in Whe bin'V Uange, Ze XVe WheVe 

binV WR fRUm a UegUeVViRn mRdel.  

We WUain Whe UegUeVViRn mRdel b\ aVVigning knRZn and XnknRZn claVV likelihRRdV WR 

each bin. TheVe claVV likelihRRdV can be WhRXghW Rf aV eVWimaWed SURbabiliWieV WhaW a 

VXbflRZ ZiWh an aYeUage neaUeVW neighbRU diVWance in Whe bin'V Uange iV fURm a flRZ Rf 

eiWheU claVV. FRU claVV likelihRRd, Ze VimSl\ XVe Whe cRXnW Rf VXbflRZV in Whe UegUeVViRn 
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WUaining VeW WhaW haYe diVWanceV in Whe bin and aUe Rf Whe cRUUeVSRnding claVV, diYided b\ 

Whe WRWal nXmbeU Rf VXbflRZV in Whe UegUeVViRn WUaining VeW WhaW haYe diVWanceV in Whe bin. 

The claVV label cRXnWV Rf VXbflRZV in Whe UegUeVViRn WUaining VeW aUe Whe Vame, WR enVXUe 

faiU claVV likelihRRdV. ThXV, high fUeTXencieV Rf a ceUWain claVV in a bin WUanVlaWeV inWR WhaW 

bin haYing a high likelihRRd fRU WhaW claVV. FigXUeV 5 and 6 VhRZ all Rf RXU e[SeUimenWal 

daWaVeWV' CDFV ZiWh UegUeVViRn diVWance binV. NRWe WhaW fRU Whe Science DMZ UnknRZn 

DaWa, Whe knRZn and XnknRZn diVWanceV UangeV aUe dUaVWicall\ diffeUenW VR Rnl\ 2 binV aUe 

defined ZiWh Whe diVWance bRXndaU\ being Whe ma[imXm knRZn VXbflRZ diVWance. 
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C. COaVVificaWiRQ Via LikeOihRRd EVWiPaWiRQ aQd CeUWaiQW\ ThUeVhROd 
FRU claVVificaWiRn XVing RXU UegUeVViRn mRdel, Whe claVV likelihRRdV Rf indiYidXal 

VXbflRZV, aVVigned b\ WheiU diVWance binV, aUe XVed WR cUeaWe jRinW claVV likelihRRdV RYeU a 

VeTXence Rf VXbflRZV ݏଵ, ,ଶݏ …  all belRnging WR Whe Vame flRZ. The UaWiR Rf knRZn and 

XnknRZn jRinW likelihRRdV aUe When cRmSaUed WR a cRnfigXUable, XVeU-giYen ceUWainW\ 

WhUeVhRld WR claVVif\ Whe flRZ fURm Zhich Whe VXbflRZV cRme fURm.  

TR cUeaWe Whe claVV jRinW likelihRRdV RYeU mXlWiSle VXbflRZV, Ze aVVXme indeSendence 

and Wake Whe SURdXcW Rf all VXbflRZ likelihRRdV Rf Whe Vame claVV. The claVV jRinW 

likelihRRdV can be XVed aV eVWimaWed SURbabiliWieV WhaW Whe VeTXence Rf VXbflRZV iV Rf Whe 

cRUUeVSRnding claVV. The flRZ likelihRRdV can alVR be XVed WR fRUm a likelihRRd UaWiR, 

Zhich Ze XVe aV a meaVXUe Rf ceUWainW\ fRU claVVificaWiRn. The likelihRRd UaWiR iV a fUacWiRn 

Rf Whe claVV likelihRRdV, indicaWing hRZ mXch laUgeU Rne claVV likelihRRd iV Whan Whe RWheU. 

FRU e[amSle, if Whe knRZn claVV likelihRRd iV 0.95 and Whe XnknRZn claVV likelihRRd iV 

0.05 When Whe likelihRRd UaWiR iV ଴.ଽହ
଴.଴ହ

. ThiV indicaWeV WhaW XndeU RXU mRdel, Ze aUe 95% 

ceUWain WhaW Whe flRZ iV knRZn, aV Whe maUginal SURbabiliW\ WhaW Whe flRZ iV knRZn, giYen 

all Whe VXbflRZV Whe claVVifieU haV Veen, iV 0.95.  HRZeYeU, likelihRRdV Rf Whe nXmeUaWRU 

and denRminaWRU ma\ nRW VXm WR 1, and in geneUal Whe jRinW RneV Zill nRW.  BXW if Whe UaWiR 

iV VWill 19, i.e., ଴.଴ଵଽ
଴.଴଴ଵ

, When Whe cRnfidence iV VWill 95%.   

In mRUe deWail, Ze diYide Whe diVWanceV inWR ݐ binV Bଵ, Bଶ, Bଷ, … B୲ (Ze eiWheU XVe ݐ ൌ

2 RU ݐ ൌ 4 in e[SeUimenWV); each Rne iV fiW ZiWh an emSiUical SURbabiliW\ p୏ሺiሻ ൌ |ଡ଼ే∩୆౟|
|ଡ଼∩୆౟|  

WhaW a VXbflRZ iV knRZn, giYen WhaW iW fallV in bin 𝐵୧.  ThiV iV Whe fUacWiRn Rf knRZn 

WUaining daWa X୏ WhaW iV in bin 𝐵୧ cRmSaUed WR all WUaining daWa ܺ ∩ B୧ in WhaW bin.  The 

emSiUical SURbabiliW\ p୙ሺiሻ Rf being XnknRZn iV cRmSXWed V\mmeWUicall\ ZiWh ܺ௎ in 
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Slace Rf ܺ௄. GiYen a VXbflRZ s୨ leW 𝐵൫s୨൯ maS WR Whe inde[ Rf Whe bin iW iV in, e.g., 

𝐵ሺsଷሻ ൌ 2 if ݏଷ iV in bin 𝐵ଶ. We eVWimaWe Whe likelihRRd a VeUieV Rf RbVeUYed VXbflRZV 

sଵ, sଶ, … , s୫ aUe knRZn aV ܮ௄෢ ൌ p୏൫Bሺsଵሻ൯ ⋅ p୏൫Bሺsଶሻ൯ ⋅ … ⋅ p୏൫Bሺs୫ሻ൯, and VimilaUl\ 

fRU XnknRZn ܮ௎෢ , and WheiU UaWiR aV: 

௄෢ܮ

௎෢ܮ ൌ
ଵሻ൯ݏ௄൫𝐵ሺ݌ ⋅ ଶሻ൯ݏ௄൫𝐵ሺ݌ ⋅ … ⋅ ௠ሻ൯ݏ௄൫𝐵ሺ݌
ଵሻ൯ݏ௎൫𝐵ሺ݌ ⋅ ଶሻ൯ݏ௎൫𝐵ሺ݌ ⋅ … ⋅ ௠ሻ൯ݏ௎൫𝐵ሺ݌

 

B\ XVing a ceUWainW\ WhUeVhRld fRU claVVificaWiRn, Ze can eaVil\ enfRUce Whe 

likelihRRd UeTXiUed fRU a flRZ WR be claVVified. The XVe Rf diffeUenW ceUWainW\ WhUeVhRldV 

fRU each claVV iV alVR SRVVible, Zhich ma\ be XVefXl if Whe ceUWainW\ Rf claVVificaWiRn 

VhRXld be diffeUenW beWZeen knRZn and XnknRZn WUaffic. FRU e[amSle, if a neWZRUk iV 

XVing RXU claVVificaWiRn WR blRck XnknRZn WUaffic and ZanWV WR aYRid diVUXSWing allRZed 

WUaffic, RXU WechniTXe ZRXld be aSSlied ZiWh a YeU\ high ceUWainW\ WhUeVhRld fRU XnknRZn 

claVVificaWiRnV WR enVXUe blRcked WUaffic iV claVVified aV XnknRZn ZiWh high cRnfidence. 

The eaVe Rf adjXVWing claVVificaWiRn ceUWainW\ allRZV Whe ceUWainW\ WR be XVed aV a 

SaUameWeU fRU claVVificaWiRn. DiffeUenW ceUWainWieV can \ield diffeUenW claVVificaWiRn 

accXUacieV deSending Rn Whe XndeUl\ing knRZn and XnknRZn WUaffic, and ceUWainW\ can be 

a cURVV-YalidaWed h\SeUSaUameWeU WhaW RSWimi]eV claVVificaWiRn SeUfRUmance. 

ThiV likelihRRd eVWimaWiRn claVVificaWiRn meWhRd can be aSSlied in 3 diffeUenW 

VcenaUiRV WhaW Ze deVcUibe belRZ and eYalXaWe in RXU e[SeUimenWV: 

1) SWUicW CeUWainW\ ClaVVificaWiRn: 

In WhiV claVVificaWiRn VcenaUiR, flRZV aUe claVVified aV knRZn, XnknRZn RU XnceUWain. If Whe 

knRZ RU XnknRZn likelihRRd UaWiR UeacheV Whe deViUed ceUWainW\ leYel, When Whe flRZ iV 

claVVified aV knRZn RU XnknRZn. HRZeYeU, iW iV SRVVible WhaW neiWheU likelihRRd UaWiR 
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UeacheV Whe ceUWainW\ leYel, VR Whe flRZ iV cRnVideUed XnceUWain aV iWV VXbflRZV dR nRW \ield 

a likelihRRd Rf high enRXgh ceUWainW\ fRU eiWheU claVV. UnceUWain flRZV aUe indicaWiYe Rf 

WUaffic WhaW iV nRW VimilaU enRXgh WR eiWheU claVV fRU a cRnfidenW claVVificaWiRn.  

ThiV deVignaWiRn Rf XnceUWain flRZV ma\ be XVefXl aV a meanV Rf filWeUing and 

mRniWRUing WUaffic, enabling XnceUWain flRZV WR be fRXnd and WUacked. UnceUWain flRZV 

ma\ be XVed fRU fXUWheU anal\ViV ZiWh a mRUe VSecific meWhRd Rf claVVificaWiRn RU 

inVSecWed aV Whe SRWenWial VRXUce Rf neWZRUk iVVXeV. The amRXnW Rf WUaffic claVVified aV 

XnceUWain iV cRnfigXUable ZiWh Whe ceUWainW\ leYel, aV higheU ceUWainWieV UeVXlW in mRUe 

XnceUWain deciViRnV. 

2) MajRUiW\ LikelihRRd ClaVVificaWiRn 

FRU WhiV claVVificaWiRn VcenaUiR, if neiWheU Rf Whe claVV likelihRRd UaWiRV haYe Ueached 

Whe ceUWainW\ leYel afWeU all aYailable VXbflRZV aUe Veen, When Whe flRZ iV claVVified aV Whe 

claVV ZiWh Whe laUgeU likelihRRd. ThiV VcenaUiR UeVXlWV in nR XnceUWain flRZ claVVificaWiRnV 

Vince all XnceUWain flRZV aUe claVVified b\ WheiU majRUiW\ likelihRRd. ThiV aSSURach allRZV 

VRme flRZV WR be claVVified ZiWh leVV ceUWainW\ Whan Whe giYen ceUWainW\ leYel, bXW geneUall\ 

incUeaVeV accXUac\ in RXU e[SeUimenWV and iV a Yiable RSWiRn if XnceUWain flRZV aUe nRW 

deViUed. 

3) IncUemenWal ClaVVificaWiRn 

In WhiV claVVificaWiRn VcenaUiR, Whe claVV likelihRRd UaWiRV aUe XSdaWed ZiWh each 

encRXnWeUed VXbflRZ'V likelihRRdV, and claVVificaWiRn RccXUV immediaWel\ Rnce eiWheU 

claVV likelihRRd UaWiR UeacheV Whe giYen ceUWainW\ leYel. IncUemenWal claVVificaWiRn WakeV 

fXll adYanWage Rf RXU XVage Rf VXbflRZV, XWili]ing each VeTXence Rf SackeWV in a flRZ WR 

gain infRUmaWiRn Rn Whe flRZ and claVVif\ iW afWeU Veeing Whe leaVW amRXnW Rf VXbflRZV 
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SRVVible. A claVVificaWiRn deciViRn iV made aV VRRn aV SRVVible, VR WhiV VcenaUiR SUiRUiWi]eV 

claVVificaWiRn VSeed. In RXU ReVXlWV VecWiRn, Ze VhRZ WhaW WhiV VcenaUiR UeVXlWV in YeU\ faVW 

claVVificaWiRn afWeU encRXnWeUing a Vmall fUacWiRn Rf VXbflRZV ZiWh e[cellenW XnknRZn 

deWecWiRn caSabiliWieV. NRWe WhaW incUemenWal claVVificaWiRn can XVe VWUicW ceUWainW\ RU 

majRUiW\ likelihRRd claVVificaWiRn Zhen making iWV claVVificaWiRn deciViRnV. 
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RESULTS 

 

A. DaWaVeW 

TR demRnVWUaWe and eYalXaWe RXU claVVificaWiRn meWhRd, Ze XVe Whe Science DMZ 

VXbneWZRUk VeWWing. A Science DMZ iV a VXbneWZRUk, XVXall\ SaUW Rf a XniYeUViW\ camSXV 

neWZRUk, WhaW iV cRnfigXUed and deVigned WR RSWimi]e Whe XVage Rf high-SeUfRUmance 

VcienWific cRmSXWing aSSlicaWiRnV [10]. TheVe VXbneWZRUkV aUe cRmmRnl\ XVed b\ 

UeVeaUcheUV WR WUanVfeU laUge daWaVeWV and haYe SeUfRUmance RSWimi]ing VecXUiW\ meaVXUeV 

RU RWheU SRlic\ diffeUenceV WR enable faVWeU daWa WUanVfeUV. ThiV VeWWing fiWV Zell ZiWh RXU 

knRZn YV. XnknRZn claVVificaWiRn, aV a Science DMZ iV inWended WR hRVW WUaffic Rf 

VSecific VcienWific cRmSXWing aSSlicaWiRnV and nR RWheU WUaffic. Fig. 7 VhRZV Whe lRcaWiRn 

Rf RXU WUaffic caSWXUe WaS in a XniYeUViW\'V Science DMZ and Table 1 VhRZV Vi]e VWaWiVWicV 

Rf RXU daWaVeW. 
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NRWe WhaW Ze haYe diffeUenW nXmbeUV Rf knRZn and XnknRZn flRZV, VR RXU 

e[SeUimenWal accXUacieV aUe calcXlaWed VeSaUaWel\ fRU each label. All Rf RXU WUaffic iV TCP 

and XVeV IPY4. We UandRml\ VelecW 80% Rf RXU daWa fRU WUaining and Whe UeVW fRU 

eYalXaWiRn and enVXUed WhaW Whe flRZV in Whe WUain and eYalXaWiRn VeWV aUe mXWXall\ 

e[clXViYe. The VSecificV and aSSlicaWiRn bUeakdRZnV Rf RXU knRZn and XnknRZn daWaVeWV 

aUe belRZ: 

KQRZQ DaWaVeW: 

OXU knRZn WUaffic iV fURm 3 Zidel\ XVed laUge file WUanVfeU aSSlicaWiRnV: GlRbXV [26-27], 

FDT [28], and UclRne [29]. We cRnVXlWed dRmain e[SeUWV and V\VWem adminiVWUaWRUV aW Whe 

CenWeU fRU High PeUfRUmance CRmSXWing aW Whe UniYeUViW\ Rf UWah WR enVXUe WhaW WheVe 3 

aSSlicaWiRnV aUe cRmmRnl\ XVed b\ Vcience UeVeaUcheUV Rn Whe Science DMZ. The GlRbXV 

caSWXUeV ZeUe Rf RngRing file WUanVfeUV beWZeen GlRbXV endSRinWV aW a XniYeUViW\ and 

YaUiRXV RWheU XniYeUViWieV in Whe UniWed SWaWeV. The FDT WUaffic ZaV geneUaWed b\ mRYing 

DNA VeTXencing daWaVeWV fURm Whe HXnVWman CanceU InVWiWXWe WR and fURm DaWa TUanVfeU 

NRdeV [30] in Whe Science DMZ. The UclRne WUaffic ZaV geneUaWed b\ WUanVfeUUing ESneW 

WeVW daWaVeWV [31] WR and fURm GRRgle DUiYe. We YeUified ZiWh dRmain e[SeUWV WhaW RXU 

XVage Rf FDT and UclRne WR geneUaWe WUaffic ZaV cRnViVWenW ZiWh WheiU cRmmRn XVage in 

Vcience UeVeaUch ZRUkflRZV, WR enVXUe WhaW RXU daWa iV UeSUeVenWaWiYe Rf Ueal FDT and 

UclRne WUaffic. 

UQkQRZQ DaWaVeW: 

FRU RXU XnknRZn WUaffic, Ze XVe Whe MiUURU and WIDE daWaVeWV. The MiUURU daWaVeW 

cRnViVWV Rf UandRm caSWXUeV fURm a miUURU VeUYeU Rn Whe UniYeUViW\ Rf UWah'V Science 

DMZ VXbneWZRUk WhaW hRVWV UeSRViWRUieV and RWheU dRZnlRadable cRnWenW. The WIDE 
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daWaVeW cRnViVWV Rf caSWXUeV, SeUfRUmed Rn Whe Vame daWeV aV Whe MiUURU caSWXUeV, fURm Whe 

WIDE TUaffic AUchiYe [32]. The WIDE caSWXUeV aUe fURm Whe main inWeUneW e[change 

link and inWeUneW VeUYice SURYideU WUanViW link Rf Whe WIDE RUgani]aWiRn [32].  

FRU all Rf RXU claVVificaWiRn e[SeUimenWV, Ze WUain and eYalXaWe RXU mRdelV XVing 2 

diffeUenW daWaVeWV. The knRZn daWaVeW alZa\V cRnViVWV Rf Whe GlRbXV, FDT, and UclRne 

daWaVeWV bXW Ze XVe 2 diffeUenW XnknRZn claVV definiWiRnV: Science DMZ and GeneUal. 

The Science DMZ XnknRZn claVV cRnViVWV Rf Rnl\ Whe MiUURU WUaffic daWaVeW, Zhich ZaV 

caSWXUed fURm Whe UniYeUViW\ Rf UWah'V Science DMZ VXbneWZRUk bXW dReV nRW cRnWain 

knRZn aSSlicaWiRn WUaffic. ThiV aSSURach allRZV XV WR VimXlaWe WUaffic claVVificaWiRn in a 

UealiVWic Science DMZ VeWWing.The GeneUal XnknRZn claVV cRnViVWV Rf bRWh Whe MiUURU and 

WIDE daWaVeWV, UeVXlWing in a mXch bURadeU, mRUe diYeUVe XnknRZn WUaffic claVV Vince 

WIDE'V WUaffic iV nRW fURm Whe Vame neWZRUk and cRnWainV man\ mRUe flRZV. UVing WhiV 

mRUe YaUied XnknRZn WUaffic allRZV XV WR eYalXaWe hRZ Zell RXU claVVificaWiRn meWhRd 

geneUali]eV Zhen claVVif\ing mRUe challenging, YaUied WUaffic.  

 

B. SWUicW CeUWaiQW\ COaVVificaWiRQ ReVXOWV 

TR eYalXaWe SWUicW CeUWainW\ claVVificaWiRn, Ze SeUfRUm RXU likelihRRd eVWimaWiRn 

claVVificaWiRn and UeTXiUe a flRZ'V claVV likelihRRd UaWiR WR Ueach Whe giYen ceUWainW\ 

WhUeVhRld WR be claVVified aV knRZn RU XnknRZn. FlRZV ZiWh claVV likelihRRd UaWiRV WhaW 

dR nRW VXUSaVV Whe ceUWainW\ WhUeVhRld aUe cRnVideUed XnceUWain. In RXU e[SeUimenWV, Ze 

SeUfRUm claVVificaWiRn XVing 25%, 50%, 75%, and 100% Rf VXbflRZV in each Rf Whe WeVW 

VeW flRZV in RUdeU WR eYalXaWe claVVificaWiRn SeUfRUmance Zhen YaU\ing amRXnWV Rf 

SackeWV in flRZV aUe Veen. We UeTXiUe aW leaVW 15 VXbflRZV in a flRZ SRUWiRn WR SeUfRUm 



 

 

24

 
 

claVVificaWiRn. We alVR SeUfRUm claVVificaWiRn Rn feaWXUeV calcXlaWed RYeU VXbflRZV Rf 

diffeUenW SackeW lengWhV, XVing 25, 100, and 1000 SackeW VXbflRZV. We XVe WheVe diffeUenW 

cRmbinaWiRnV Rf SeUcenWage-defined VXbflRZ VXbVeWV and diffeUing lengWhV Rf VXbflRZV WR 

WhRURXghl\ eYalXaWe claVVificaWiRn in man\ ViWXaWiRnV ZheUe diffeUenW SRUWiRnV Rf flRZV 

aUe Veen.  

ScieQce DMZ DaWaVeW: 

Table II VhRZV claVVificaWiRn 

accXUacieV Rn Whe Science 

DMZ daWaVeW, Zhen XVing a 

VWUicW ceUWainW\ WhUeVhRld Rf 

95%. OXU accXUacieV aUe 

e[WUemel\ high acURVV all 

VXbflRZ Vi]eV and VXbflRZ 

SeUcenWage VXbVeWV, ZiWh a 

minimXm accXUac\ Rf 94.28% and mRVW e[SeUimenWV Ueaching 100% accXUac\. TheVe 

UeVXlWV VhRZ WhaW Whe XnknRZn WUaffic iV YeU\ diffeUenW fURm Whe knRZn aSSlicaWiRn WUaffic 

and RXU meWhRd can VXcceVVfXll\ find and XWili]e WheVe diffeUenceV fRU claVVificaWiRn. 

AddiWiRnall\ WheVe UeVXlWV VhRZ WhaW RXU claVVificaWiRn SeUfRUmV beWWeU Rn VmalleU VXbflRZ 

Vi]eV, Zhich iV ideal becaXVe claVVificaWiRn can be dRne XVing leVV SackeWV fURm a flRZ. 

NR flRZV ZeUe claVVified aV XnceUWain acURVV all e[SeUimenWV.  
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GeQeUaO DaWaVeW: 

Fig. 8 VhRZV claVVificaWiRn 

accXUacieV Rn Whe GeneUal 

daWaVeW, XVing Whe Vame VWUicW 

ceUWainW\ WhUeVhRld Rf 95%. 

TheVe accXUacieV aUe 

geneUall\ lRZeU Whan Whe 

Science DMZ accXUacieV, 

Zhich iV e[SecWed Vince Whe 

GeneUal daWaVeW cRnWainV 

XnknRZn WUaffic WhaW iV mRUe 

YaUied and VimilaU WR Whe knRZn WUaffic, UeVXlWing in a mRUe challenging claVVificaWiRn WaVk.  

The XnknRZn accXUacieV aUe cRnVideUabl\ higheU Whan Whe knRZn accXUacieV, ZiWh Whe 

e[SeUimenWal cRmbinaWiRn imSRVing Whe VmalleVW amRXnW Rf SackeWV Veen (25% Rf flRZV 

ZiWh 25-SackeW VXbflRZV) UeVXlWing in Whe beVW claVVificaWiRn SeUfRUmance Rf 94.87%. ThiV 

UeVXlW VhRZV WhaW RXU claVVificaWiRn meWhRd iV ideal fRU deWecWing XnknRZn WUaffic and can 

dR VR afWeU Veeing a Vmall SeUcenWage Rf SackeWV in flRZV. Table III VhRZV Whe SeUcenWageV 

Rf XnknRZn flRZV WhaW 

ZeUe cRnVideUed XnceUWain 

aW Whe 95% ceUWainW\ 

WhUeVhRld. PeUcenWageV Rf 

XnceUWain XnknRZn flRZV 
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aUe lRZ RYeUall, ZiWh a ma[imXm Rf 35.62%, and Whe amRXnW Rf XnceUWain flRZV gURZV aV 

higheU SeUcenWageV Rf VXbflRZV aUe XVed fRU claVVificaWiRn. Onl\ Rne e[SeUimenW UeVXlWed 

in an\ XnceUWain knRZn flRZ claVVificaWiRnV: 3% Rf knRZn flRZV ZiWh 1000-SackeW 

VXbflRZV ZeUe claVVified aV XnceUWain. 

On bRWh daWaVeWV, a Vmall nXmbeU Rf flRZV ZeUe cRnVideUed XnceUWain eYen Zhen a 

Vmall SeUcenWage Rf VXbflRZV aUe Veen. ThiV VhRZV WhaW eYen if a high ceUWainW\ fRU 

claVVificaWiRn iV enfRUced and nRW all SackeWV in a flRZ aUe Veen, RXU meWhRd can claVVif\ a 

laUge majRUiW\ Rf flRZV. OXU UeVXlWV indicaWe WhaW VmalleU nXmbeUV Rf SackeWV Veen acWXall\ 

incUeaVeV Whe amRXnW Rf ceUWain claVVificaWiRnV WhaW can be made, aV Veeing all aYailable 

VXbflRZV Rf flRZV UeVXlWed in Whe higheVW XnceUWain flRZ SeUcenWageV RXW Rf all 3 VXbflRZ 

lengWhV. 

 

C. MajRUiW\ LikeOihRRd COaVVificaWiRQ ReVXOWV 

TR eYalXaWe MajRUiW\ LikelihRRd claVVificaWiRn, Ze SeUfRUm RXU likelihRRd eVWimaWiRn 

claVVificaWiRn WR claVVif\ a flRZ aV knRZn RU XnknRZn if WhaW flRZ'V cRUUeVSRnding claVV 

likelihRRd UaWiR UeacheV Whe giYen ceUWainW\ WhUeVhRld. If afWeU all aYailable VXbflRZV aUe 

Veen and Whe flRZ haV nR claVV likelihRRd UaWiR WhaW haV Ueached Whe ceUWainW\ WhUeVhRld, 

When Whe flRZ iV claVVified aV ZhicheYeU claVV haV Whe laUgeU, RU majRUiW\, likelihRRd 

eVWimaWe. We XVe Whe Vame SeUcenWage-defined VXbflRZ VXbVeWV and diffeUing lengWhV Rf 

VXbflRZV aV Whe SWUicW CeUWainW\ ClaVVificaWiRn e[SeUimenWV (25%, 50%, 75%, and 100% 

Rf a flRZ'V VXbflRZV each ZiWh 25, 100, and 1000 SackeW VXbflRZV).   
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ScieQce DMZ DaWaVeW: 

TheUe ZeUe nR flRZV claVVified aV XnceUWain in WhiV daWaVeW XVing 95% ceUWainW\, VR all 

flRZV Ueached 95% ceUWainW\ fRU eiWheU claVV acURVV all amRXnWV Rf VXbflRZV Veen fRU 

claVVificaWiRn. ThiV meanV WhaW WheUe aUe nR diffeUenceV in accXUac\ beWZeen SWUicW 

CeUWainW\ and MajRUiW\ LikelihRRd claVVificaWiRn fRU all e[SeUimenWV Rn Whe Science DMZ 

daWaVeW, and Table II VhRZV Whe XnknRZn and knRZn flRZ claVVificaWiRn accXUacieV fRU 

MajRUiW\ LikelihRRd claVVificaWiRn. 

GeQeUaO DaWaVeW: 

Fig. 9 VhRZV claVVificaWiRn 

accXUacieV Rn Whe GeneUal 

daWaVeW Zhen XVing a ceUWainW\ 

WhUeVhRld Rf 95%. The knRZn 

flRZ accXUacieV dR nRW nRWabl\ 

diffeU fURm Whe SWUicW CeUWainW\ 

claVVificaWiRn knRZn accXUacieV 

becaXVe WheUe ZeUe YeU\ feZ 

knRZn flRZV claVVified aV 

XnceUWain, VR claVVif\ing XnceUWain flRZV b\ WheiU majRUiW\ likelihRRd mRVWl\ imSacWed 

XnknRZn flRZ accXUacieV.  

The XnknRZn accXUacieV Zhen fXll flRZV aUe claVVified XVing MajRUiW\ LikelihRRd aUe 

nRWabl\ higheU Whan WhRVe fURm XVing SWUicW CeUWainW\ claVVificaWiRn, ZiWh fXll flRZ 

claVVificaWiRn ZiWh 25-SackeW VXbflRZV Ueaching 98.6% accXUac\. TheVe incUeaVeV in 

accXUac\ cRUUeVSRnd WR Whe SeUcenWageV Rf flRZV WhaW ZeUe cRnVideUed XnceUWain Zhen 
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XVing SWUicW CeUWainW\ claVVificaWiRn. ThiV indicaWeV WhaW claVVificaWiRn b\ Whe laUgeU claVV 

likelihRRd iV an effecWiYe Za\ WR claVVif\ WUaffic WhaW iV nRW VimilaU enRXgh WR eiWheU claVV 

fRU a claVVificaWiRn aW Whe ceUWainW\ UeTXiUed b\ Whe giYen WhUeVhRld. The XnknRZn 

accXUacieV Zhen SeUcenWageV Rf flRZV ZeUe Veen did nRW dURS and mRVW VlighWl\ incUeaVed 

in cRmSaUiVRn WR accXUacieV fURm SWUicW CeUWainW\ claVVificaWiRn. TheVe UeVXlWV indicaWe 

WhaW claVVif\ing WUaffic XVing majRUiW\ likelihRRd iV a Yiable and VimSle RSWiRn, allRZing 

imSURYed claVVificaWiRn accXUac\ and Whe eliminaWiRn Rf XnceUWain flRZV.  

 

D. IQcUePeQWaO COaVVificaWiRQ ReVXOWV 

TR eYalXaWe IncUemenWal claVVificaWiRn, Ze XSdaWe a flRZ'V claVV likelihRRdV and check 

if Whe giYen ceUWainW\ WhUeVhRld iV Ueached fRU eYeU\ encRXnWeUed VXbflRZ. ClaVVificaWiRn 

Rf Whe flRZ RccXUV immediaWel\ Rnce a claVV likelihRRd UeacheV Whe ceUWainW\ WhUeVhRld, 

and VXbflRZV aUe encRXnWeUed in chURnRlRgical RUdeU Rf SackeW aUUiYal; VR flRZV aUe 

claVVified aV VRRn aV SRVVible.  

ThXV, WheVe e[SeUimenWV allRZ XV WR eYalXaWe hRZ Zell RXU claVVificaWiRn SeUfRUmV 

Zhen Ueaching a claVVificaWiRn deciViRn in Whe faVWeVW manneU SRVVible. We XVe bRWh SWUicW 

CeUWainW\ and MajRUiW\ LikelihRRd claVVificaWiRn ZiWh WhiV IncUemenWal claVVificaWiRn 

Vcheme, ZheUe SWUicW CeUWainW\ Zill allRZ fRU XnceUWain flRZV and MajRUiW\ LikelihRRd 

Zill claVVif\ all flRZV aV knRZn RU XnknRZn eYen if nR ceUWain deciViRn iV Ueached afWeU 

all VXbflRZV aUe Veen. We eYalXaWe Rn all lengWhV Rf 25, 100, and 1000 SackeW VXbflRZV.  
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ScieQce DMZ DaWaVeW: 

Fig. 10 VhRZV claVVificaWiRn 

accXUacieV Rn Whe Science DMZ 

daWaVeW Zhen XVing IncUemenWal 

claVVificaWiRn and a 95% 

ceUWainW\ WhUeVhRld. 

JXVW aV in nRn-incUemenWal 

claVVificaWiRn, WheUe ZeUe nR 

XnceUWain flRZV VR Whe accXUacieV fURm XVing SWUicW CeUWainW\ and MajRUiW\ LikelihRRd 

claVVificaWiRn aUe Whe Vame. The accXUacieV aUe YeU\ high, ZiWh all XnknRZn claVVificaWiRn 

accXUacieV being 100%  and claVVificaWiRn Rn 25-SackeW VXbflRZV Ueaching 100% fRU bRWh 

knRZn and XnknRZn accXUacieV. LaUgeU VXbflRZ lengWhV UeVXlW in dURSV in knRZn 

claVVificaWiRn SeUfRUmance bXW SeUfRUmance iV VWill gRRd, ZiWh a minimXm accXUac\ Rf 

87.88% XVing Whe laUgeVW VXbflRZ lengWh Rf 1000. HigheU accXUacieV Rn VmalleU VXbflRZV 

iV mRVW ideal, Vince WhiV VhRZV WhaW RXU meWhRd SeUfRUmV Whe beVW Zhen XVing Whe feZeVW 

amRXnWV Rf SackeWV. TheVe UeVXlWV VhRZ WhaW RXU meWhRd VWill SeUfRUmV YeU\ Zell eYen 

Zhen making a claVVificaWiRn deciViRn afWeU Veeing Whe feZeVW amRXnW Rf VXbflRZV 

SRVVible.  
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GeQeUaO DaWaVeW: 

Fig. 11 VhRZV claVVificaWiRn 

accXUacieV fURm IncUemenWal 

claVVificaWiRn ZiWh a 95% ceUWainW\ 

WhUeVhRld Rn Whe GeneUal DaWaVeW. 

When IncUemenWal claVVificaWiRn iV 

XVed ZiWh SWUicW CeUWainW\ 

claVVificaWiRn, accXUacieV fRU knRZn 

and XnknRZn flRZV dURS 

cRnVideUabl\ Zhen cRmSaUed WR 

accXUacieV fURm nRn-incUemenWal 

SWUicW CeUWainW\ claVVificaWiRn. FRU 

IncUemenWal claVVificaWiRn XVed ZiWh 

MajRUiW\ LikelihRRd claVVificaWiRn, 

Whe knRZn accXUacieV aUe lRZeU bXW Whe XnknRZn accXUacieV aUe VlighWl\ higheU Whan Whe 

UeVXlWV fURm nRn-incUemenWal MajRUiW\ LikelihRRd claVVificaWiRn. NR knRZn flRZV dXUing 

IncUemenWal claVVificaWiRn ZiWh SWUicW CeUWainW\ ZeUe claVVified aV XnceUWain, aV VZiWching 

WR MajRUiW\ LikelihRRd did nRW change Whe knRZn accXUacieV. HRZeYeU, a cRnVideUable 

SRUWiRn Rf XnknRZn flRZV ZeUe claVVified aV XnceUWain dXUing IncUemenWal claVVificaWiRn 

ZiWh SWUicW CeUWainW\, and Whe\ ZeUe able WR be VXcceVVfXll\ claVVified aV XnknRZn Zhen 

XVing MajRUiW\ LikelihRRd. TheVe UeVXlWV VXSSRUW Whe YiabiliW\ Rf MajRUiW\ LikelihRRd 

claVVificaWiRn aV a meWhRd WR imSURYe claVVificaWiRn SeUfRUmance. 
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On Whe GeneUal daWaVeW, Whe mean SeUcenWage Rf VXbflRZV Veen befRUe making a flRZ 

claVVificaWiRn acURVV all VXbflRZ lengWhV ZaV 3.45% fRU knRZn flRZV and 54.3% fRU 

XnknRZn flRZV. SR Whe knRZn deciViRnV ZeUe made YeU\ TXickl\ afWeU Veeing a Vmall 

nXmbeU Rf VXbflRZV. The knRZn deciViRnV ZeUe alVR all ceUWain, indicaWing WhaW Whe 

ceUWainW\ WhUeVhRld ZaV Ueached in a Vmall amRXnW Rf VXbflRZV. ThiV UeVXlW VhRZV WhaW Whe 

knRZn flRZV haYe VXbflRZV ZiWh e[WUeme likelihRRdV WhaW TXickl\ fRUm a highl\ 

cRnfidenW flRZ likelihRRd eVWimaWe. UnfRUWXnaWel\, WheVe likelihRRdV UeVXlW in mRVWl\ 

ZURng claVVificaWiRnV, Zhich indicaWeV WhaW mRVW Rf Whe knRZn VXbflRZV had higheU 

XnknRZn likelihRRdV. The XnknRZn deciViRnV ZeUe made Rn aYeUage afWeU a biW RYeU half 

Rf a flRZ'V VXbflRZV ZeUe Veen, Zhich iV faiUl\ Wimel\, bXW Whe UeVXlWing dURS in accXUac\ 

Zhen cRmSaUed WR nRn-incUemenWal SWUicW CeUWainW\ claVVificaWiRn Rn 50% Rf VXbflRZV 

indicaWeV WhaW incUemenWal claVVificaWiRn iV nRW ideal fRU XnknRZn WUaffic. FURm UeVXlWV 

acURVV bRWh daWaVeWV, iW VeemV WhaW IncUemenWal claVVificaWiRn geneUali]eV mRUe Zeakl\ 

Whan nRn-incUemenWal claVVificaWiRn. 
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CONCLUSION AND FUTURE WORK 

 

In WhiV WheViV, Ze inWURdXced a machine leaUning meWhRd fRU WUaffic claVVificaWiRn 

WhaW XVeV VWaWiVWicV Rn VeTXenceV Rf SackeWV, called VXbflRZV, WR claVVif\ WUaffic aV knRZn 

RU XnknRZn ZiWh a meaVXUe Rf ceUWainW\. OXU WechniTXe cUeaWeV a UegUeVViRn mRdel Rf 

WUaffic diVWanceV WR knRZn WUaffic and XVeV WhiV mRdel fRU SURbabiliVWic claVVificaWiRn XVing 

likelihRRd eVWimaWiRn. ThiV meWhRd Rf claVVificaWiRn allRZV WUaffic WR be claVVified aW an 

eaVil\ cRnfigXUable ceUWainW\ leYel and in WhUee diffeUenW Za\V. If XVed ZiWh SWUicW 

CeUWainW\ WhUeVhRldV, flRZV aUe Rnl\ claVVified aV knRZn RU XnknRZn if Whe\ can be 

claVVified aW Whe giYen ceUWainW\ leYel, and RXU meWhRd can find XnceUWain flRZV WhaW aUe 

nRW VimilaU enRXgh WR eiWheU claVV. If XVed ZiWh MajRUiW\ LikelihRRd, all flRZV aUe 

claVVified aV knRZn RU XnknRZn b\ allRZing VRme flRZV WR be claVVified ZiWh ZhicheYeU 

claVV likelihRRd eVWimaWe iV higheU UaWheU Whan VWUicWl\ UeTXiUing Whe ceUWainW\ leYel. If XVed 

in an IncUemenWal claVVificaWiRn manneU, each VXbflRZ Veen XSdaWeV Whe flRZ'V likelihRRd 

eVWimaWe and claVVificaWiRn Rf a flRZ RccXUV afWeU Veeing Whe feZeVW nXmbeU Rf VXbflRZV 

SRVVible.  

We eYalXaWed RXU WechniTXe Rn WUaffic fURm Whe Science DMZ VXbneWZRUk dRmain 

[10], aV iW naWXUall\ fiWV RXU claVV Vcheme and haV nRW been XVed aV a WUaffic claVVificaWiRn 

VeWWing befRUe. We alVR eYalXaWe Rn a mRUe geneUal, challenging daWaVeW WR enVXUe WhaW RXU 

meWhRd can geneUali]e Zell. OXU UeVXlWV VhRZed WhaW RXU claVVificaWiRn SeUfRUmV YeU\ Zell 

in Whe Science DMZ VeWWing, able WR Ueach 100% accXUac\ fRU all claVVificaWiRn RSWiRnV. 

On Whe geneUal daWaVeW, Ze mainWained high accXUac\ Rn XnknRZn WUaffic claVVificaWiRn, 

Ueaching XS WR 98.98%, WhRXgh knRZn claVVificaWiRn accXUacieV dURSSed. OXU meWhRd ZaV 
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VhRZn WR SeUfRUm Zell eYen Zhen Rnl\ Veeing SaUWial flRZV, Ueaching accXUacieV XS WR 

100 Rn Whe Science DMZ daWaVeW and 95.3 Rn Whe geneUal daWaVeW Zhen Rnl\ a fRXUWh Rf all 

VXbflRZV in a flRZ aUe XVed fRU claVVificaWiRn. WiWh SWUicW CeUWainW\ claVVificaWiRn, YeU\ 

feZ flRZV aUe cRnVideUed XnceUWain eYen Zhen UeTXiUing 95% ceUWainW\ and Veeing SaUWial 

flRZV. The XVe Rf MajRUiW\ LikelihRRd claVVificaWiRn ZaV VhRZn WR cRUUecWl\ claVVif\ 

flRZV deemed XnceUWain in SWUicW CeUWainW\ claVVificaWiRn, imSURYing claVVificaWiRn 

SeUfRUmance. The IncUemenWal claVVificaWiRn aSSURach Ueached claVVificaWiRn deciViRnV 

YeU\ TXickl\ afWeU Veeing Vmall amRXnWV Rf VXbflRZV and mainWained high accXUacieV Rn 

Whe Science DMZ daWaVeW.  

OXW Rf all Whe claVVificaWiRn VcenaUiRV, IncUemenWal claVVificaWiRn accXUacieV 

dURSSed Whe mRVW beWZeen Whe Science DMZ and GeneUal daWaVeW UeVXlWV, VR fXUWheU ZRUk 

cRXld be dRne WR achieYe mRUe geneUali]able IncUemenWal claVVificaWiRn. KnRZn 

accXUacieV aUe alVR geneUall\ lRZeU Whan XnknRZn accXUacieV, becaXVe diVWance binV in 

higheU diVWance UangeV haYe YeU\ laUge XnknRZn likelihRRdV. If a knRZn flRZ haV 

VXbflRZV WhaW fall inWR WheVe higheU diVWance binV, iW iV difficXlW fRU Whe flRZ'V likelihRRd 

UaWiR WR faYRU Whe knRZn claVV, eVSeciall\ if Whe high-diVWance VXbflRZV aUe cRnVecXWiYe 

and claVVificaWiRn RccXUV afWeU Veeing a Vmall amRXnW Rf VXbflRZV. FXUWheU ZRUk Rn 

fRUming Whe UegUeVViRn mRdel and bin likelihRRdV cRXld imSURYe claVVificaWiRn 

SeUfRUmance b\ UegXlaUi]ing bin likelihRRdV VR WhaW WheiU label likelihRRd YalXeV aUe mRUe 

VimilaU. The XVage Rf likelihRRd SUiRUV fRU diVWance binV cRXld helS VWandaUdi]e VXbflRZ 

likelihRRdV, aYRiding Whe e[WUeme likelihRRdV WhaW caXVed knRZn accXUacieV WR dURS. 
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