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Abstract

Many complex concurrenprotocolsthatcannotbe formally verifieddueto stateexplosion
canoftenbeformally verifiedby initially creatingacollectionof abstractiongoverapprox-
imations),andsubsequentlyefiningtheoverapproximateg@rotocolin respons¢o spurious
countergampletraces.Suchanapproacterucially depend®ntheability to checkwhether
agivenerrortracein the abstractprotocolcorresponds$o a concretetracein the original
protocol. Unfortunately this checkingstepalonecanbe asashardverifying the original
protocoldirectly without abstractionswhich is infeasible. Our approachrackstheinter-
face behaviorat the interfaceserectedby our abstractionsand employs a few heuristic
searchmethodsbasedon a classificationof the abstractsystemgeneratingthesetraces.
This collectionof heuristicsearchmethodsorm a tailor-madeguidedsearchstrateyy that
worksvery efficiently in practiceon threerealisticmulticorehierarchicalcachecoherence
protocols.It couldcorrectlyanalyzed9 spuriouserrortracesand3 genuineerrorscenarios,
eachwithin 15 seconds.Also, on 94 of the 99 of the spuriouserrors,our approachcan
preciselyreportwhich transitionin the abstraciprotocolis overly approximatedhatleads
to the spuriouserror.



1 Intr oduction

The useof multiple sharedmemorycoresorganizedaroundhierarchicalcachecoherence
protocolsis widely believedto be the main (if notthe only) approacHor future advance-
mentsin computing[1-4]. Centralto suchmulticoremachinesarehierarchicalcacheco-
herencerotocolsn whichmultipleinstance®f coherencgrotocolsareemployed. For the
verificationof cachecoherencerotocolsin their high level descriptionsmodernindustrial
practiceconsistsof modelingsmallinstancesof the protocols,e.g. threeCPUshandling
two addresseand one bit of data,in termsof interleaving atomic stepsin guard/action
languagesuchasMurphi [5] or TLA+ [6], andexploring the reachablestateshroughex-
plicit stateenumeration.Symbolicmethodsg.g. BDD [7] or SAT [8], areyetto succeed
for the verificationof coherencerotocols.For example,it wasreportedin [9] thata SAT
solver fails to handlea modestprotocolwith about40, 000 statevariableswhile the same
setof techniquesanhandlea microprocessomodelwith onthe orderof onemillion state
variables.

Monolithic formal verificationmethods- methodghattreatthe protocolasa whole—have
beenusedfairly routinely for verifying cachecoherenceprotocolsfrom the early 1990s,
e.g. in [10] and[11]. However, thesemonolithic techniqueswill not be ableto handle
thevery large statespaceof hierarchicalprotocols,owing to the multiplication of the state
spaceof theprotocolsrunningconcurrentlyin the hierarchy Compositionatechniquesire
essentiato scaleup the verificationcapacity

As faraswe know, our previouswork [3,4] arethefirst formal verificationapproactwhich

is ableto handlehierarchicalprotocolswith compleity similar to thatin the readworld.
Our compositionabpproacttonsistof two steps:abstractiormandcountergampleguided
refinement.Given a hierarchicalprotocol,we first useabstractiorto decomposehe pro-
tocol into a setof abstractprotocolseachwith smallerverification compleity. We then
applycounter@ampleguidedrefinemenbntheabstraciprotocolsusingassume-guarantee
reasoningOur compositionabpproachs conserative,in thesensedhatif theabstracpro-
tocolscanbe verified correct,the original hierarchicalprotocolmustalso be correctwith
respecto its verificationobligations.

Any conserative verification approach(suchas ours) must comewith methodsfor au-
tomatically eliminating falsealarms. Without this, conserative approachesvill waster
considerablexpert designertime by requiringthemto wadethroughfalseerror reports.
To solve this problem,we have developeda collectionof heuristicssupportedy atool that
we have built. Themainproblemwe hadto solve wasto tell whethererrortracesproduced
with respecto abstractserificationmodelshave concretizationshatarefeasiblein thereal
model. Naively approachedthis problemis ashardasapplyinga monolithicapproacho



verify hierarchicaprotocolswhichis known to be practicallyimpossible Our contribution
is to developa scalablemethodthatexploits our compositionabpproach.

The restof the paperis organizedasfollows. Section2 presentghe backgroundof our
compositionabpproach Section3 describeur approactof errortraceidentification,in-

cludingthebasicidea,theinterfaceawareguidedsearchandtheboundedsearcheuristics.
Section4 describegheimplementatiorandexperimentalkesultsof our approacton three
hierarchicalbenchmarkprotocols. Finally, Section6 summarize®ur paperand provides
concludingremarks.

2 Background

Beforewe begandevelopingour verificationapproacheghefirst problemwe hadto solve
wasthelack of asinglepublicly availablehierarchicaprotocolbenchmarkvith reasonable
compleity. To fill this void, we developedthree2-level coherencerotocolsfor multiple
chip-multiprocessorpd]. Two of the hierarchicalprotocolsemploy a directorybasedoro-
tocolin bothlevels,andoneemploys a snoofy anda directorybasedprotocols.Thecache
stateof MSI [12] or MESI [13] is usedin eachlevel. Also, featuresncludingunordered
network channelsgexplicit writeback,andsilentdroppingon non-modifiedcachelines of
the MESI cachestatearemodeled.
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Figurel: A 2-level hierarchicakoherencerotocol.

Figure 1 intuitively depictsone of our hierarchicalprotocolsin which threenon-uniform
memoryacces<glustersaremodeledfor oneaddressonehomeandtwo identicalremote
clusters.Here,we useclusterto referto a chip-multiprocessorEachclustercontainstwo
symmetricL1 cachesanlL2 cacheandalocal directory RAC in thefigureis the controller



usedto communicatewith otherclustersandthe global directory The main memoryin
realityis attachedo every cluster Thefactthereis only onememaoryin our protocolmodel
is a consequencef emplgying our 1-addressabstraction.Finally, the L1 andL2 caches
aremodeledasinclusive in theprotocol,i.e. thecontentof the L1 cachess asubsebf that
of the L2 cachein the samecluster For the othertwo hierarchicalprotocols,non-incluse
cachesaremodeled.

In the 2-level hierarchyof Figure 1, the intra-clusterprotocolis usedwithin a clusterto
track which line is cachedin what stateat which cache(s). The inter-clusterprotocolis
usedamongclusterstrackingcachingstatusin the clusterlevel. Therearealtogetherfour
protocolsrunningconcurrently:ithreeintra-clusterprotocolsandoneinter-clusterprotocol.

Basedon theseprotocols,we developeda compositionalapproach3]. Given a hierar
chical protocol, we first useabstractionto decomposehe protocolinto a setof abstract
protocolseachwith smallerverificationcompleity. We thenapply countergampleguided
refinemenbntheabstracprotocolsusingassume-guaranteeasoningOur compositional
approachs conserative, i.e. if the abstraciprotocolscanbe verified correct,the original
hierarchicalprotocolmustalsobe correctwith respecto its verificationobligations.

Fix| genuine bugs Genuine bug
A 4

Original Find out
hierarchical Model rules overly
protocol checker] approximateg
Strengthen guard Add new

verification obligation {apg #i

Figure2: Theworkflow of our compositionabpproach.

Figure2 shows the workflow of our compositionabpproach.Thatis, givena hierarchical
protocol, we first constructa set of abstractprotocols(Abs #i ’'s) where eachabstract
protocol overapproximateshe original protocol by construction. By 'overapproximate’,
we meanthatfor eachabstractprotocol,the setof its statevariablesis a subsef that of
the original protocol, while the behaior involving the setof statevariablearea superset
of thatin the original protocol. We thenmodelcheckeachabstractprotocolindividually.
If a genuinebug is foundin an abstractprotocol, we fix the bug in the original protocol
andregenerateall the abstractprotocols. If a spuriousbug is reportedin Abs #i , we
constrainAbs #i andat the sametime, adda new verificationobligationto one of the
abstractprotocolsAbs #j to guarantedghatthe constrainingon Abs #i is sound. The



guestionof how to identify whetheran error correspond$o a genuineor a spuriousbug
will beansweredn this paper

For the hierarchicalprotocolshownn in Figure 1, our compositionabpproachwill decom-
poseit into threeabstracprotocols.Figure3 shonvs oneof theabstracprotocols.Contrast
with Figure 1, we canseethatit retainsall the detailsof the homeclusterwhile abstracts
away somecomponent®f the remoteclusters.The othertwo abstracirotocolsaresimi-
lar, exceptthatin eachabstraciprotocol,oneremoteclusteris retainedandthe remaining
clustersareabstracted.
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Figure3: An abstracprotocol.

We shavedthatour compositionabpproaclktansuccessfullyerify oneof our hierarchical
protocolswhich cannotbe verified throughtraditionalmonolithic modelcheckingin [3].

However, several problemsof the approactstill exist andthelimitationsinclude: (i) even
a singleabstractprotocolmodelsmorethanonelevel of the coherencerotocols,e.g. as
in Figure3, thusstill creatingvery large productspace;(ii) detailssuchasnon-inclusve
cachesandsnooyy protocolsusedn theothertwo benchmarlprotocolscannotoehandled.

To solve the above problems,we developeda new abstractiomapproachin [4]. In more
detail,for the protocolin Figurel, our new abstractiorwill decomposé into four abstract
protocols:oneabstracintra-clustemprotocolfor every cluster andanabstracinter-cluster
protocol.Becausehetwo remoteclustersareof identicaldesign therearealtogethethree
non-symmetricabstractprotocols,as shavn in Figure 4. To apply the new abstraction
approachyve requirethata hierarchicalprotocolbe modeledn alooselycoupledmanney
i.e. eachtransitionof the protocolcanonly involve the statevariablesof onelevel of the
protocol,e.g.thecomponent®f anintra- or aninter-clusterprotocolbut not both.

We shonvedthatour compositionabpproactwith thenew abstractiorcanreducethe verifi-
cationcompleity of ahierarchicaprotocolto thatof anon-hierarchicaprotocol,in which
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Figure4: Theabstracprotocolsof Figurel.
morethan95% of the statespacereductioncanbe achiered.

Also, to handlehierarchicalprotocolswith non-inclusve cachesand snooyy protocols,
we extendedthe compositionakpproachin [4] by introducingauxiliary statevariablesto
the abstraciprotocols,suchthatthe auxiliary variabletogethemwith the L2 cacheline can
represenasasummaryof the cachestatusn acluster Thevalueof eachauxiliary variable
is a function of thosestatevariablesalreadyin the protocol. By doing so, hierarchical

protocolswith non-inclusve cachesand snooyy protocolscan be verified with the same
compositionabpproachasin [3].

To mechanizeour compositionakpproachtherearealtogethethreestepsof work:

1. Given a hierarchicalprotocol and the protocolcomponentgo be abstractecaway,
how to automaticallygenerateéhe abstracprotocol;

2. Onceanabstraciprotocolis constructecandmodelchecled, if a propertyviolation
is encounteredhow to automaticallyidentify whethertheviolation correspondso a
genuineerrorin theoriginal hierarchicalprotocol;

3. If theviolation is identified as spurious,how to automaticallyconstrainandrefine
theabstracprotocols.

To mechanizehefirst step,we haveimplementedtool in [4] to automatedheprocessFor
thethird step,recentwork [14] and[15] have proposedwo differentwaysto mechanizet.



In [14], theorderinginformationin messagéows of cachecoherenc@rotocolsareutilized
to automaticallyconstructnew verification obligations. In [15], a Galois connectionis
assumedetweenthe original and abstractprotocols,and symbolic methodsare usedto
automaticallyproduceverificationobligationsprovablein the Galoisconnection.

This paperpresentsa solutionto mechanizehe secondstep,i.e. automaticabstracterror
traceidentification. Our solutionnaturally capitalizeson our compositionakpproachde-
scribedpreviously. In this spaceno BDD/SAT basedsymbolicmethodsor even explicit
stateenumeratiorbasedmethodsgxceptfor our methodsdescribecere,have handledthe
problemof errortracejustificationfor hierarchicalcoherencegrotocols.

3 Interface Aware BoundedSearch for Err or Trace Justi-
fication

Givenanerrortracefrom an abstractrotocol,let usfirst definewhetherthis tracecorre-
spondsto a genuineerrorin the original hierarchicalprotocol. We will introduceseveral
notationsfor the definition.

Let V beasetof variablesand D beasetof valueswhich arebothnon-empty A states is
afunctionfrom variablegovalues,s : V' — D. Let S bethesetof statesFor astates and
asetof variablesX, s | X denotegherestrictionof s to thevariablesin X. A transitiont
consistof aguard g andanactiona, whereg is a predicateon statesanda is a function
a: S — S. Wewrite g— a to denotethetransitionwith guardg andactiona.

A modelhastheform (V, I, T, A), whereV is a setof variables,/ is a setof initial states
over V, T is asetof transitions,and A is a setof verificationobligations(stateformulas
over V) which canbe empty

An executionof a modelis basedon stepsin which a singleenabledtransitionfires. For
atransitiont = g—»a, we write s — s’ to denotethat g(s) holdsands’ = a(s). An
executionof (V. I, T, A) is a sequencef statess, s1, ..., suchthats, € [ andfor all
1 > 0, thereis atransitiont; € T suchthat s; N s;+1. Finally, if a states satisfiesa
formulap, we denoteit by p(s). If amodelM = (V,I,T, A) satisfiesall the verification
obligationsof A thenwe denotet by = M.

Comingbackto the definitionof a spuriousor genuineabstracerror, let M = (V, I, T, A)
be a modelwhich represents: hierarchicalprotocol. Let M; = (V;, [;, T}, A;),i € [1..n]



(n > 0), bethe setof abstractprotocolsof M thatarebuilt usingour compositionalap-
proach. Let p € A bea verificationobligationof M, andp; be the correspondingeri-
fication obligationof p in eachM;. Supposer, = Si, Sk1,- - -, Skm, m > 0, IS anerror
traceof M, (k € [1..n]) which violatesp,. Thatis, Yvo € A;, vo(sy;) holdsfor every
J € [0..m — 1] while py(skn,) doesnothold. We defineF, asa genuineerrorof M if there
existsanexecutionof M thatleadsto theviolation of p,; otherwiseE), is aspuriouserror.
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Figure5: Classicahotionof stutteringequivalence.

We now describea heuristicsto identify an error tracefrom an abstractprotocol, based
on the notion of stutteringequivalence The classicaldefinition of stutteringequivalence
[16,17]is definedoverKripke structure§17] whichhasafunctionL : S — 247 thatlabels

eachstatein S with the setof atomicpropositiongruein thatstate,where AP is a setof

atomicpropositions.Two pathse = sy —% s; — ... andp = r P, r1 b are

stutteringequivalentasshawvn in Figure5, if therearetwo sequencesf positive integers
0=1ip<iy <ip <...and0 = jy < j; < jo < ...suchthatfor every k > 0,

L(si,) = L(siy41) = - .- = L(8i1,-1)

= L(rj,) = L(rj+1) = ... = L(rj,,,-1)
A finite sequencef identicallylabeledstatess calledablodk.

The notion of stutteringequialenceis adaptedn our approachbasedon the following
obsenation. For arny executionE' = s, s, ..., s, of M, becaus®f the mannern which
every abstracprotocol }/; is constructedthereexistsanexecutionE; = w;, . . . , u; m, Of
M;, i € [1..n], m; > 0, suchthatfor every suchi, thereexists0 = jy < j1 < ... < Jp, <
m suchthat

Ui70:8]‘0|‘/i:...:8j1_1|‘/;,
uip =8, | Vi=...=sp-1|V,
ui,mi:sjmiﬁ/;:...:smﬁ/;

We will alsodenoteevery suchE; asa stutteringequialentexecutionof £ onV;, andvice
versa.For every states in F/, s hasa correspondingtates; in E;, andwe denotetheindex



of s; in E; asthe block index of s in M;, i.e. b; : S — N. For example,in the above,
bi(sjo) =...= bi(sjl—l) =0,... andbi(Sjmi) =...= bl(sm) = m;.

Our notion of stutteringequivalencesuggestshatif £; is anerrortraceof M, thenif we
canfind a stutteringequivalentexecutionE of E; in M, E; mustbe a genuineerror. We
implementthisideain a straightfornard mannerasfollows.

3.1 Guided Search for Stuttering Equivalent Executions

Givenanerrortracel; = u;p, . . ., u;,, fromanabstracprotocolM;, we performaguided
searchontheoriginal protocol M to find a stutteringequialentexecution.In moredetail,
we first selectan initial states € I suchthats | V; = u,, i.e. b;(s) = 0. Afterwards,
we considerall the enabledrulesof M ats. Thatis, for V¢t = g—a whereg(s) holds,
s' = a(s), andb;(s) = j, 7 > 0, we considerthreecases:

Lb(s) =75 2.b;(s)=7+1; 3.bi(s) # 4, bi(s)) #j+ L.

Thefirst casemeanghats’ ands sharethe sameblock index. The secondcasemeanghat
s correspondso u; j, ands’ correspond$o u; ;1. Thethird meanghattherule ¢t updates
certainvariablesof M sothatit nolongercorrespondso eitheru; ; or u; ;1.

We implementthe above ideausinga modified breadthfirst search(BFS).In moredetail,
for eachstateof M, we associatet with aninteger correspondingo the block index of
E;. A stateof M will be maintainedn the statespacesearchif it falls into the first two
caseswhile the statewill bedroppedif it falls into the third case. The BFSwill stopif a
stateis foundto have the block index m;. At thistime the errortrace £; mustbe genuine;
otherwisewe claimit asspurious.

Unfortunatelytheabove simpleapproactdoesnotwork in practice.Thereasoris because
for every states in the BFS queue thereis a hugenumberof next statess’ wheres’ ands
sharethe sameblock index. For example,consideran error tracefrom the abstractintra-
clusterprotocolof thehomeclusterin Figure4. We have the situationthat— for ary state
s of the original protocol, all the next stateswhich are obtainedby updatingone of the
remoteclusterstheglobaldirectory or themainmemory will havethesamendex ass; so
they will all be maintainedn the statespacesearchj.e. addedinto the BFSqueue.Thus,
the statespaceof the guidedsearchis that of anotherhierarchicalprotocol. Our initial
experimentsconfirmedit.



3.2 Interface Aware Guided Search

In this section,we refine the simple guided searchexploiting the interfaces We define
interfacesasthe statevariablesof a hierarchicalprotocolwhich aresharedy two abstract
protocols.Morespecificallylet M = (V. I, T, A) denotetheoriginal hierarchicaprotocol.
Let M; = (V;, I;,T;, A;),i € [1..n], be all the abstractprotocolsof M. From Section2,

our abstractiorhasthe propertythat U, )V = V' whenthe auxiliary variablesare not

considered.We defineV; N V;,i # j,i,j € [l..n] astheinterfacesof A; and M/;. For

example,for the protocolasshavn in Figure 1, we have four abstractprotocols(two of

them are symmetric)asin Figure 4. Let M, M, M3 be the threeabstractintra-cluster
protocols,and M, be the abstracinter-clusterprotocol. Accordingto our definition, V; N

Vi, i € [1..3] aretheinterfacesfor thethreeclustersrespectiely, i.e. the statevariablesof

theL2 cachéline of eachcluster

With interfacesthe guidedsearclcanwork moreefficiently asfollows. For ary errortrace
E; =u;0,...,u;m;,m; > 0fromanabstracprotocol M/;, we considerary two successie
statesof F;. The basicideais basedon the obsenationthat M; only interactswith other
abstracprotocolsthroughits interfaces.Thus,if theupdatedetweertwo successie states
do not involve interfacevariables,the guidedsearchshouldnot either The ideacanbe
statedmoreformally asfollows. For every j € [0..m;), we considers; ; = w; 41 — Ui ;

= {v | uwij+1(v) # u; j(v),v € V;}. LetIf; betheinterfacesof M.

1. If §;; only involvesvariablesfrom V; \ If;, thenthe guidedsearchwill only explore
therulesof M thatupdateV; \ If;;

2. Otherwisetheguidedsearchwill exploretherulesof M thatupdatel .

More specifically the above ideacanbe appliedto our benchmarkprotocolsasfollows.

Considerthe protocolsin Figure 1 and Figure4. For My, i.e. the abstractinter-cluster
protocol,it is obtainedby retainingthe componentamongclusterswhile abstractingaway

certaincomponentisideclusters.For this protocol,if ¢, ; only involvestheinterfacesof a

cluster thentheguidedsearchcansimply exploretherulesof A thatonly updatethe state
variablesof that cluster Otherwise the componentamongthe clustersareupdated.For

this case guidedsearchwill only needto exploretherulesof M thatupdatethe variables
of V,. Thiskind of searchwill beefficient,asfor ary u; ;. j € [0..m;), ourinterfaceaware
approaclonly needgo searchor asubsebf the statespaceof anon-hierarchicaprotocol,
beforematchingu; ;1.

Similarly, error tracesfrom an abstractintra-clusterprotocol M; asin Figure 4 canbe
identified. More specifically if 4, ; doesnotinvolvetheinterfacesof thatclustey theguided



searchshouldnot either However, when, ; involvesthe interfacesof A/;, the guided
searchmayhaveto consideitheupdate®of thewholehierarchicaprotocol. Thisis because,
e.g. whena requestis sentfrom the homeclusterto the global directory the restof the
hierarchicalprotocolmay have to be updatedpeforea reply canbereceved by the home
cluster Thus,our interfaceaware guidedsearchmay not work efficiently for errortrace
justificationfor abstracintra-clustermprotocols.

To solve the above problem,we developthe following solution. Sincetheinterfaceaware
approachcanwork efficiently for the abstractnter-clusterprotocol, we canmodelcheck
this protocolfirst. By doing so, beforeworking on the abstractintra-clusterprotocols,
we would have refined M, to a mannersuchthatall its verificationobligationshold. At
this time, we canconstructa nen abstracprotocolfor eachabstracintra-clustermrotocol
similarto thatin Figure3. Thatis, for eachabstracintra-clustemprotocol M/;, we construct
aprotocol M 4; in which the clusteri is retainedwhile all the otherclustersareabstracted
asin M,. More formally, for the hierarchicalprotocolin Figure 1, threenew abstract
protocolsM s; = (Vai, Lai, Taiy Aai), © € [1..3], will be constructedafter M, is refined.
Here,Vy, = VUV, andAy = Ay U A, LetIfy =V, N V. Thenly; = {s4 U (si | If;) |
S40 € ]4,81'0 € I;, sa | If; = s;0 | Ifl} FinaIIy, Ty = {t4 = g4=»ay | ty € T4,VS4 €
Syag(sq) | Ifi=sy | Ii} U{t =g—a |t €T,3s € S,a(s) | Vi # s | Vi}. InTy;, the
first partincludesall thetransitionsrom M, which do notupdatetheinterfacesof M;, and
thesecondartincludesall thetransitionsfrom M thatupdateV;.

Now for every errortrace E; from the abstractintra-clusterprotocol M;, we canperform
theinterfaceawareguidedsearchon M 4; insteadof M. In factMy; is anabstracprotocol
of M, andM; is anabstraciprotocolof M 4;. Thus,we canusetheinterfaceawvareguided
searchto first find a stutteringequialentexecutionE 4; of E; in M 4;, andif E; is reported
asgenuinen M 4;, we thentry to find a stutteringequivalentexecutionof E; in M.

We have implementedhe interfaceaware guidedsearchbasedon Murphi, andappliedit
to identify the error tracesfrom the abstractprotocolsof the threebenchmarkprotocols.
Sectiord describesnoredetail. For mary of theerrortracespurinterfaceawareapproach
can correctly identify the spurious/genuinerror casewith 1GB of memory However,
therearestill someerrortracesfor which our approactfailedto identify evenwith 1.5GB
of memorybecausedherearetoo mary statesin the guidedsearch.In the following, we
will presentanothereuristicto improve theguidedsearchby usingboundedsearch.



3.3 BoundedSearch

Thebasicideaof our boundedsearchs thatgivenanerrortrace E; = w; o, i1, - - -, Uim,,
m; > 0 from anabstractprotocol /;, we restrictthe BFS depthof the guidedsearchfor
eachblockindex j € [0..m;) to a certainbound. If we cannotfind a statewith the block
index j + 1 usingthe boundedsearchthenwe claim thattheredoesnot exist a stuttering
eguialentexecutionof F;, i.e. theerroris spurious.

We choosethe boundbasedon the following heuristics.Let tr; = u; ; 1, u;j+1(7 > 0)
beanarbitrarytransitionin anabstracprotocol M, = (1;,V;,T;, A;), wherew; ;, u; ;1 are
reachablestatesof 1/;. We associat@very suchtr; with aboundbnd asfollows:

1. If theredoesnot exist a stutteringequivalentexecutionof ¢r; in M, thenwe setthe
boundof tr; to beary naturalnumbere.g.bnd(tr;) = 1;

2. Otherwise thereexists an executionsy, sy + 1,...s;, k,l > 0 suchthats, | V; =
Spr1 | Vi=...=s121 | Vi=w,, s | Vi = ui j41, andsy, . . ., s; arereachabletates

of M. Therecanexist multiple suchexecutionsin M for ¢r;, andwe setthe bound
of tr; to betheminimumnumberof [ — &.

Finally, we setthe boundof the abstractprotocol M;, bnd(M;) = max{bnd(tr;) | tr; =

ti,j

U5 — WUjj+1y Wiy Uj 41 arereachablestatesof Mz}

Basedon the above definitions,we selectthe candidateboundsasfollows. Considerary

transitiontr = s —— ' in the abstracinter-clusterprotocol. Casel: tr only updateghe
statevariablesnotin interfaces.In this case purinterfaceawareguidedsearchasdescribed
in thefirst heuristicwill only explorethe rulesthat updatethe inter-clusterprotocolcom-
ponents.Thuswe setbnd(tr) = 1. Case2: tr updatesnterfacevariables.In this casewe

choosebnd(tr) to be the lengthof the shortesistutteringequivalentexecutionbetweens

ands’.

For example, considera transitionin the abstractinter-cluster protocol from the initial

stateto the statewherea sharedrequests issuedby the homecluster The boundof this
transitioncorrespondgo the following execution— (i) an L1 cacheof the homecluster
initiatesa sharedrequest,(ii) the requests sentto the local directory and (iii) thelocal
directorychecksthatthereis no valid cacheline andalsono otherpendingrequestssoit

issuesarequesto be sentto theglobaldirectory Thus,theboundof this transitionis 3.

Similarly we choosecandidateboundsfor eachabstractintra-clusterprotocol. The only



differenceis that when interface variablesare updatedin a transitiontr, the stuttering
equivalentexecutionmayhaveto involve updategrom therestof the hierarchicalprotocol.
Again the solutionthat we developedin the first heuristicby introducing M 4;’s canhelp
solve theproblem.

In theory choosinga boundasin the above mannerrequiresprotocolawarenessin most
casesthe boundof a protocolcanbe provided by designerdor just once. Fortunately in
practicewe find thatfor highlevel protocoldescriptionsn Murphi, e.g.the FLASH ( [18])
andGERMAN ( [19]) protocols,candidatéboundsare reasonablysmall wherethe value
10 or 15 is usuallybig enough.For example,we find thatthe bound10 works perfectlyfor
all of ourthreebenchmarkprotocols.

4 Implementation and Experimental Results

We have implementedatool [20] which integrateshe interfaceawareandboundedsearch
heuristics,andwe have appliedit to the threebenchmarkprotocols. Before applyingthe
guidedsearchwe hadpreviously verifiedthe benchmarkgxpendinga lot of manuallabor
to classifyerrortracesasgenuineor spurious.Sowe insertedonebug in eachbenchmark
individually, with two bugsin theinter-clusterlevel andonein theintra-clustedevel. The
threebenchmarkaltogethelgeneratesightdistinctabstracprotocols,which againgener
ate102 errortraces.

For all thesetraces,our tool is ableto correctly reportthe spurious/genuinease,each
within 15 seconds The amountof memoryrequiredfor eachidentificationis lessthan
1GB. Themaximumnumberof statesexploredamongall theguidedsearchs 6, 622, which
is very small comparedwith the statespaceof morethan 0.4 billion of one benchmark
protocol. Furthermorejn 94 of the 99 all spuriouserrortraces,our tool canpreciselytell
whichrulein theabstracprotocolis problematicj.e. overly approximatedFigure6 showns
asamplescenaridor oneof thecasesHere,thefirst half of thefigureshavs anerrortrace
from anabstracprotocol,andthe secondshaws the outputfrom our tool.

For the remainingfive spuriouserror traces they fall into threecategories. Thefirst cate-
gory is thatit is possiblethattwo rulesin the original hierarchicalprotocolare different,
while theirabstractedulesareequialent. We denotesuchtwo rulesasabstractequivalent
Abstractequialentrulesarestraightforvardto realizeandthey do notmalke it difficult for
usergo tell the problematicabstractule.

The secondcateyory is aboutthe auxiliary variablesintroducedin our compositionalap-



Abstract error trace:
I nvari ant " MenDat aProp" fail ed.

1. Rule L2_Reset_pending, p:Hone fired.
Rul e L2 _inReq_QutReq, p:Home fired.
Rule Dir HomeGet X Put X fired.

Rul e Custer WiteBack, p:Hone fired.
Rule L2_recv_Qut Reply, p:Hone fired.
Rul e Custer_inReqg WB, p:Hone fired.
Rul e L2 Recv_WB, data:Datas_ 2,

p: Horme fired.

No Ok wWN

Gui ded search:
1. Rule L2 _Reset pending, p:Honme fired.
2. Rule L2_inReq_CQutReq, p:Home fired.
3. Rule Dir_HomeGet X Put X fired.

The abstract error trace is spurious
wi th bound=10, 1186 states have been
expl or ed.

Figure6: A spuriouserrortraceandtheresultfrom ourapproach.

proachfor the secondandthe third benchmarks.The situationis thatin anabstracterror
trace, certainrules only updatethe auxiliary variablesbecauseof the abstraction. As a
result,the guidedsearchmayreporta stutteringequivalentexecutioncontainingirrelevant
rulesthanthosein theabstracerrortrace.Again, thiscasewill notmakeit harderfor users
to recognizehe problematicabstractule.

Thethird categoryis aboutthe overapproximatiornin our compositionabpproachBecause
eachabstractprotocol M; overapproximatethe original hierarchicalprotocol M on 'V, it
is possiblethat for someexecutionsof M;, theredo not exist stutteringequivalentexecu-
tionsin M. In our experimentspnecasefalls into this category. For this case theabstract
intra-clusterprotocolfrom the secondoenchmarkhasan abstracterror traceof length 10
beginningwith the following threerules: (i) a remoteclusteris invalid andit recevesan
exclusive requesfrom anothercluster;(ii) theremoteclusterstartsprocessingherequest;
(7ii) theremoteclusteragainreceivesa sharedequesfrom anothercluster For this error,
theredoesnot exist a stutteringequivalentexecutionbecauseat theinitial stateof the orig-
inal hierarchicabprotocol,only the mainmemoryhasa valid copy; thusit is impossiblefor
theremoteclusterto receve requestgrom others.

However, theredoesexist an executionof M but it is not stutteringequialent. The exe-
cution begginswith theinitial state;thenthe remoteclusterrequestsan exclusive copy and
getsgrantednow whenanotherclusterrequestanexclusive copy, theglobaldirectorywill

forward it to the remotecluster;the remoteclusterwrites backthe exclusive copy to the



main memorybeforethe outsiderequesis receved. At this time, the remoteclusteris in
theinvalid state andrules(i) and(ii) will execute.

Fromtheabove, it is clearthatwhenanabstrackerrortracebegins with the additionalbe-
havior thatdo notexist in theoriginal protocol,therewill notexist any stutteringequivalent
execution.This meanghatour approachof searchindgor a stutteringequialentexecution
for error tracejustificationis a heuristic,i.e. it doesnot guarantego always correctly
identify theerrortrace.

In summarythe experimentshaw thatour interfaceawareboundedsearchs very efficient
to identify the spuriousor genuineabstracterror traces— it can correctly reportall the
102 errors,andin 94 of the 99 all spuriouscasesfound the exact location of the bug
automatically Without our approach,it requiresdesignerdo identify every sucherror
trace,while with our approachpncethe configurationfiles andthe boundsare available
(they canbe setby designergustonce),our tool canautomaticallyidentify theerrors.

5 RelatedWork

Ourcompositionabpproachio verifying hierarchicaprotocolsncludesabstractionassume-
guaranteeeasonin@ndcountergampleguidedrefinementWe derivethebasicideasrom
Chouet. al.swork [21] on parameterize#erificationfor non-hierarchicatachecoherence
protocols. Their work is againattributedto McMillan’ s work [22, 23] who addedsupport
for this style of reasoningnto Cadence&SMV. Theideais laterformalizedby [24] and[25].
Our approachof usingabstractions also similar to the work of environmentabstraction
by [26].

Ourwork in this paperon guidedsearchthassomesimilarity with directedmodelchecking
[27], in the sensehat only a subsef the statespaceis exploredto reachcertainspecial
states. The differenceis that we useguidedsearchin the hierarchicalprotocoltrying to
matchthe error tracefrom an abstractprotocol, while directedmodelcheckingemploys
heuristics g.g. distanceestimationto error statesfor fasterrordiscovery.

In predicateabstractiorandcountergampleguidedrefinementtherealsoexiststhe prob-
lem of checkinganabstractountergampletrace.Therehasbeenalarge bodyof research
who usessymbolic methodsto solve the problem,e.g. converting the error tracejustifi-
cationto a satisfiablityproblem. Our heuristicsare believedto be helpful for compleity
reductionregardlessof the specificverificationapproacttaken.



6

Conclusionsand Futur e Work

We have presente@ninterfaceawareguidedsearchmethodto mechanizepartof thecom-
positionalapproachfor verifying hierarchicalcachecoherencerotocols. Givenan error
tracefrom anabstracprotocol,our approactriesto find a stutteringequivalentexecution
in the concreteprotocol. The experimentson threehierarchicalprotocolbenchmarksvith
realistic featuresshow that our approachis very efficient in identifying all of the spuri-
ous/genuindugs. Also, in mostof the spuriouserrorsit canpreciselyreportthe problem-
aticrules. For futurework, we planto investigatehow to integratetheautomatiaefinement
of abstracprotocolsto our mechanizatiompproaches.
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