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Abstract

Many complex concurrentprotocolsthatcannotbeformally verifieddueto stateexplosion
canoftenbeformally verifiedby initially creatingacollectionof abstractions(overapprox-
imations),andsubsequentlyrefiningtheoverapproximatedprotocolin responseto spurious
counterexampletraces.Suchanapproachcruciallydependsontheability to checkwhether
a givenerror tracein the abstractprotocolcorrespondsto a concretetracein the original
protocol. Unfortunately, this checkingstepalonecanbeasashardverifying theoriginal
protocoldirectly without abstractions,which is infeasible.Our approachtracksthe inter-
facebehaviorat the interfaceserectedby our abstractions,andemploys a few heuristic
searchmethodsbasedon a classificationof the abstractsystemgeneratingthesetraces.
This collectionof heuristicsearchmethodsform a tailor-madeguidedsearchstrategy that
worksvery efficiently in practiceon threerealisticmulticorehierarchicalcachecoherence
protocols.It couldcorrectlyanalyze

���
spuriouserrortracesand � genuineerrorscenarios,

eachwithin ��� seconds.Also, on
���

of the
���

of the spuriouserrors,our approachcan
preciselyreportwhich transitionin theabstractprotocolis overly approximatedthat leads
to thespuriouserror.



1 Intr oduction

Theuseof multiple sharedmemorycoresorganizedaroundhierarchicalcachecoherence
protocolsis widely believedto be themain(if not theonly) approachfor futureadvance-
mentsin computing[1–4]. Centralto suchmulticoremachinesarehierarchicalcacheco-
herenceprotocolsin whichmultipleinstancesof coherenceprotocolsareemployed.For the
verificationof cachecoherenceprotocolsin theirhigh level descriptions,modernindustrial
practiceconsistsof modelingsmall instancesof the protocols,e.g. threeCPUshandling
two addressesandonebit of data,in termsof interleaving atomicstepsin guard/action
languagessuchasMurphi [5] or TLA+ [6], andexploring thereachablestatesthroughex-
plicit stateenumeration.Symbolicmethods,e.g. BDD [7] or SAT [8], areyet to succeed
for theverificationof coherenceprotocols.For example,it wasreportedin [9] thata SAT
solver fails to handlea modestprotocolwith about

���
	������
statevariables,while thesame

setof techniquescanhandleamicroprocessormodelwith on theorderof onemillion state
variables.

Monolithic formalverificationmethods– methodsthattreattheprotocolasawhole– have
beenusedfairly routinely for verifying cachecoherenceprotocolsfrom the early 1990s,
e.g. in [10] and [11]. However, thesemonolithic techniqueswill not be able to handle
thevery largestatespaceof hierarchicalprotocols,owing to themultiplicationof thestate
spaceof theprotocolsrunningconcurrentlyin thehierarchy. Compositionaltechniquesare
essentialto scaleup theverificationcapacity.

As farasweknow, ourpreviouswork [3,4] arethefirst formalverificationapproachwhich
is ableto handlehierarchicalprotocolswith complexity similar to that in the readworld.
Our compositionalapproachconsistsof two steps:abstractionandcounterexampleguided
refinement.Givena hierarchicalprotocol,we first useabstractionto decomposethepro-
tocol into a setof abstractprotocolseachwith smallerverificationcomplexity. We then
applycounterexampleguidedrefinementon theabstractprotocolsusingassume-guarantee
reasoning.Ourcompositionalapproachis conservative,in thesensethatif theabstractpro-
tocolscanbeverifiedcorrect,theoriginal hierarchicalprotocolmustalsobecorrectwith
respectto its verificationobligations.

Any conservative verificationapproach(suchas ours) must comewith methodsfor au-
tomatically eliminating falsealarms. Without this, conservative approacheswill waster
considerableexpert designertime by requiringthemto wadethroughfalseerror reports.
To solvethisproblem,wehavedevelopedacollectionof heuristicssupportedby atool that
wehavebuilt. Themainproblemwehadto solvewasto tell whethererrortracesproduced
with respectto abstractverificationmodelshaveconcretizationsthatarefeasiblein thereal
model. Naively approached,this problemis ashardasapplyinga monolithicapproachto



verify hierarchicalprotocols,whichis known to bepracticallyimpossible.Ourcontribution
is to developascalablemethodthatexploitsour compositionalapproach.

The restof the paperis organizedasfollows. Section2 presentsthe backgroundof our
compositionalapproach.Section3 describesour approachof errortraceidentification,in-
cludingthebasicidea,theinterfaceawareguidedsearchandtheboundedsearchheuristics.
Section4 describestheimplementationandexperimentalresultsof our approachon three
hierarchicalbenchmarkprotocols.Finally, Section6 summarizesour paperandprovides
concludingremarks.

2 Background

Beforewebegandevelopingour verificationapproaches,thefirst problemwehadto solve
wasthelackof asinglepublicly availablehierarchicalprotocolbenchmarkwith reasonable
complexity. To fill this void, we developedthree2-level coherenceprotocolsfor multiple
chip-multiprocessors[4]. Two of thehierarchicalprotocolsemploy a directorybasedpro-
tocol in bothlevels,andoneemploysa snoopy anda directorybasedprotocols.Thecache
stateof MSI [12] or MESI [13] is usedin eachlevel. Also, featuresincludingunordered
network channels,explicit writeback,andsilentdroppingon non-modifiedcachelinesof
theMESI cachestatearemodeled.
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Figure1: A 2-level hierarchicalcoherenceprotocol.

Figure1 intuitively depictsoneof our hierarchicalprotocolsin which threenon-uniform
memoryaccessclustersaremodeledfor oneaddress:onehomeandtwo identicalremote
clusters.Here,we useclusterto refer to a chip-multiprocessor. Eachclustercontainstwo
symmetricL1 caches,anL2 cacheandalocaldirectory. RAC in thefigureis thecontroller



usedto communicatewith otherclustersandthe global directory. The main memoryin
reality is attachedto everycluster. Thefactthereis only onememoryin ourprotocolmodel
is a consequenceof employing our � -addressabstraction.Finally, the L1 andL2 caches
aremodeledasinclusivein theprotocol,i.e. thecontentof theL1 cachesis asubsetof that
of theL2 cachein thesamecluster. For theothertwo hierarchicalprotocols,non-inclusve
cachesaremodeled.

In the 2-level hierarchyof Figure1, the intra-clusterprotocol is usedwithin a clusterto
track which line is cachedin what stateat which cache(s).The inter-clusterprotocol is
usedamongclusters,trackingcachingstatusin theclusterlevel. Therearealtogetherfour
protocolsrunningconcurrently:threeintra-clusterprotocolsandoneinter-clusterprotocol.

Basedon theseprotocols,we developeda compositionalapproach[3]. Given a hierar-
chical protocol,we first useabstractionto decomposethe protocol into a setof abstract
protocolseachwith smallerverificationcomplexity. Wethenapplycounterexampleguided
refinementontheabstractprotocolsusingassume-guaranteereasoning.Ourcompositional
approachis conservative, i.e. if theabstractprotocolscanbeverifiedcorrect,theoriginal
hierarchicalprotocolmustalsobecorrectwith respectto its verificationobligations.
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Figure2: Theworkflow of ourcompositionalapproach.

Figure2 shows theworkflow of our compositionalapproach.That is, givena hierarchical
protocol, we first constructa set of abstractprotocols(Abs #i’s) whereeachabstract
protocoloverapproximatesthe original protocolby construction.By ’overapproximate’,
we meanthat for eachabstractprotocol,thesetof its statevariablesis a subsetof thatof
the original protocol,while the behavior involving thesetof statevariablearea superset
of that in theoriginal protocol. We thenmodelcheckeachabstractprotocolindividually.
If a genuinebug is found in an abstractprotocol,we fix the bug in the original protocol
and regenerateall the abstractprotocols. If a spuriousbug is reportedin Abs #i, we
constrainAbs #i andat the sametime, adda new verificationobligationto oneof the
abstractprotocolsAbs #j to guaranteethat the constrainingon Abs #i is sound.The



questionof how to identify whetheran error correspondsto a genuineor a spuriousbug
will beansweredin this paper.

For thehierarchicalprotocolshown in Figure1, our compositionalapproachwill decom-
poseit into threeabstractprotocols.Figure3 showsoneof theabstractprotocols.Contrast
with Figure1, we canseethat it retainsall thedetailsof thehomeclusterwhile abstracts
away somecomponentsof theremoteclusters.Theothertwo abstractprotocolsaresimi-
lar, exceptthat in eachabstractprotocol,oneremoteclusteris retainedandtheremaining
clustersareabstracted.
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Figure3: An abstractprotocol.

Weshowedthatourcompositionalapproachcansuccessfullyverify oneof ourhierarchical
protocolswhich cannotbe verified throughtraditionalmonolithic modelcheckingin [3].
However, severalproblemsof theapproachstill exist andthelimitations include: ����� even
a singleabstractprotocolmodelsmorethanonelevel of thecoherenceprotocols,e.g. as
in Figure3, thusstill creatingvery largeproductspace;������� detailssuchasnon-inclusive
cachesandsnoopy protocolsusedin theothertwo benchmarkprotocolscannotbehandled.

To solve the above problems,we developeda new abstractionapproachin [4]. In more
detail,for theprotocolin Figure1, ournew abstractionwill decomposeit into four abstract
protocols:oneabstractintra-clusterprotocolfor everycluster, andanabstractinter-cluster
protocol.Becausethetwo remoteclustersareof identicaldesign,therearealtogetherthree
non-symmetricabstractprotocols,as shown in Figure 4. To apply the new abstraction
approach,we requirethata hierarchicalprotocolbemodeledin a looselycoupledmanner,
i.e. eachtransitionof theprotocolcanonly involve thestatevariablesof onelevel of the
protocol,e.g.thecomponentsof anintra-or aninter-clusterprotocolbut notboth.

Weshowedthatourcompositionalapproachwith thenew abstractioncanreducetheverifi-
cationcomplexity of ahierarchicalprotocolto thatof anon-hierarchicalprotocol,in which
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Figure4: Theabstractprotocolsof Figure1.

morethan95%of thestatespacereductioncanbeachieved.

Also, to handlehierarchicalprotocolswith non-inclusive cachesand snoopy protocols,
we extendedthecompositionalapproachin [4] by introducingauxiliary statevariablesto
theabstractprotocols,suchthat theauxiliary variabletogetherwith theL2 cacheline can
representasasummaryof thecachestatusin acluster. Thevalueof eachauxiliaryvariable
is a function of thosestatevariablesalreadyin the protocol. By doing so, hierarchical
protocolswith non-inclusive cachesandsnoopy protocolscanbe verified with the same
compositionalapproachasin [3].

To mechanizeourcompositionalapproach,therearealtogetherthreestepsof work:

1. Given a hierarchicalprotocoland the protocolcomponentsto be abstractedaway,
how to automaticallygeneratetheabstractprotocol;

2. Onceanabstractprotocolis constructedandmodelchecked, if a propertyviolation
is encountered,how to automaticallyidentify whethertheviolationcorrespondsto a
genuineerrorin theoriginal hierarchicalprotocol;

3. If the violation is identifiedasspurious,how to automaticallyconstrainandrefine
theabstractprotocols.

To mechanizethefirst step,wehave implementedatool in [4] to automatetheprocess.For
thethird step,recentwork [14] and[15] haveproposedtwo differentwaysto mechanizeit.



In [14], theorderinginformationin messageflowsof cachecoherenceprotocolsareutilized
to automaticallyconstructnew verification obligations. In [15], a Galois connectionis
assumedbetweenthe original andabstractprotocols,andsymbolicmethodsareusedto
automaticallyproduceverificationobligationsprovablein theGaloisconnection.

This paperpresentsa solutionto mechanizethesecondstep,i.e. automaticabstracterror
traceidentification. Our solutionnaturallycapitalizeson our compositionalapproachde-
scribedpreviously. In this space,no BDD/SAT basedsymbolicmethodsor even explicit
stateenumerationbasedmethods,exceptfor ourmethodsdescribedhere,havehandledthe
problemof errortracejustificationfor hierarchicalcoherenceprotocols.

3 Interface AwareBoundedSearch for Err or TraceJusti-
fication

Givenanerror tracefrom anabstractprotocol,let usfirst definewhetherthis tracecorre-
spondsto a genuineerror in the original hierarchicalprotocol. We will introduceseveral
notationsfor thedefinition.

Let $ beasetof variablesand % beasetof valueswhicharebothnon-empty. A state & is
a functionfrom variablesto values,&(')$+* % . Let , bethesetof states.For astate& and
a setof variables- , &/.�- denotestherestrictionof & to thevariablesin - . A transition0
consistsof a guard 1 andanaction 2 , where1 is a predicateon states,and 2 is a function
23'4,5* , . Wewrite 1 2 to denotethetransitionwith guard1 andaction 2 .
A modelhastheform �6$ 	879	;:<	�= � , where $ is a setof variables,

7
is a setof initial states

over $ ,
:

is a setof transitions,and
=

is a setof verificationobligations(stateformulas
over $ ) whichcanbeempty.

An executionof a modelis basedon stepsin which a singleenabledtransitionfires. For
a transition 0?>@1 2 , we write & AB * &DC to denotethat 1E��&F� holdsand &DCG>H2I��&F� . An
executionof �6$ 	879	;:<	�= � is a sequenceof states&DJ 	 &LK 	�M8M8M , suchthat &DJ5N 7

and for all

�PO �
, thereis a transition 0RQSN : suchthat &TQ AVUB * &TQXWYK . Finally, if a state & satisfiesa

formula Z , we denoteit by Z[��&F� . If a model \ >]��$ 	879	;:<	8= � satisfiesall theverification
obligationsof

=
thenwedenoteit by . >^\ .

Comingbackto thedefinitionof a spuriousor genuineabstracterror, let \ >_��$ 	879	;:<	8= �
be a modelwhich representsa hierarchicalprotocol. Let \`Q<>a�6$bQ 	87 Q 	;: Q 	8= Q�� 	 �cNedf� MgMihkj



(
h O �

), be the setof abstractprotocolsof \ that arebuilt usingour compositionalap-
proach. Let ZlN =

be a verificationobligationof \ , and Z9Q be the correspondingveri-
fication obligationof Z in each \`Q . Supposemonp>q&rn;J 	 &TnFK 	�M8M8M�	 &rn�s , t O �

, is an error
traceof \`n ( ulNvdf� MfMwhEj ) which violates Z
n . That is, xYy{z|N = Q , y{zb��&Tn�}�� holds for every~ N�d �
MfM t B � j while Z
n)��&Tn�s�� doesnothold. Wedefinemon asagenuineerrorof \ if there
existsanexecutionof \ thatleadsto theviolationof Z9n ; otherwisemon is aspuriouserror.

p, q p, q qp, qp, p,q

qp, p,qp, q qp, qp,

Figure5: Classicalnotionof stutteringequivalence.

We now describea heuristicsto identify an error tracefrom an abstractprotocol,based
on the notionof stutteringequivalence. The classicaldefinition of stutteringequivalence
[16,17] is definedoverKripkestructures[17] whichhasafunction ��'4,�* �F�b� thatlabels
eachstatein , with thesetof atomicpropositionstrue in thatstate,where

=(�
is a setof

atomicpropositions.Two paths ��>�&DJ����B * &�Ke�b�B * M8M8M
and ��>+�FJa� �B * �9Kq� �B * M�M8M

are
stutteringequivalentasshown in Figure5, if therearetwo sequencesof positive integers� >���J����DKo�����(� M8M8M and

� > ~ J�� ~ Ko� ~ �(� M�M8M suchthatfor every u�O � ,
�<��&TQX�D�o>��<��&TQX��WYK;��> M8M8M >^�<�6&rQV��� �6� K��>^�<���F} �T�¡>¢���£�¤} �;WYK;��> M8M8M >^�<���¤} ��� ��� KR�

A finite sequenceof identicallylabeledstatesis calledablock.

The notion of stutteringequivalenceis adaptedin our approachbasedon the following
observation. For any execution m¥>¥&DJ 	 &LK 	8M8M�M�	 &Ts of \ , becauseof themannerin which
every abstractprotocol \`Q is constructed,thereexistsanexecution moQE>§¦{Q©¨ J 	8M8M�M�	 ¦{Q©¨ s U of
\`Q , ��N�df� MfMwhEj , tªQEO �

, suchthatfor everysuch� , thereexists
� > ~ J«� ~ K�� M8M�M � ~ s U

¬
t suchthat

¦{Q©¨ JG>¢&T} � .�$­Q®>
M8M8M >¢&r} � � K(.�$­Q

	
¦{Q©¨ K¡>¢&T} � .�$­Q®>

M8M8M >¢&r}�¯ � K(.�$­Q
	�M8M8M

¦{Q©¨ s U >^&T}�° U .�$bQ®>
M8M8M >^&Ts±.�$­Q

Wewill alsodenoteeverysuchm²Q asastutteringequivalentexecutionof m on $bQ , andvice
versa.For everystate& in m , & hasacorrespondingstate&TQ in m²Q , andwe denotetheindex



of &rQ in m²Q asthe block index of & in \`Q , i.e. ³´Q3'<,µ* ¶ . For example,in the above,
³´QD��&T} � �¡>

M8M8M >^³´Q���&T} � � K��¡>
�
,
M8M�M

, and ³´Q���&T}�° U �¡>
M�M8M >^³´Q��6&Ts<�¡>�tªQ .

Our notionof stutteringequivalencesuggeststhat if m²Q is anerror traceof \·Q , thenif we
canfind a stutteringequivalentexecution m of m²Q in \ , m²Q mustbe a genuineerror. We
implementthis ideain astraightforwardmannerasfollows.

3.1 Guided Search for Stuttering Equivalent Executions

GivenanerrortracemoQ¸>�¦{Q©¨ J 	�M8M8M�	 ¦¹QX¨ s U from anabstractprotocol \`Q , weperformaguided
searchon theoriginal protocol \ to find a stutteringequivalentexecution.In moredetail,
we first selectan initial state &ºN 7

suchthat &�.»$­Q(>¼¦{Q©¨ J , i.e. ³´Q���&F�½> �
. Afterwards,

we considerall the enabledrulesof \ at & . That is, for xY0¾>¼1 2 where 1E��&F� holds,
& C >¢2I��&F� , and ³RQ���&F�¡> ~ , ~ O � , weconsiderthreecases:

� M ³´Q��6& C ��> ~­¿ � M ³´QD�6& C ��> ~(À � ¿ � M ³RQ���& C ��Á> ~ 	 ³RQ���& C ��Á> ~(À � M
Thefirst casemeansthat & C and & sharethesameblock index. Thesecondcasemeansthat
& correspondsto ¦¹QX¨ } , and &DC correspondsto ¦¹QX¨ }�WYK . Thethird meansthat therule 0 updates
certainvariablesof \ sothatit no longercorrespondsto either¦{Q©¨ } or ¦¹QX¨ }�WYK .
We implementtheabove ideausinga modifiedbreadthfirst search(BFS).In moredetail,
for eachstateof \ , we associateit with an integer correspondingto the block index of
moQ . A stateof \ will be maintainedin the statespacesearchif it falls into the first two
cases,while thestatewill bedroppedif it falls into the third case.TheBFSwill stopif a
stateis foundto have theblock index tªQ . At this time theerror trace moQ mustbegenuine;
otherwiseweclaim it asspurious.

Unfortunately, theabovesimpleapproachdoesnotwork in practice.Thereasonis because
for every state& in theBFSqueue,thereis a hugenumberof next states& C where & C and &
sharethesameblock index. For example,consideranerror tracefrom theabstractintra-
clusterprotocolof thehomeclusterin Figure4. We have thesituationthat– for any state
& of the original protocol,all the next stateswhich areobtainedby updatingoneof the
remoteclusters,theglobaldirectory, or themainmemory, will havethesameindex as & ; so
they will all bemaintainedin thestatespacesearch,i.e. addedinto theBFSqueue.Thus,
the statespaceof the guidedsearchis that of anotherhierarchicalprotocol. Our initial
experimentsconfirmedit.



3.2 Interface AwareGuided Search

In this section,we refine the simpleguidedsearchexploiting the interfaces. We define
interfacesasthestatevariablesof ahierarchicalprotocolwhich aresharedby two abstract
protocols.Morespecifically, let \ >Â��$ 	879	;:<	8= � denotetheoriginalhierarchicalprotocol.
Let \`Q(>Ã��$­Q 	�7 Q 	R: Q 	8= Q6� 	 �cN@df� MfMwhEjÄ	 be all the abstractprotocolsof \ . From Section2,
our abstractionhasthe propertythat Å QXÆLÇiK´ÈiÈ É�Ê $bQG>q$ whenthe auxiliary variablesarenot
considered.We define $­Q[Ë�$­} 	 �|Á> ~ 	 � 	 ~ Nqdf� MfMwhEj asthe interfacesof \`Q and \`} . For
example,for the protocolasshown in Figure1, we have four abstractprotocols(two of
them are symmetric)as in Figure 4. Let \ÌK 	 \·� 	 \ºÍ be the threeabstractintra-cluster
protocols,and \·Î betheabstractinter-clusterprotocol. Accordingto our definition, $­Q¹Ë
$9Î 	 �GN�dg� MfM � j aretheinterfacesfor thethreeclustersrespectively, i.e. thestatevariablesof
theL2 cacheline of eachcluster.

With interfaces,theguidedsearchcanwork moreefficiently asfollows. For any errortrace
moQÏ>�¦¹QX¨ J 	8M8M�M�	 ¦{Q©¨ s U

	 tªQÏO � from anabstractprotocol \`Q , weconsiderany two successive
statesof moQ . Thebasicideais basedon theobservation that \`Q only interactswith other
abstractprotocolsthroughits interfaces.Thus,if theupdatesbetweentwo successivestates
do not involve interfacevariables,the guidedsearchshouldnot either. The ideacanbe
statedmoreformally asfollows. For every

~ Ned �
MgM tªQ�� , we considerÐ�Q©¨ }/Ñµ¦¹QX¨ }�WYK B ¦{Q©¨ }
>^Ò�y|.r¦¹QX¨ }�WYK��£yI��Á>�¦{Q©¨ }¤��yI� 	 y?NÌ$­Q�Ó . Let Ô Õ£Ö betheinterfacesof \`Q .

1. If Ð;Q©¨ } only involvesvariablesfrom $­Q{×�Ô Õ£Ö , thentheguidedsearchwill only explore
therulesof \ thatupdate$bQY×GÔ Õ£Ö ;

2. Otherwise,theguidedsearchwill exploretherulesof \ thatupdate$ .

More specifically, the above ideacanbe appliedto our benchmarkprotocolsas follows.
Considerthe protocolsin Figure1 andFigure4. For \·Î , i.e. the abstractinter-cluster
protocol,it is obtainedby retainingthecomponentsamongclusterswhile abstractingaway
certaincomponentsinsideclusters.For thisprotocol,if Ð;Î�¨ } only involvestheinterfacesof a
cluster, thentheguidedsearchcansimplyexploretherulesof \ thatonly updatethestate
variablesof that cluster. Otherwise,thecomponentsamongtheclustersareupdated.For
this case,guidedsearchwill only needto exploretherulesof \ thatupdatethevariables
of $9Î . This kind of searchwill beefficient,asfor any ¦{Q©¨ } 	 ~ NØd ��MgM tªQ�� , our interfaceaware
approachonly needsto searchfor asubsetof thestatespaceof anon-hierarchicalprotocol,
beforematching¦{Q©¨ }�WYK .
Similarly, error tracesfrom an abstractintra-clusterprotocol \`Q as in Figure 4 can be
identified.Morespecifically, if Ð;Q©¨ } doesnot involvetheinterfacesof thatcluster, theguided



searchshouldnot either. However, when Ð;Q©¨ } involves the interfacesof \`Q , the guided
searchmayhaveto considertheupdatesof thewholehierarchicalprotocol.Thisis because,
e.g. whena requestis sentfrom the homeclusterto the global directory, the restof the
hierarchicalprotocolmayhave to beupdated,beforea reply canbereceivedby thehome
cluster. Thus,our interfaceawareguidedsearchmay not work efficiently for error trace
justificationfor abstractintra-clusterprotocols.

To solve theabove problem,we developthefollowing solution. Sincetheinterfaceaware
approachcanwork efficiently for the abstractinter-clusterprotocol,we canmodelcheck
this protocol first. By doing so, beforeworking on the abstractintra-clusterprotocols,
we would have refined \ºÎ to a mannersuchthat all its verificationobligationshold. At
this time, we canconstructa new abstractprotocolfor eachabstractintra-clusterprotocol
similar to thatin Figure3. Thatis, for eachabstractintra-clusterprotocol \`Q , weconstruct
a protocol \ � Q in which thecluster� is retainedwhile all theotherclustersareabstracted
as in \·Î . More formally, for the hierarchicalprotocol in Figure 1, threenew abstract
protocols \ � QÙ> ��$ � Q

	87
� Q
	R:
� Q
	8=
� Q�� , �/N�df� MgM � j , will be constructedafter \ºÎ is refined.

Here, $ � Q[>±$­Î²Å`$­Q and
=
� Q»>

= ÎÚÅ = Q . Let Ô Õ£Ö¹>±$9ÎÚË`$­Q . Then
7
� QÏ>±Ò
&DÎ J�Å��6&TQÛJ�.�Ô Õ£ÖV�Ù.&DÎ J?N 7 Î 	 &TQÛJ¾N 7 Q , &DÎ JÜ.¹Ô Õ£Ö²>q&rQÝJ|.®Ô Õ£ÖVÓ . Finally,

:
� Q�>�Ò�0´Î¾>Â1�Î 2FÎ|.Þ0´Î¾N : Î 	 x[&DÎ?N

,)Î 	 2FÎ­�6&TÎ��c.ÞÔ Õ£Ö[>µ&DÎ?.ÞÔ Õ£ÖXÓPÅÌÒ�0Ù>ß1 2Ü.L0«N :<	8à &½Nl, 	 2{�6&F�½.Þ$­Q�Á>µ&p.)$bQ�Ó . In
:
� Q , the

first partincludesall thetransitionsfrom \·Î whichdonotupdatetheinterfacesof \`Q , and
thesecondpartincludesall thetransitionsfrom \ thatupdate$­Q .
Now for every error trace moQ from theabstractintra-clusterprotocol \`Q , we canperform
theinterfaceawareguidedsearchon \ � Q insteadof \ . In fact \ � Q is anabstractprotocol
of \ , and \`Q is anabstractprotocolof \ � Q . Thus,we canusetheinterfaceawareguided
searchto first find astutteringequivalentexecutionm � Q of moQ in \ � Q , andif m²Q is reported
asgenuinein \ � Q , we thentry to find astutteringequivalentexecutionof m � Q in \ .

We have implementedthe interfaceawareguidedsearchbasedon Murphi, andappliedit
to identify the error tracesfrom the abstractprotocolsof the threebenchmarkprotocols.
Section4 describesmoredetail.For many of theerrortraces,our interfaceawareapproach
can correctly identify the spurious/genuineerror casewith 1GB of memory. However,
therearestill someerrortracesfor which our approachfailedto identify evenwith � M � GB
of memorybecausetherearetoo many statesin the guidedsearch.In the following, we
will presentanotherheuristicto improvetheguidedsearchby usingboundedsearch.



3.3 BoundedSearch

Thebasicideaof our boundedsearchis thatgivenanerrortrace moQk>Ø¦{Q©¨ J 	 ¦{Q©¨ K , M8M8M , ¦{Q©¨ s U ,tªQáO �
from anabstractprotocol \·Q , we restricttheBFSdepthof theguidedsearchfor

eachblock index
~ NÂd �
MfM tªQ6� to a certainbound. If we cannotfind a statewith theblock

index
~SÀ � usingtheboundedsearch,thenwe claim that theredoesnot exist a stuttering

equivalentexecutionof m²Q , i.e. theerroris spurious.

We choosetheboundbasedon thefollowing heuristics.Let 0 �¤}Ù>�¦{Q©¨ } AVU�â ãB * ¦{Q©¨ }�WYK�� ~ O � �
beanarbitrarytransitionin anabstractprotocol \`QÏ>_� 7 Q 	 $bQ 	;: Q 	8= Q6� , where¦{Q©¨ } 	 ¦¹QX¨ }�WYK are
reachablestatesof \`Q . Weassociateeverysuch0 �¤} with abound ³ h¡ä asfollows:

1. If theredoesnot exist a stutteringequivalentexecutionof 0 �¤} in \ , thenwe setthe
boundof 0 �¤} to beany naturalnumber, e.g. ³ h¡ä ��0 �¤}r�¡>_� ;

2. Otherwise,thereexistsan execution &Tn 	 &rn À � 	8M�M8M &Tå , u 	�æ O �
suchthat &Tn�.Ï$­Q�>

&TnFWYK<.�$bQ®> M8M8M >^&Tå � K<.
$­Q¸>�¦{Q©¨ } , &Tå�.�$­Q¸>�¦{Q©¨ }�WYK , and &Tn 	8M8M�M�	 &Tå arereachablestates
of \ . Therecanexist multiple suchexecutionsin \ for 0 �¤} , andwe setthebound
of 0 �¤} to betheminimumnumberof

æ B u .

Finally, we setthe boundof theabstractprotocol \`Q , ³ h¡ä ��\·Q��«>èç�é�ê¹Ò
³ hkä ��0 �¤}T�ë.F0 �¤}c>
¦{Q©¨ } AVU£â ãB *ì¦¹QX¨ }�WYK , ¦¹QX¨ } , ¦{Q©¨ }�WYK arereachablestatesof \`Q�Ó .
Basedon theabove definitions,we selectthecandidateboundsasfollows. Considerany
transition0 �ª>µ& AB * & C in theabstractinter-clusterprotocol. Case� : 0 � only updatesthe
statevariablesnot in interfaces.In thiscase,our interfaceawareguidedsearchasdescribed
in thefirst heuristicwill only explore therulesthatupdatethe inter-clusterprotocolcom-
ponents.Thuswe set ³ hkä �£0 �Þ�²>¼� . Case� : 0 � updatesinterfacevariables.In this case,we
choose³ hkä �£0 �Þ� to be the lengthof the shorteststutteringequivalentexecutionbetween&
and &DC .
For example,considera transition in the abstractinter-clusterprotocol from the initial
stateto thestatewherea sharedrequestis issuedby thehomecluster. Theboundof this
transitioncorrespondsto the following execution– ����� an L1 cacheof the homecluster
initiatesa sharedrequest,�£����� the requestis sentto the local directory, and �£������� the local
directorychecksthat thereis no valid cacheline andalsono otherpendingrequests;so it
issuesa requestto besentto theglobaldirectory. Thus,theboundof this transitionis � .
Similarly we choosecandidateboundsfor eachabstractintra-clusterprotocol. The only



differenceis that when interfacevariablesare updatedin a transition 0 � , the stuttering
equivalentexecutionmayhaveto involveupdatesfrom therestof thehierarchicalprotocol.
Again the solutionthat we developedin the first heuristicby introducing \ � Q ’s canhelp
solve theproblem.

In theory, choosinga boundasin theabove mannerrequiresprotocolawareness.In most
cases,theboundof a protocolcanbeprovidedby designersfor just once.Fortunately, in
practicewefind thatfor high level protocoldescriptionsin Murphi, e.g.theFLASH ( [18])
andGERMAN ( [19]) protocols,candidateboundsarereasonablysmall wherethe value
� � or ��� is usuallybig enough.For example,wefind thatthebound � � worksperfectlyfor
all of our threebenchmarkprotocols.

4 Implementation and Experimental Results

Wehave implementeda tool [20] which integratestheinterfaceawareandboundedsearch
heuristics,andwe have appliedit to the threebenchmarkprotocols.Beforeapplyingthe
guidedsearch,wehadpreviouslyverifiedthebenchmarksexpendinga lot of manuallabor
to classifyerror tracesasgenuineor spurious.Sowe insertedonebug in eachbenchmark
individually, with two bugsin theinter-clusterlevel andonein theintra-clusterlevel. The
threebenchmarksaltogethergenerateeightdistinctabstractprotocols,which againgener-
ate � � � errortraces.

For all thesetraces,our tool is able to correctly report the spurious/genuinecase,each
within 15 seconds. The amountof memoryrequiredfor eachidentificationis lessthan
� GB.Themaximumnumberof statesexploredamongall theguidedsearchis í 	 í���� , which
is very small comparedwith the statespaceof more than

�
M��
billion of onebenchmark

protocol. Furthermore,in
���

of the
���

all spuriouserror traces,our tool canpreciselytell
whichrulein theabstractprotocolis problematic,i.e. overlyapproximated.Figure6 shows
asamplescenariofor oneof thecases.Here,thefirst half of thefigureshowsanerrortrace
from anabstractprotocol,andthesecondshows theoutputfrom our tool.

For theremainingfive spuriouserror traces,they fall into threecategories.Thefirst cate-
gory is that it is possiblethat two rulesin theoriginal hierarchicalprotocolaredifferent,
while theirabstractedrulesareequivalent.Wedenotesuchtwo rulesasabstractequivalent.
Abstractequivalentrulesarestraightforwardto realizeandthey donotmake it difficult for
usersto tell theproblematicabstractrule.

The secondcategory is aboutthe auxiliary variablesintroducedin our compositionalap-



A
î
bstract error trace:

Invariant "MemDataProp" failed.

   1. Rule L2_Reset_pending, p:Home fired.

   2. Rule L2_inReq_OutReq, p:Home fired.

   3. Rule Dir_HomeGetX_PutX fired.

   4. Rule Cluster_WriteBack, p:Home fired.

   5. Rule L2_recv_OutReply, p:Home fired.

   6. Rule Cluster_inReq_WB, p:Home fired.

   7. Rule L2_Recv_WB, data:Datas_2,

           p:Home fired.


Guided search:

   1. Rule L2_Reset_pending, p:Home fired.

   2. Rule L2_inReq_OutReq, p:Home fired.

   3. Rule Dir_HomeGetX_PutX fired.


The abstract error trace is spurious

   with bound=10, 1186 states have been

   explored.


Figure6: A spuriouserrortraceandtheresultfrom our approach.

proachfor thesecondandthe third benchmarks.Thesituationis that in anabstracterror
trace,certainrules only updatethe auxiliary variablesbecauseof the abstraction.As a
result,theguidedsearchmayreporta stutteringequivalentexecutioncontainingirrelevant
rulesthanthosein theabstracterrortrace.Again,thiscasewill notmakeit harderfor users
to recognizetheproblematicabstractrule.

Thethird category is abouttheoverapproximationin ourcompositionalapproach.Because
eachabstractprotocol \`Q overapproximatestheoriginal hierarchicalprotocol \ on $bQ , it
is possiblethat for someexecutionsof \`Q , theredo not exist stutteringequivalentexecu-
tionsin \ . In our experiments,onecasefalls into this category. For this case,theabstract
intra-clusterprotocolfrom thesecondbenchmarkhasan abstracterror traceof length � �
beginningwith the following threerules: �£��� a remoteclusteris invalid andit receivesan
exclusiverequestfrom anothercluster; ������� theremoteclusterstartsprocessingtherequest;
��������� theremoteclusteragainreceivesasharedrequestfrom anothercluster. For this error,
theredoesnotexist astutteringequivalentexecutionbecauseat theinitial stateof theorig-
inal hierarchicalprotocol,only themainmemoryhasavalid copy; thusit is impossiblefor
theremoteclusterto receive requestsfrom others.

However, theredoesexist anexecutionof \ but it is not stutteringequivalent. The exe-
cutionbeginswith theinitial state;thentheremoteclusterrequestsanexclusivecopy and
getsgranted;now whenanotherclusterrequestsanexclusivecopy, theglobaldirectorywill
forward it to the remotecluster;the remoteclusterwrites backthe exclusive copy to the



mainmemorybeforetheoutsiderequestis received. At this time, theremoteclusteris in
theinvalid state,andrules ����� and �£����� will execute.

Fromtheabove, it is clearthatwhenanabstracterror tracebeginswith theadditionalbe-
havior thatdonotexist in theoriginalprotocol,therewill notexist any stutteringequivalent
execution.This meansthatour approachof searchingfor a stutteringequivalentexecution
for error tracejustification is a heuristic, i.e. it doesnot guaranteeto always correctly
identify theerrortrace.

In summary, theexperimentsshow thatour interfaceawareboundedsearchis veryefficient
to identify the spuriousor genuineabstracterror traces– it can correctly report all the
� � � errors,and in

���
of the

���
all spuriouscases,found the exact location of the bug

automatically. Without our approach,it requiresdesignersto identify every sucherror
trace,while with our approach,oncethe configurationfiles andthe boundsareavailable
(they canbesetby designersjustonce),our tool canautomaticallyidentify theerrors.

5 RelatedWork

Ourcompositionalapproachto verifyinghierarchicalprotocolsincludesabstraction,assume-
guaranteereasoningandcounterexampleguidedrefinement.Wederivethebasicideasfrom
Chouet. al.’swork [21] onparameterizedverificationfor non-hierarchicalcachecoherence
protocols.Their work is againattributedto McMillan’ s work [22,23] who addedsupport
for thisstyleof reasoninginto CadenceSMV. Theideais laterformalizedby [24] and[25].
Our approachof usingabstractionis alsosimilar to the work of environmentabstraction
by [26].

Ourwork in this paperonguidedsearchhassomesimilarity with directedmodelchecking
[27], in thesensethatonly a subsetof thestatespaceis exploredto reachcertainspecial
states.The differenceis that we useguidedsearchin the hierarchicalprotocol trying to
matchthe error tracefrom an abstractprotocol,while directedmodelcheckingemploys
heuristics,e.g.distanceestimationto errorstates,for fasterrordiscovery.

In predicateabstractionandcounterexampleguidedrefinement,therealsoexiststheprob-
lemof checkinganabstractcounterexampletrace.Therehasbeena largebodyof research
who usessymbolicmethodsto solve the problem,e.g. converting the error tracejustifi-
cationto a satisfiablityproblem. Our heuristicsarebelievedto behelpful for complexity
reductionregardlessof thespecificverificationapproachtaken.



6 Conclusionsand Futur eWork

Wehavepresentedaninterfaceawareguidedsearchmethodto mechanizepartof thecom-
positionalapproachfor verifying hierarchicalcachecoherenceprotocols. Given an error
tracefrom anabstractprotocol,our approachtriesto find a stutteringequivalentexecution
in theconcreteprotocol.Theexperimentson threehierarchicalprotocolbenchmarkswith
realistic featuresshow that our approachis very efficient in identifying all of the spuri-
ous/genuinebugs.Also, in mostof thespuriouserrorsit canpreciselyreporttheproblem-
aticrules.For futurework, weplanto investigatehow to integratetheautomaticrefinement
of abstractprotocols,to ourmechanizationapproaches.
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