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Abstract

This paper describes a novel approach to providing mod-
ular and extensible operating system functionality, and en-
capsulated environments, based on a synthesis of micro-
kernel and virtual machine concepts. We have developed a
virtualizable architecture that allows recursive virtual ma-
chines (virtualmachines runningon other virtual machines)
to be efficiently implemented, in software, by a microkernel
running on generic hardware. A complete virtual machine
interface is provided at each level; efficiency derives from
needing to implement onlynew functionality at each level.

This infrastructure allows common OS functionality,
such as process management, demand paging, fault toler-
ance, and debugging support, to be provided by cleanly
modularized, independent, stackable virtual machine mon-
itors, implemented as ordinary user processes. It can
also provide uncommon or unique OS features, including
the above features specialized for particular applications’
needs, or virtual machines transparently distributed cross-
node, or security monitors that allow arbitrary untrusted bi-
naries to be safely executed. Our prototype implementation
of this model indicates that it is practical to modularize op-
erating systems this way: some types of virtual machine
layers impose almost no overhead at all, while others im-
pose some overhead (typically 10–20%), but only on cer-
tain classes of applications.

1 Introduction

Increasing operating system modularityand extensibility
without excessively hurting performance is a topic of much
ongoing research[2, 13, 30, 35, 6]. Microkernels[18, 1] at-
tempt to decompose operating systems “horizontally,” by
moving traditionalkernel functionality into servers running

in user mode. Recursive virtual machines[17], on the other
hand, allow operating systems to be decomposed “verti-
cally,” by implementing OS functionality in stackablevir-
tual machine monitors, each of which exports a virtual
machine interface compatible with the “real” machine in-
terface on which they themselves run. Traditionally, vir-
tual machines have been implemented on and export ex-
isting hardware architectures so they can support existing
“naive” operating systems. (see Figure 1). For example,
the most well-known virtual machine system, VM/370[22,
23], provides virtual memory and security between mul-
tiple concurrent virtual machines, all exporting the IBM
S/370 hardware architecture. However, specialvirtualiz-
able (firmware/hardware) architectures[16, 29] have been
proposed, whose design goal is to allow virtual machines
to be stacked much more efficiently.

This paper presents a new approach to OS extensibil-
ity which combines both microkernel and virtual machine
concepts in one system. We have designed a virtualizable
architecture and implemented it in software using a mi-
crokernel. The microkernel runs on the “raw” hardware
platform, which together with a set of higher-level proto-
cols, exports a virtual machine that provides the extended,
virtualizable architecture (see Figure 2). Virtual machine
monitors (VMMs) executed on this virtual machine can
efficiently create additional, recursive virtual machines in
which applications or other VMMs can run.

The microkernel’s API supports efficient recursion (hi-
erarchical process structuring) in several ways. For mem-
ory resources, the virtual machine hierarchy gets explicit
support fromrelative memory mapping primitives that al-
low address spaces to be composed from other address
spaces. For CPU resources, the kernel provides a primi-
tive that supports hierarchical scheduling models. To allow


